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MEMORANDUM FOR MR. SINGEL

SUBJECT: Downgrading of Some TK Photography
Information to SECRET

The current policy regarding whether foreigners can be
granted a DOD TOP SECRET or SECRET clearance is as follows:

1. An immigrant alien (defined as any alien lawfully
admitted to the United States under an immigration visa for
permanent residence) may be granted a CONFIDENTIAL or SECRET
gclearance.

2. An immigrant alien may be granted a TOP SECRET
clearance for limited access to TOP SECRET information for a
specific contract or program based on the personal and written
determination by the head of a DOD component or the secretary
of the military service concerned that such access is essential
to meet Govermment requirements and that the individual is
reliable and trustworthy. When this determination is made, a
report is to be furnished currently to the Assistant Secretary
of Defense (controller). :

3. Immigrant aliens who held TOP SECRET clearances as
of 1 June 1972 remain eligible to hold such clearance until
1 July 1974.
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Thus, if TK information is downgraded to SECRET it is
possible for foreigners (immigrant aliens) who have not
sworn an oath of allegiance to the United States to have
access to that information.

Attached are the pertinent DOD regulations for yodr
information. ) '

N
Assistant for Securi

Atch
DOD Regs -
vInternal
rASCLE JiA CONTROL 0, . N
TALENT-KEYHOLE- JOR-SECRET— e ——
O%"4HOL SVET RV EXCLUDLD TROM AVTONATIC REGRADING sase or rasts

008 HIRTCTIVE 3208 10 DTS NOT APMLY



- S e et o

~
Sagr

’

CRUIEN
.
']

mtimtion of IX, g, A, .

B, Access by w' Aliens

#oirst smendment (Ch 6, 4/29/65)

re0 A gy

Jrocedures necessary to satisfy clesrance ‘requivements. This
authority does not abrogate any of the civilian employment
requirements set forth in Reference (c). -

An imsigrent slien may be granted s fimal security clearance
upon completion of a Background Investigation (see Section VIIX)
movided that it discloses no derogatory informetion based on
eriteria set forth in Section V, indicating that such access
vonld not be clearly consistent with the interests of nationgl.
sscurity. The use of the polygraph is suthorized vhen it is
necessayy to verify information furnished by the individual
vhich cannot be verified through ths use of normal investigative
mathods, provided the individual consents in writing. Interim
clearance for Top Secret and Secret is not authorized, . Interin
clearance for Confidential is suthorized after completion of a
Jational Agency Check vhich reveals no derogatory information
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gation.

tion and vhen such access is clearly consistent
uﬁtﬁomamumlncmty‘mdienmh :
granted a "Limited Access Authorization” under the following
conditions:

2« In each case, there shall have been complated with
satisfactory vesults a Background Investigation. If
oeographicsl axd political situations prevent the full
oompletion of a Background Investigation, as described
in Sectiocn YIIX. above, access by the alien shall mot be
aathorized unless the investigative information cbtain-
sble is sufficiently complete and reliable to enable the
authority empovered to grant access to deternine that such
acoess is clearly consistent, beyond a responsble doubt,
with the interests of mational security. JTowerds this
end, the use of the polygraph is suthorized yrovided the
individual consents in writing to the exaxination.

be Access to Top Secret defense infoxwation shall be kept

|

. L0 the sdsolute xinimm consistent with the reqguirements
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paticn of IX. C. 1. b.

In each case of granting puch sccess, s reccrd of the
antborization shall be mede to include:

(1) the identity of the dnvdividual to whom sccess is

(2) the mature of the materisl to which access is
authorized; and

(3) the reasoms for granting the access authorization.

Ce Access to Secret defense information may be granted by an
official sssigned origimal classification suthority for
. assigment of the Top Secret classification pursuant to
. Reference (b). Each case approved shall be made &
. aatter of official record and will contsin that infor-
mation required by parsgraph b.(1) - (3), sbove.

4. Access to Confidential defense information may be granted

by an official authorized to grant security clearances.
2. Strict limitations shall be placed on the typescf positions

in vhich aliens may be utilized and the categories of classi-
'  £ied defense information vhich may be disclosed.

D. Special Investigative Requirements

All persons issuing security clearances, serving on personnel
security boards, or involved in the education and orisntation
of military personnel shall have been the subject of an ine-
vestigation as indicated below:

1. Any person suthorized to issue persomnel security
2. Any person selected to sexve vith s board, committee, or
. anoe in accordance with the provisions of subsection

A._l.l..(e)("b), shove, and on vhom & Background Investigation
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rity, provided the individuals are appro-

priately cleared in accordance with the

DoD Industrial Security Regulation; DoD

5220.22-R.

Historical Researchers. Persons outside

the Executive Branch who are engaged in

historical research projects, may be au-
thorized access to classified information
or material, provided that:

1, It is determined that such access is
clearly consistent with the interests of
national security.

2. The material requested is reasonably
accessible and can be located and com-
piled with a reasomable amount of
effort.

8. The person agrees toufegund the in-
formation and to authorize a review of
his notes and manuseript for determi-
nation that no classified information is

- .contained therein by signing a state-
ment entitled “Conditions Governing
Access to Official Records for Historiul
Research Purposes.”

4., An authorization for access slul! be
valid for a period of two years from
the date of issuance and may be re-
newed under regulations of the issuing

O

CH7
DeD 5200.1-k
Jacy (1
dential ial committees or i -
g. Foreign Nationals, Foreign Governments
‘ond International Organizations. Classi-
fied information may be released:

1. to foreign nationals, foreign govern-
ments and international organizations,
only when specifically authorized under
the provisions of the National Dis-
closure Policy and reference (1), and

2, to immigrant aliens who reside and
intend to reside permanently in the
United States, only at the Confidential
and Secret level, in the performance of
official duties, provided that they have
been granted a security clearance of the
required level based upon a favorable
Background Investigation.

With regard to Top Secret information,

immigrant aliens may be granted a Lim-

ited Access authorization for a specific

contract or program based upon the per-
sonal and written determination by the

Head of the DoD tomponent concerned

that such access is essential to meet Gov-

ernment requirements and that the indi-
vidual is reliable and trustworthy in
accordance with reference (t). A report
of each such determination shall be fur.

component-

. Former Presidential Appointees. Persons

who previously occupied policy-making
positions to which they were appointed by
the President, may be authorized access
to classified information or material which
they originated, reviewed, signed, or re-
ceived, or which was addressed to them
while in public office. DoD components
may authorize access to such material if it
is determined to be comsistent with the
interests of national security and the per-
son agrees to safeguard the information
and to authorize a review of his notes for
determination that no classified informa-
tion is contsined therein, and that no
classified information will be further dis-
seminated or published. The former Gov-
ernment officials referred to herein do not
include the White House Staff, or Presi-

¢
of Defense (Comptroller). As an exception
to the foregoing, those immigrant aliens
who hold Top Secret clearances as of June
1, 1972, remain eligible to hold such clear-

ances until July 1, 1974, P §

7-107 Emergency Siuations

When time is of the essence and it is in the
interest of national security to do so, Heads of
DoD components may authorize persons outside
the Federal Government other than those enu-
merated in 7-106 above, to have access to
classified information or material on a finding
that the person to receive the information is
trustworthy for the purpose of accomplishing
the national lecurity objective and that the in-
tended recipient can and will safeguard the
information from unauthorized disclosure suffi-
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sponsored by the US Government. This does

" not mean that programs merely approved by
the State Department are included.
(1) Examples of travel under the aus-
pices of the US Government:
(a) Travel by a US Government em-
ployee or members of his family in the Com-
munist-oriented country to which he is as-

(b) Travel in Communist-oriented

' . countries by military personnel with orders

specifically authorizing such travel.

{c) Travel by exchange students who
are sent by the US State Department or other
US Government agencies. Also by athletes
such as the American track team sent to
Poland by the US State Department.

(d) Travel in East Berlin as a mem-
ber of a tour sponsored by the US Army.

(e) Travel to Berlin via the sealed
* train from Frankfurt or via aircraft from
West Germany directly to Berlin.

(2) Examples of travel not under the
auspices of the US Government:

(a) Vacationing tourist, travel,

(b) Travel on private business.

7 July 1972

to Restricted Areas may not be clearly con-
sistent withth.mtuuhofutlonﬂmr—
ity.

1. Escorted Entry. A situstion wherein
personnel are required to be escorted into a
Restrictad Area and kept under surveillance
by authorized personnel while in the area
(AFM 207-1).

j. Formerly Restricted Data. Information
removed from the Restricted Data category
upon determination jointly by the Atomie
Energy Commission and Department of De-
fense that such information relates pri-
marily to the military utilization of atomie
weapons and that such information can be
adoqumlysdqmdduehdﬂodddm

intogration.

k. Immigrant Alien. Any alien lawfully
admitted into the US under an immigration

(c) Travel as a student under a pro--

gram sponscred by a college or university
even though Federal funds may be involved
in support of the program. .

e, Classified Defense Information. Official
information or material which requires pro-
tection in the interest of national defense
and which is classified for such purpose by
mx;riate classifying authority (AFR

f. Clearance. An administrative determi-

nation that an individual isclizibleto be
granted access.

8. Cryplographic Information. Knowledge
or facts pertinent to cryptographic and eryp-
toanalytic processes, methods, equipments,
erypto:y-wns. crypto-publications and re-

h. Derontory lnﬂmutlon. Information
which indicates that permitting access to
classified information or unescorted entry

visa for permanent residence.

._T National Security. The protection and
preservation of the military, economic and
productive strength of the United States, in-
cluding the security of the Government in
domestic and foreign affairs, against or from
espionage, sabotage and subversion, and any
md:ﬂotherﬂlqdachdui:nedtom
or destroy the US.

m. Non-US National. Any person not a
citizen or national of the United States.

n. Restricted Area. A legally established
military zone under Air Force jurisdiction

into which persons may not enter without

specific authorization. (As used in this regu-
lation, the term is limited to areas that con-
tain Air Force Priority A, B, or C opers-
tional resources.)

0. Restricted Data. All information eon-
cerning (1) the design, manufacture, or
utilization of atomic weapons; (2) the pro-
duction of apecial nuclear material, or (8)

production of energy, but shall not include
data declassified or removed from the Re-
stricted Data category pursuant to Section
142 of the Atomic Energy Act.

O
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and date of the investigation, the agency
vhich eonducted the investigation, the loc:
on of the report of investigation, and
wigther clearance would be granted if the
perhon concerned were a member of a r¢gu
Iar Ajr Force organization.

(N In & case where the Adju
eral is advised that a clearance would’not be
granted the person concerned /were a

member ol\ a regular Air Force Aorganix
her be advised thit the case

tion, he will
will be proceéysed under AFR §5-82, AFR
39-12, or othek appropriate lation, and
that he will be\informed of the results of
such processing.

(2) In no circymstances will any copies
of reports of investigationy or a synopsis of
the derogatory inforipatign be furnished to

the Adjutant General\ & copy of the letter
furnished the Adjut: a] Genersl concerned
will be forwarded to AFQSI/MRC.

d. Disposition of/a Degogatory Report.
When derogatory /jnformalon is involved,

the report of invgstigation dpgether with a
copy of the lettdr furnished\the Adjutant
General! concerfed will be Jorwarded to
AFOSI/MRC.
) . .

22, Action ¢gh Reperts of Investigytion For-
warded by/Losing Commander. Cotymanders
_receiving/ reports of investigation pursuant
to pa phs 15a(1) or (2) will egaluate

the reports and, if favorable, will recokd the

detepmination of eligibility on the AF Morm

47. Af the report contains derogatory inlpr-
Hon, action will be taken according to Iy-
ctions in paragraph 26.

SECTION C—CLEARANCE REQUIRE-
MENTS AND PROCEDURES

23. General Policy:

a. Each Air Force member will notify his
commander or supervisor immediately upon
becoming aware of any information which
could possibly lead to the unauthorized re-
lease or disclosure of classified defense in-
{formation.

A .Gﬂ.

=
.

b. Civilian and military personnel may be

granted a personnel security clearance based O

on an evaluation of the results of the ap-
propriate investigation or on one of the mini-
mum requirements listed in paragraph 24.

G Anlmmigrmtaﬂenmhemntedn

Final Top Secret clearance based- upon a
favorable EBI, or a Final Secret or Conf-
dential clearance based on a Bl, provided the
ROI discloses no derogatory information (at-
tachment 4).

Nets: It is no longer necessary for an immigrant
alien to formally declare his intent to become a US

citisem before a Naturalization Coyrt by executing
Naturalization Form N-315 in order to be eligible

LY

for a claarancs. ' ]
"™ d. The granting of interim clearances will

be kept to the absolute minimum required to

fulfill the mission of a command. An interim
clearance will not be granted unless a re-
quest for personnel security investigation of
the type necessary to satisfy final clearance
requirements, together with all supporting
papers, has been forwarded as prescribed
herein, !

e. Clearance for any category of classified
information will serve as clearance for any
lower category. _ :

~ £. When immediate access to classified de-
fense information is required in order for
a US citizen to carry out his assigned task,
and because of exceptional circumstances,
the delay caused by awaiting interim clear-
ance would be harmful to the national inter-
est, the commander authorized to grant
clearances may authorize such access, based
on the records immediately available except
in the case of individuals referred to in para-
graph 84(8). The use of this provision will
be held to an absolute minimum and is per-
missible only if the procedures to satisfy
clearance requirements are in progress. This

. acﬁo;:willbereeordodinAFFormﬂ,ue—
tion IIL

8. Authorization of Access Under Combat
Conditions. When the USAF Wartime Guid-
ance (WG) is implemented, or under com-
parable situations, and when essential to the

. ®wmme s aw
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- AFR 205-32 |

conduct of related military operations, the
commander of a numbered Air Force or com-
parable or higher organization may author-
ize the issue of an AF Form 47, “Limited Ac-
cess Authorization,” based on such evidencs
of trustworthiness as may be known, or as
.may be readily or locally available. If time
and the situation permit, the records check
required in paragraph 28d will be conducted.

(1) When such procedures are author-
ized, authority to issue Limited Access Au-
thorization may be delegated to subordinate
commanders as necessary.

(2) Access in such cases shall be limited
to that information which the individual
must have in order to perform his duties in
connection with the operation.

(3) Limited Access Authorization will
be terminated when no longer needed, and
AF Form 47 will be disposed of as prescribed
in AFM 12-50. If need for access is a con-
tinuing one, request for investigative action
requisite to a final clearance will be initiated
as soon as the military situation permits.

h. Reports of Marriage to Non-US Na-.

tionals. Any Air Force military member or

civilian employee ‘(or dependent thereof) -

who marries a non-US National will report
such marriage through his immediate com-
mander to the commander anthori:ed to iasue
clearances.

(1) The individual concerned will an-
notate the previously submitted DD Form
398 to reflect this change. (This applies both
to those with valid clearances and to those
with clearance actions pending.)

(2) The commander authorized to issue
clearances will determine the effect of such
marriage and will take action as appropriate.
In overseas commands, commanders should
review any investigative report required by
AFR 211-18, and indicate in the remarks
section of the DD -Form 398 that this has
- been sccomplished.

24. Requirements for a Clearance. Investiga-
tions required for the different levels of
clearance are as follows:

a. Top_Secret—Final Clearance:

(1) Civilian Personnel—-US Cilizens.
EBI, except as listed in attachment 2, AFR
40-202.

(2) Military Personnel—US Citizens.
BL (Top Secret clearances based on 2 NAC

plus 10/15 years continuous service remain
valid if granted before the date of this regu-
Iation.)

(3) Immigrant Aliens. EBI.

" b. Top Secret—Interim Clearance: )

(1) Civilian Personnel—US Cilizens.
NAC. Interim Top Secret clearances for per- -
sons referred to in paragraph 8d(3) are
authorized only in case of emergency. Guid-
ance on filling critical-sensitive positions in
case of emergency is in AFR 40-202,

- (2) Military Personnel—US Citam
NAC. :
(8) I'mmigrant Aliens. No interim clear-
-+ ance authorized.

%srﬁ;sl_‘_"-ﬂlﬂ_;__wk ,
Civilian Personnel--US Citizens.

NAGC, -plus written inquiries to appropriate

local law enforcement agencies, former em- .

ployers and supervisors, references, and
schools attended. (Ses g below.)

(2) Military Personnel—US Citizens,
LNAC or NAC,

(8) Immigrant Aliens. Bl.

d. Secret—~Interim Clearance:

(1) Civiliarn Personnel—US Citizens.
NAC. Interim Secret clearances for em-
ployees occupying, under emergency condi-
tions, positions which do not involve respon.
sibilities listed in paragraph 84(8) may be
granted on the basis of a check of the official
personne] folder, Security Documents Folder,
and Special Security Files, plus submission
of a request for a NAC. (For guidance on
filling & non-critical sensitive position in an

* emergency, see AFR 40-202.) _
(2) Miiitary Personnel-—US Citizens:
(a) For an individual who has served
for 2 consecutive years or more on active
duty immediately preceding the date of the
request for current investigation, a check of
theunitpenqnpelrmrdswmbemdoto
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include available medlul records and any
Special Security File.

(b) For an individual who has not

served for 2 consecutive years on active duty
immediately preceding the date of the re-
quest for a current investigation, no interim
clearance is authorized. Exceptions to this
provision will not be authorized.

(8) Immigrant Aliens. No interim clear-
ance is authorized.

e. Confidential—Final Clearanee:

(m
NAGC, plus written inquiries to appropriate
Joca) law enforcement agencies, former em-
ployers and supervisors; references; and
schools attended (see g below).

(2) Military Personnel—US Citisens,
Check of unit personnel records, medical rec-
ords, and the Special Security Files, to deter-
mine if there is any derogatory information
on the individual. This review will -also in-
clude a check of an updated DD Form 398.

 (8) Immigrant Aliens BL.

{. Confidential—Interim Clearance:
tvilian Personn

NAC. An employee occupying a position un-
der emergency conditions (see AFR 40-202),
which does not involve responsibilities liated
in paragraph 8d(3) may be granted interim
clearance based on a check of the official per-
sonnel folder, Security Documents Folder,
and Special Security File, plus submission of
a request for a NAC.

(2) Military Personnel—-US Citizens.
No interim clearance authorized.
(8) Immigrant Aliens. Interm clear-
ance for Confidential is authorized after com-
pletion of & NAC which reveals no deroga-
tory information and pending the eompletion
of the required BL

Written Inquiry. The written inquin

" initisting requests fgr inve:

. AFR 205-%2

ih!clauneuprevimlymnte‘dbued
a NAC remain valid. In addition, writ
inquiries are hot required in investigatifns
of .employees who have been employed fgr a
od of § years with no break in employ-
greater than 1 year immediately pre-
the date of the request for a, gurrent
investigation.

\
&, Who'\llay Grant Clearances:

a. Find] Clearances: ‘

(1) Major commanders ar¢ authorized
to grant clearances. This authgrity may be
further delegated only to cojnmanders of
ornniutionhl echelons down fo, and includ-
ing, groups. Whenever a squ roni:upap
rated geographically from théir parent wing
or higher headquarters, the major com-
mander may dejegate the afithority to clear
personnel to the\squadron fommander. Per-
sonnel author to granf clearances must
themselves have " clegred for access to
Top Secret, based on a Blfor EBI.

(2) Command e authorized to
grant clearances fol tepant units of other
commands hvmutual greement.

(3) Personnel whb are assigned pri-
mary duties as Chief, Security Police in mili-
tary grades 08 or above, or in civilian grades
GS-9 or above, may he délegated the author-
ity to grant final clearaces. Additionally,

security police will/ assist, commanders by
pations, review-
ing reports of investigation) making recom.
mendations as to the trustwoythiness of per-
sonnel, and recprding the\ commander's
decision in apprgpriate records. ,

(4) The Adjutant Genera) of 2 State,
the District of Columbia, or Common-
wealth of Puertp Rico, is authorifed to grant
clearances for military members ahd civilian
employees of $he ANG. This authdrity may
be further delggated to Commandersof ANG
organizations /down to, and including, wings
or separate group!

b. Interim Clearances. Since interink clear-
ance is permitted on the basis of lower in-
vestigative requirements, ita issuance\must
be held to an absolute minimum consistent
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ng installation at least 30 days prior t§ the
sybject’'s EDCSA.

(1) A copy of the leiter transmittin
the\file will be forwarded to the Dipector ,
Security Police, of the gaining compmand.

hiy notification will enmable majgr com.
mandy to monitor more closely the mainte-
nance\and disposition of Special Becurit;
Files ulpder their jurisdiction.)

(2)\ The gaining base Chief, 8 ty
Police, forward the file promy totho
immediatd, gaining commander. pon ‘com-
pleﬂmof eommmdnr and » porvilor's
to the base SecurityPoli !ormtody
and mainte: ‘ee.

Saeurltylfl-wmnothe
made available\to the indivifiual involved.
Envelopes contailing a Specigl Security File

will not indicate $he name of the individual
to whom the file pyrtains. /. ’

d. Classified Spe arity Files will
be safeguarded and trgnsmitied as pre-
scribed by AFR 208-), .

{1) Unclassified Sphcial Security Files,

including files eontnin g material marked
“FOR OFFICIAL USK ONLY,” will be
sealed in double en 1’» or covers when
transmitted by mafl or\ by persons not
authorized access t¢ such \nformation. The
inner envelops wjll be mygrked “T0 BE
OPENED ONLY /BY THE COMMANDER
OR PERSONS DESIGNATED BY HIM TO
RECEIVE OSI REPORTS OFYNVESTIGA-
TION (AFR 124-4)."”

(2) SpeciAl Security Flles wWill be stored
in a vault, sgffe or steel file eabinet, secured
by at least 4 lock bar and a GSAvapproved,
three-positjon dial padlock. Special Security
Files wily be maintained separately from
other files, preferably in a separatd drawer
of the sforage container.

(3) The custodian will designate In

writipg those individuals authorized \ncees
to t)ie Special Security File reposito

{. If a member of the Air Force Resgrve
ho is the subject of a Special Security K

SECTION H-—ASSIGNMENT OF NON-
US NATIONAL EMPLOYEES TO
SENSI'I'!VE DUTIES

48. Applicability. This policy applies to alt
Air Force activities, regardless of location,
which utilize non-US national employees. It
further aplies to “direct hire” employees, ap-
propriated fund employees, “indivect hire”
employees, nonappropriated fund employees,
consultants, and any other non-US nationals
who are employed at an Air Force activity.
(For general policy on the assignment of a
foreign exchange officer to duties requiring
limited access to classified defense informa-
tion or unescorted entry to restricted areas,
see AFR 200-9.)

47. General Security Policy:

a. Commanders must maintain a capability
to perform their wartime missions without
the use of non-US nationals.

b. Unlus specifically excepted, only US
nationals will be assigned to perform duties
involving access to classified information or
unescorted entry to restricted areas,

" (1) Non-US nationals will not be hired
or used to perform such duties when US
nationals (military or civilian) are available,
or may be made available, within a- reason-
able time period. '

2 Thefactthatitmi:htbemoreeco—
nomical to utilize a non-US national for
duties involving access to claasified informa-
tion or uneacorted entry to restricted areas
will not be used as a basis for justification
of their employment or assignment.

¢. Under exceptional circumstances, wher
the appropriste commander determines tha




areas under either of the following condi-
tions: )

(1) If there is any indication that he
may not be relisble or might act contrary to
the best interests of the national security of
the United States.

(2) If he has & spouse, brother, sister,

7 Jnly 1972

not releasable, under the National Disclosure
Policy, to the government of the non-US na-
tional employes (see AFR 200-9). For «x-
ample:

(a) Chulﬂedinformﬁonpmiddto ’

- -the United States by a foreign government

other than that of the non-US nstional em-
ployee, unless the owning foreign government

. has approved in writing the disclosure of the

specific information to the government of the

" non-US national employee.

children, parents, step parents, foster par-
ents or guardian living in a Communist or-

Communist-controlled country. (See attach-
. ment 6 for a list of countries officially con-
sidered Communist or Communist-con-
trolled.)

e. An authorization for limited access or
unescorted entry is valid only for access to
specific classified information, or for entry
to specifically delineated areas within a re-
stricted area, as required to enable the non-
US national to perform his specific duty as-
signment. Procedures will be established to
insure that the access or entry is defined
clearly, and that supervisors and co-workers
fully understand their reponsibility to insure
that any other access or entry except that
specifically authorized, is prohibited. A non-
US national will not be authorized to act as
an escort within a restricted area.

[~

48. Prohibited Dutiea. The hire and use of
‘non-US national employees is expressly pro-
hibited for any position which involves:
a. Access to:
(1) Top secret information.
(2) Any classified defense information

(b) Classified war or mobilization
plans, or classified combat operations, intel-
ligence, or counterintelligence plans to in-
clude any information which would reveal
objectives, sources, methods or techniques of
classified intelligence or counterintelligence
collection. '

" (e) Restricted Data and Formerly Re-
stricted Deta.
. (d) Classified erymnphle systems
or squipment.

(e) Classified information which re-
veals the presence or quantity of nuclear,
chemical or biclogical weapons or their pro-
duction or movement. ,

(f) Single Integrated Operstions Plan
(SIOP) information.

(g) Information derogatory to the US
Government or any agency thereof, or prej-

" udicial to United States relations with any

foreign government, or information deroge-
tory to a US national.

(8) Any office room, shop, laboratory,

“or other similar place where classified work is

in progress, unless positive measures are im-
plemented to deny the non-US national any
opportunity to gain unauthorized access to
classified information. .

b. Assignment of persons to any position,
the duties of which include the processing or
granting of personnel security clearances;
the determination that persons are qualified,
from a security standpoint, to have access to
clagsified defonse infmﬂonorunueorud
entry to restricted areas.

¢. Representing the Air Force (orleom-
ponent) on any:
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(1) International, interdepartmental, or
interservice committee or other similar body.
(2) Matter involving formulation of
policy, or negotiations with a foreign ac-

 tivity.

d. Courier or messenger duties for trans-
mitting classified defense information.

e. Close in sentry, close boundry sentry or
entry controller duties for restricted areas
‘unless specifically authorized by the appro-
priate system security standard.

£. Releasing information to the public,

-~ 49. Procedures for Authorizing Limited Ae-

cess or Unescorted Entry. Subject to the
general policy and prohibitions outline
bove, a non-US national employee may e
igned to dutieg involving limited
to classified information, or unescorted gntry
to & restricted area containing Priopity A,
B, angd C resources, provided that:

a. A background investigation /has been
completed with favorable res (A favor-
able Thehter Agency Check is agceptable for

unescorted entry to a Restricfed Ares con-
taining Prigrity C resourcey() If the geo-
graphical or\political situatjon prevents the
full completion of a ba ound investiga-
tion, a non-US\national gmployee shall not
be authorized aceess or gntry unless the in-
vestigative inforipatiof obtained is suffi-

approving authority\that limited access or
unescorted entry is fiNly consistent with the

interests of national ty. Towsrd this
end, the use of thé polykraph is authorized
in conjunction with the Investigation, pro-

vided the individual consehts in writing.

b. The commander of a 1
approves the fimited access atghorization of
the non-US national employee for duties in-
volving access to Secret informgtion. The
commander who is delegated cledyance au-
thority for the activity concerned \nay ap-
prove the limited access authorizatién of a
non-UY national employee for duties ipvolv-

or command

ing to Confidential information oy un-
esco entry to restricted areas. \
Notet The appropriate deputy chief of staff

fliable to prove to the

AFR 205-32

head of a comparable offics) at HQ USAF must
approve the assignment of a non-US national gt
ployes to duties involving aceess to Secret infofm
tion, or entry 1o any restricted ares for Air
vities that report dirvectly to HQ USAF,

Certificate of Limited Access Apthoriza-
thii . ‘

a. The decision to authorize linfited access
or undgcorted entry will be recgfded on AF
Form 8§61, “Certificate of Liypited Access
Authorisation for Non-US Natjonal Employ-

ees.” The\originator of the refjuest will sub.
mit three\copies of the fornf to the appro-
priate officiyl listed in paragraph 49b above.
The authoriXation is valid galy when the ap-

propriate appiya
form.

(1) If the\request iy approved, the ap-
proving authority will fretain one copy of
the form and réturn fhe original and one
copy to the requedting/ activity. The operat-
ing official to whota fhe non-US national is
assigned for duty will retain the original and
forward the copy /dp the Chief, Security
Police, for file in/the employee’'s Security
Documents Foldex( :

(2) If the reguest iy disapproved, the re-
questing agency/will be fdvised.

b. Before bejng granteq limited acceas to
classified defegise information or unescorted
entry‘to a reptricted area, vach non-US na-
tional employee will be thordughly indoctrin-
nated concefning: '

(1) The limitations a
authorization, and

(2) His individual security\ responsibil-

ng authoytty has signed the

indant to the

-ity comntensurate with his employment and

the authorization.

51. Use of Indirect Hire Personnel\ The ma-
jor gommander concerned may riguest a
waiyer of the background investigatjon re-
‘quifements in paragraph 8d(5) in § case
which requires the US to use & non-U§ na-
tignal hired and administered by a host\gov-

ment because his particular skill is clyar-
ly heceasary for successful execution of US
assigned miasions.

a. The request for waiver with detaile
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