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18} NATIONAL RECONNAISSANCE OFFICE
WASHINGTON, D.C.

OFFICE OF THE DIRECTOR

MEMORANDUM FOR DOD GENERAL COUNSEL

SUBJECT: Proposed Executive Order Establishing Restrictions .
on Foreign Intelligence Activities ’

We have two reservations about the draft Presidential -
memorandum. The first is with Section VII, Assignment of
Personnel. There is presently no law which either enables
or prohibits such assignments. The memorandum appears to
require that there be such a law; in the interim we would
find ourselves in a situation which could be in conflict
with the intent of the Presidential executive order.

. The second comment is that while the memorandum obvi-
ously refers to civil surveillance of personnel only, it
could infringe upon our ability to conduct experiments using
SIGINT collection satellites which may be required to be
conducted within the continental United States.

I suggest that these two points be élarified.
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A GENERAL COUNSEL OF THE DEPARTMENT OF DEFENSE
WASHINGTON, D. C. 20301 :

. 27 January 1976

MEMORANDUM FOR: See Distribution

SUBJECT: Proposcd Executive Order Establishing Restrictions on
Foreign Intelligence Activities -
As a follow-on to last Wednesday's Intelligence Breakfast, I am.
. furnishing each of you a copy of the latest effort between Defense and
Justice to arrive.at an acceptable DRAFT executive order which the.

Department of Defense can support and recommend for Presidential
signature,

T would appreciate receiving comments {rom each department
or ageucy to the attached DRAFT flo later than 1400, Wednesday, -
January 28, so that we will be in a position to convey any serious
objectivns or problems with this language to the Attorney General and
the White House staff,

In the event you do have any serious problems with this language,
an advance telephone call to Mr. Robert T. Andrews, OX5-6804,
alerting us to them will be appreciated.

g 85
Richard A, Wiley

. DISTRIBUTION: ‘ ) .
DepSec Ellsworth - Rear Adm, Youngblade
Under Secretary Augustine Brig. Gen. Timmerberg
Under Secretary Potter Col. Tucker
Under Secretary Plummer s ——¢eox vas5c
Mr, Latimer
Mr. Cooke
Lt. Gen. Allen .
Vice Adm. Rectanus
* Lt. Gen, Tighe
Maj. Gen, Aaron
Maj. Gen, Kcegan
Rear Adm, Inman



¢ eme

EXECUTTVE ORDER

Information about the capobilities, intentions and activities of
other goveinmnts is essential (o informed dacfsim—mkirg in the fields
of natioal defense and foreign affairs. The measures employed to

| ‘ acquire such information should be responsive to the logitimate nceds

of cur Governmont. bhtthe sane tim t:heymsthé oonducted at'all'
timsin-inwmrwhid:pmservcsaﬂmpectsmoomeptsofprivacy
and civil liberty. " '

" Recent cvents have clearly indicated the desirability of govenﬁent-
wide directive which will ensure a proper balancing of these interests.
The rules of operation prescribed by this Oréer are not intended to dero-
gate fiom any other la»s,,. zcgulationé or divectives further restricting
the ac_tivit.im of our foreign intcnig..ence agencies.
| By virtwe of the authority vested in me as President pursuant - .
to my powers undar Article II, Sections 2 and 3 of the Constitution,
and statutes of the United States, including the National Security Act
of 1947, and finding such actions necedsary in the national interest,

it is hereby ordered as follows:
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SECTION I: Dofinitions.
As used in this Order, the following temms shall have the mean-

-ings ascribed to' them below:

(a) "Oollection” means any one or more of the gathering, analysis,
dissemination or storage of non-publicly available information without
the informad express consent of the subject of the information.

(b) "BEmployee” means a éerson enployed by, assigned to,.or actine
for a foreign intelligence agency/l AU s6. _

_{c) "Poreign intelligence" mmsinfomatimomcemingﬂ:ecapa-
bilities, intentions and activities of -any foreign powaer, or of any non-
United States person whether within'or outside the United States, or
oconcerning areas outside the thited States; or concemning the protec-
tion of such information and its co_llec.tim from datection or d.isélosure.

(d) "Foreign intelligence agency” means any department or agency
of the thited States Government, or component thereof, while it is en-
gaged in the collection of foreign intelligence, but shall not include
an& depart.mnt, ao~ncy, or Mt thereof to the extent that it is
engaged in its authorized law enforcoment functions, nor shall it include
in any case the Federal Bureau of Imstigatim ‘

(e) "United States persons” means thited States citizens, aliens

. adnitted to the (hited States for permanent residence, and co&:pbrn't.icns

or other organizations incorporated or orgem.zedm the tnited States

. U: * (£) “Physical surveillance” means contmumg visual cbservatmn by

any means and acquisition of a non-public commmication by a persm not
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a'party thereto, or visibly present therdat, through any means which
does not inwolvz electronic survei.llance |
. (9) "Blectzmxc surveillance® means acqm.szuon of a non-public d‘}
'conmni ..imbyelec!zaﬂcmans, without ﬂ\eowsmtofapersonmo 8
is a party to, or visibly present at, the commmnication. .

SBCTION II: Scope; Adherence to Law and Ethical Standards.

(a) The provisions of this Order shall apply to covercd activi-
ties within and without the United States, wnless othcrwise specified.

(b) ‘All enmployees of all foreign .intemg.mbe agencies shall abide
by all applicable lavs of the United States and shall adhere to the

. . <
highest standards of conduct.

SECTION IIXI: Rastrictions on Collection.

Foreign intelligonce agencr.cs shall not cngage in any of the
follawing activities: . _

(a) Physical surveillance directed against a uu‘aed States person,
oxoept to the extent that such surveillance is in accordance with law, .
and;spnusuanttopmcedurmapprovedbyﬂnheadofﬂnforeignin—
telligence agency, and is directed against either: |

(1) a present or former employce of such agency, its

present or former contractors or their preémt or forwer enploy-

ees, for the purpose of protecting foreign intelligence sources

or methods from unauthovized disclosure, or i X

- . 6 awmes mrm - . © v L ipemm et tem m s ® men o . « B e cemwes
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(2) a United smt.es'persm w\t; is in contac;t wiéu either
sndnapre'smtorfomcontractororerq:loyee, crv;ithamn-
United States person who is the subject of a foreign intelli-
gence inquiry, but only to the extent necessary to identify such
United States person, or ' - il

(3) a thited State#l perscn outside the United States who is’
zeas.mably‘ suspected of engaging in activities threatening the
national security; . |
{b) Electronic surveillance within the United States or directed

against United States persons abroad, except (in either case) in accord-
ance with lwmdmderpmwbyﬂwAtwmywerﬂ: pro—
vidad- that undler no circurstances shall the Central Intelligence Agency

‘engage in eiect.rmic surveillance within the United States;

(c) Tnhconsented xhysical scarches within tbelhu:ed Stat:es; or
unconsented physical szarches d:.recteﬂ aga:!nst lm.bed States persons
abroad, exoeptmacoordancewithlawandmderpmcedmesappmvedby
the Attormey Ceneral; |

. (Q) q:ening of mail or examination of envelopes of mail in the
U.S. Postal chmrels. except in acoozﬂance with the provisions of Uhited
States Postal laws and regulations; :

(e) Examination of Federal income tax retumns or tax information
excopt in accordance with the Internal Revenue Code and the implementing
requlations thereunder; - ) ' ‘

oot
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(f) Infiltration of or \zgdisclosud..'participntio;')'in any organiza-
tion within the United States for the purpose of xeporting on or in-
fluencing its activities or mexbers. |

(g) Operation of a pmprietm? oon{:any on a basis commercially *
campetitive with u:itcd States businesses, exqept to the minimum extent
necessary to establish ocmvercial cr:édibility. .No investments by a
proprietary company for financial gain shall be made on the basis of
any substantive infomdm.not available to the public.

(h) s:’hcitauon of foreign intelligences 1nforratwn from a 'hited
States persm. unless the foreign mhelhgeme agency .xrcveals its true
identity to such person. <

() Collection of information conceming the domostic activities
of nited States persons except: '

(1) Information concerning present or fomer esployces,
present or fo:nerm&actorsortheirpresmtorfomersn-
ployces, necessary to protect foreign intelligence sources or
methods from uauthorized disclosure; and infomation concaming
the identity of persons in contact with the foregoing or with a
mn-uuted States person who is t_he ss.bject of a foreign intelli-

gence inquiry.
- (2) Infomatim concerning persons who are reasonably be-

P

lieved to be potential sources or contacts, but only for the pur-
pose of determining the suitabi.lity or credibility of such persons.
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(3) Forcign intelligence infoimation gathered abroad, or
from voluntary foreign sources in the United States, or from
electtpnicsuveinanc_econdmtedbyanagencyoﬂwrﬂmﬂn
Central Intelligence Agancy in compliance with Section ITI(b)

(4) Lawful dissemiration 1o the appropriate 1av enforcemont
ageﬁcies of information inddenta}lly gathered showing involvement

" in activities in violation of United States law. '

 (5) Storage of information required by law to be retained.

SECTION IV. Restrictions on Dissemination.

. Information on the activities of th:fted States persons shall not

be disseminated by or to any foreign intelligence agency wless:

" (a) The information had heenlawfully gathered by the disscminating
agency in furtherance of its authorized mission; .

(b) The dissemination is wads in furtherance of the suthorized -

" mission of the rcceiving agency, and with reasonable belief that the in-
' for:'mtion is 1elevant to such mission; and
| (c) The dissemination is not otherwise prohibited by lzw, or by
procadurcs governing the gathering of the information pursuvant to sub-

sections III(a)=(c) above.

éacnw V. Rostrictions cn Tosting and Exparimontation.

Foreign intelligence agencies shall not cngage in:

(a) Testing of electronic survexllance eqmpment within the “C:
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States, cxcopt in accordance with 1aw and under procedures approved by
the Attorney General. _ _ . o

(b) Experimentation with Grugs on human subjects, except with the
informed corisent, in writing and witnessed by a dlsintertsted ﬂurd party,
of ecach such hunan subject and in accordance with the gmde}mcs issued
by the National Commission for the Protection of Humn Subjects for Bio-
medical and Behavioral Research. ) ' |

SECTION VI. MAssistanoe to Law Enforcoment Authorities.

No foreign intelligence agency shall, except as expressly avthorized
by law: ,

(a) Providz services, equipment, persomel or facilities to the

Law Enforcement Assistance Administration or to State or local police
organizations of the thited States., ]

(b) Participate in or fund any law cnforcement activity within the’
nited States. . .o

These prohibitions shall not, howevar, precluds (i) cooperation

.bet\\{een a foreign intelligence agency and appropriate law enforoement -

agﬁciesforghepwposeofpmtectingthepemia'ndfacnitiwof
the foreign intelligence agency or pu:e\;enung espionage or other criminal
activity related to foreign intelligence, or (ii) provision of specialized
equipment or technical knowledge for use by any other federal department

or agency.

2
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SECTION.VII. Assignment of Personr:el

Foreign intelligence agancy personnel may not be Gatailed clse-
where within the Federal Goverrment except as authorized by law.
Employess so detailed shall be rxesponsible to the host agency and shall

not report to their parent agency on the affairs of the host agency,

excépi:asnaybedirectedbyﬂmelatter. The than head of the host
agency, and any Successor, shalll be informed of the dectailee's associa-

tion with the parent agency.

SECTION VIII. Law Enforcement Responsibilities.

Nothing in this Order shall limit the las enforcement functions,
civil or criminal, of any. department, agency, or componant thereof,
having such responsibilities. |

SECTION IX. Implcewentation.

Each foreign intclligence agency shall, within 90 days, issue _
intemal directives to inplement this Order with respect to its foreign

" intelligence operations.
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FROM, OR IS INTENDED BY THE SENDER -
TO BE RECEIVED IN, THE UNITED STATES,

OR DIRECTED AGAINST UNITED STATES

PERSONS ABROAD, EXCEPT LAWFUL ELEC-

TRONIC SURVEILLANCE UNDER PROCEDURES

APPROVED BY THE ATTORNEY GENERAL; PRO-

VIDED, THAT THE CENTRAL INTELLIGENCE

AGENCY SHALL NOT PERFORM ELECTRONIC
SURVEILLANCE WITHIN THE UNITED STATES,

EXCEPT FOR THE PURPOSE OF TESTING .

EQUIPMENT UNDER PROCEDURES APPROVED BY

THE ATTORNEY GENERAL CONSISTENT WITH

LAN. " |

THE ‘E.0. ALSO PROKIBITS PHYSICAL SURVEILLANCE WHICH IS
DEFINED AS ™...CONTINUING VISUAL OBSERVATION BY ANY

THE NRP HAS RECEIVED INTERIM AUTHORITY FROM THE
DEPARTMENT OF DEFENSE TO PERFORM ESSENTIAL DOMESTIC SATEL-
LITE PHOTO AND ELECTRONIC DATA COLLECTION FOR RESEARCH
AND DEVELOPMENT AND ENGINEERING TEST PURPOSES. THE
DIRECTOR OF THE NRO HAS BEEN ASSIGNED THE AUTHORITY AND

.
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RESPONSIBILITY FOR ESTABLISHING AND IMPLEMENTING PRO- 1
CEDURES TO INSURE THAT OPERATING ELEMENTS OF THE NRP

ADHERE TO THE SPIRIT AND INTENT OF E.O. 11905. ACCORDINGLY,
THE FCLLOWING POLICY AND PROCEDURES ARZ SET FORTH FOR
OPERATING ELEMENTS OF THE NRP. THESE PROCEDURES MAY BE
SUBJECT TO CHANGE BASED ON FORTHCOMING GUIDANCE FROM THE
JUSTICE DEPARTMENT.

A. THE SPIRIT AND INTENT OF THE PROVISIONS OF
E.O. 11905 PERTAINING TO ELECTRONICS AND PHOTO ACTIVITIES
WILL BE STRICTLY ADHERED TO BY ALL ELEMENTS AND MEMBERS
OF THE NRP. | -

B. NRP INITIATED DOMESTIC ACTIVITIES WITH
RECONNAISSANCE SATELLITES UNDER THE PROVISIONS OF THE
AUTHORITY DELEGATED TO THE DNRO ARE LIMITED TO RESEARCH
AND DEVELOPMENT AND ENGINEERING TEST REQUIREMENTS CON-
SISTING OF STGNALS AND PHOTO INTELLIGENCE SYSTEMS TESTS AND
GROUND TRUTH TESTS, SYSTEM OPERATIONAL CALIBRATION, AND
OTHER ESSENTIAL EFFORTS RELATED TO THE DEVELOPMENT OF
SATELLITE SYSTEMS. THE AUTHORITY TO CONDUCT DOMESTIC
CPERATIONAL REQUIREMENTS, SUCH AS MAPPING, CHARTING AND

GEODESY, IS RESERVED TO THE DCI. 1063
<
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C. EACH NRP‘INI:IATED DOMESTIC REQUIREMENT 1
WILL BE PERSONALLY APPROVED BY THE RESPECTIVE NRO PROGRAM
DIRECTOR (I.E., GEN KULPA, MR. DUCKETT AND CAPT DARCY).

D. DOMESTIC COLLECTION WILL BE MINIMIZED BY
LIMITES RESEARCH AND DEVELOPMENT AND SYSTEM ENGINEERING
TEST ACTIVITIES TO THOSE REQUIREMENTS WHICH CLEARLY
CANNOT BE MET REALISTICALLY BY OTHER MEANS.

E. DOMESTIC PHOTO AND ELECTRONICS DATA INADVER-
TENTLY OBTAINED ON U.S. PERSONS OR ORGANIZATIONS WILL NOT
BE USED FOR ANY PURPOSES AND WILL BE DESTROYED AT THE
EARLIEST PRACTICAL TIME (WHEN THE TARGET DATA IS NO LONGER
OF TECHNICAL OR SCIENTIFIC USE).

F. A WRITTEN RECORD CONTAINING THE DESCRIPTTON
OF EACH DOMESTIC RESEARCH AND DEVELOPMENT AND TEST REQUIRE-
MENT WILL BE MAINTAINED.

G. MNRP CONTRACTORS WILL BE APPRISED OF THE PRO-
VISIONS OF THIS DIRECTIVE AND COMPLIANCE REQUIREMENTS OF
ALL ORGANIZATIONS SUPPORTING THE NRP.

_ H. SHOULD ANY UNFORESEEN REQUIREMENTS ARISE

WHICH WOULD DEVIATE FROM THE ABOVE PROVISIONS, THEY WILL

NOT BE INITIATED WITHOUT THE PRIOR APPROVAL OF THE DNRO.
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REQUEST EACH ADDRESSEE PROVIDE BY 1 JULY 1976, A "
DETAILED PLAN WHICH IDENTIFIES PROCEDURES FOR:-

A. APPROVING NRP INITTATED REQUTREMENTS BY THE
RESPECTIVE NRO PROGRAM DIRECTOR.
| B. MAINTAINING RECORDS ON AUTHORIZED DOMESTIC L
ACTIVITIES CONDUCTED WITH NRP SATELLITE RECONNAISSANCE
ASSE1S. |
C. DESTROYING DOMESTIC MATERIAL INADVERTENTLY
OBTAINED ON U.S. PERSONS OR ORGANIZATIONS. i

D. REVIEWING NRP CONTRACTOR ADHERENCE TO THE '
APPLICALLE PROCEDURES OF THIS DIRECTIVE. -~
THIS PLAN SHOULD BE ADDRESSED TO THE NRC STAFF, ATTENTION

coLoM E-2 IMPDET. '1
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