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OFFICE OF THE SECRETARY
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MEMORANDUM

April 23, 1973
NOTE FOR MR. KATZ (ACDA)

You expressed some interest in the
current exercise of considering the decompart-
menting of satellite photography. Attached
for your information is Dr. Mclucas' response
to USIB, which was signed out on April 12.
Admiral DePoix' response is presently being
coordinated by the SecDef. DIA is advocating
decompartmenting, but says that there will be
“"gignificant internal adjustment."

4
Assistant Deputy Director
for Plans and Policy
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1 Atch
Response to USIB
.- CLASSIFED oY mOM

OF
EXECUTIVE ORDER 11422 EXEMPTION CATE-

GORY 552 DECLASSIFY ON WP DET.
VIA

-KEYHOLE
YSTEMS JO

Copy. [__ot Copiss

* gotee

[ -_.-:-. . "

.
-y

.
DR T LN}



. e * .
~ o bbb an all. b 4w

T TOP-SECREF—  parewr-xevmore

TS| NATIONAL RECONNAISSANCE OFFICE
WASHINGTON, 0.C. ,

OFPCE OF THE DIRECTOR

MEMORANDUM FOR THE EXECUTIVE SECRETARY, USIB

SUBJECT: Modification of TALENT-KEYHOLE Controls :

'zferénce your March 29 memorandum, USIB-D-46.2/22
16-73)o

The issue raised here is a significant one for the natiom.
The fundamental logic behind the recommendation stems from
high confidence that a partial decompartmenting is possible
without adversely affecting the national security and, more
basically, that normal classification rules will adequately
control information flow.

I believe, if this logic proves to be sound, that the
NRO could withstand the added pressures without jeOpardizing
the integrity of the conduct of the NRP.

Since such a decision would be irreversible once it is
made, I believe that further examination of risks and potential
problems is warranted. I have attached a paper which identifies
some risks and probleas which have & strong likelihood of
materializing should the decision to decompartzent be made
and if normal security does not adequately hold the line.

The attached paper also lists questions which were raised from
an examination of Dr. Proctor's paper.

I recommend that a systematic analysis of the implications
be undertaken by a group representing the COMIREX, SIGINT
Committee, NRO, NASA and the NSC prior to approachj.ng the
President for his decision.

John L. McLucas

1 Attachment
Discussion Paper  ggpe : : .
DEMPT
Gineaal e so-e'.:m:%‘:

Jointly



.
o seww

1.

DAL v.4

ALENT-KEYHOL'

o 8787548 J3IN"’

DISCUSSION PAPER

Risks if non-compartmented security is inadequate.

A.

A rapid declassification of satellite photography

aud public acknowledgezent of “the fact of." This
possibility could be influenced by several factors:

1. Decreased control over the quality of people
having access resulting from less stringent
and less thorough security clearance criteria.

2. Decreased control on access to the product at
the SECRET level resulting in less psychologieal
responsibility of those having access.

3. Inc:eased pressures from domestic Agencies in
the Executive Branch to declassify for various
Agency-oriented purposes.

&. Increased numbers of Legislators pressing for
more complete information on programs.

5. Increased pressures from the media at a variety
of levels for information which would lead to
inadvertent disclosures.

A rapid erosion of SIGINT program security. This
possibility cculd be influenced by several factors:

1. 1Increased pressures for relaxation of SIGINT
data controls since the rationale for decompart-
menting photography also applies to SIGINT, i.e.,
wide-spread accesses and ineffectiveness of the
present TALENT-KEYHOLE System, problems in
credibility, difficulty in sanitization, etc.
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2. Present degree of fusion of SIGINT and PHOTINT
., for intelligence use.

3; Increased personal freedam to discuss satellite
telated aspects.

4. Increased difficulty in rationalizing to
Legislators and others the difference between
"gsensitive” and '"non-sensitive" sa:ellite
reconnaissance activities.

C. A rapid erosion o ecurity. This possibility
could be influence erdl factors:

1. Increased numbers of individuals able to discuss.

reconnaissance satellites resulting in discussion

of "facts about," which can be more sensitive
than "the fact of."

2. Increased pressures from domestic Agencies in
- the Executive Branch to declassify for various
Agency-oriented purposes.

3. Increased pressures from the iegislative Branch
for complete inforwation in order to justify
the programs.
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4. Increased pressures from the media at a variety
of levels for information which would lead to
inadvertent disclosures.

5. Decreased control of "black to white" interface,

* by which covert work is accomplished, resulting

in erosion of protection for the covert procure-
ment activity.

II. Problems if non-compartﬁented security is inadequate.
A. International political sensitivity toward an acknowl-

edged U.S, space reconnaissance program. Several
factors which bear are:
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The compartmehtétion of "the fact of" actually

_ serves to prevent official acknowledgements at

any level of classificdtion which could serve as
a basis for protests of U.S. spy activity over
the territory of others.

Many countries are urging that national sovereignt
be instituted in spacE.

There is no defense of overt information gathering
from space other than the fact that it is legal
and peaceful and there is no national policy at
this time which goverus !an acknowledged high
quality information gathering space program.

The U.S. cannot afford to alter its space recon-
naissance philosophy and thus may be forced into
a compromising position at the U.N,

.Notwithstanding the tacit agreement and SALT

national means understandings, the Soviets, if
publicly confronted with the fact of a U.S.
reconnaissance program, could revert to historic
behavior patterns by publicly condemning space °
reconnaissance, even at the expense of Soviet
operations.

Management. Several factors which bear are:

"Normalization" of the product may imply a

‘normalization of NRP activities, potentially

causing increased costs of development and
procurement.

If the Soviets acquire substantive information
about U.S. capability, which affirms a relative
U.S. adveantage, an expensive competition may
ensue, thus potentially increasing NRP costs.
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3. Should it become knoum that a central office
is devoted to the development and procurement
of satellite reconnaissance systems extensive
marketing efforts on the part of outside con-
tractors may develop, thus eroding the solidar-
ity of present covert contractor relationships.

4. Security implementation may be extremely
difficult because of lower security investi-
gative and adjudicating criteria utilized in
processing a person for access to SECRET infor-
mation and also since immigrant aliens can be
processed for SECRET and individuals having
foreign relatives can have access to TOP SECRET
‘dnformation, thus increasing the potential for
disclosures. '

Questions raised by Dr. Proctor's paper.

A.

C.

D.

Who precisely would benefit from decompartmenting
the data?

If there are not indeed high numbers of beneficiaries,
would an altermative to decompartmentation be of use

in lowering risk potential?

What would be the resource impact of increased knowl-
edge of capabilities of photoreconnaissance on the
identification of collection requirexents?

What would be the resource impact on the physical
requirements for product handling and dissemination
at a decompartmented level of classification?

Whet degree of acceptability is expected from
presently "cleared" members of Congress?

What would be the resource impact on ERS programs of
NASA and other agency programs?
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In the SALT vein, what impact is expected as to
the President's options for raising challenges
on SAL compliance, if the data are also available
to Congress on demand?

Also in the SALT context, what is the legal implica-
tion of an inadvertent public disclosure- vis-a-vis

‘ Soviet national reaction?~
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