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T — Dﬂ"""“dmhraa Turner L
pmnab el I
o e """""‘"‘;""I)"*“rl no our June discugsion concerning the Inferim Tactical _' L A
ELINT Brocessor (ITEP) and the Exercise Capability (EXCAP) /¢
Vans, you related one of the major concerns of the JCS was that e
in order to use pationzl systems for divect military support, N

information would have to be provided to our NATO alljes,” For
this information to be creditable and usable, our allies would

have to understand what it is, how to use it, its degree of accuracy
znd.reliability and be able fo practice its use. Tou asked me
v:hether it would be possible to Tun an exercise which passed

rezl znd/or simulated information to NATO.

Working with the Tactical Exploitation of National Capabilities
offices (TENCAP), wé have deterrniined that i appears féasible
to release simulated and actual intelligence information derived
from setellite collection. Several actions have alreddy occurred
or are currently underway toward schieviog this, These zctions
and 2 potential Tisk assessment are discussed in the attzched paper.

The Post Oak II exercise schedule for March of 1880 will involve
NATO and is designed t0 assess the ufility of reconnaissance assets
to commanders in implementing combat decisions. It is an {deal
candidate for fhe, mxﬁlar.l NATO involvement in the use of satellite
derived data. A‘xso, the ITEP Van has recently been delivered to
the Army and is presently located with the ¥ Ceorp neer Frankfurt
Teady 16 provide exercise support. The EXCAP Van which handles
simulated data developed by SAFSP in the United Blaies {s mvillable
for deployment to Europe. Depending upon the exercise scenario
both could support Post Ok I,
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The iollowing types of information could be provided {0 NATO:

a, as previously approved.

b. -Szzi-;ti'zed_s-inﬁu'lat:éd'l:| gatellite COMINT reportsas scripted by NSA.

(b)(1)

¢. Sanitized simulated| | end| |satellite ELINT réports ag (b)(3)
recommended by NSA to the SIGINT Commitiee with gelion currently pending.,

In order to proceed with this approach we would require SIGINT
Commitiee concurrence with the NSA recommendations as.well a5
authorization from you and the JCS.

After assessment of the results of Post Ozk II'the desirabllity of
Telease of actual data consistent with the security controls esiablished
for j.t'hd \and ELINT reports-used in Post Oak Il can be (b)(1)
evaluated, At this time .l would not recommend the release of nctual (b)(3)
COMINT reports due to the lack of source protection.

By establishing precedents end procedures-at-a minimal socur-it_}'
risk, I am eonvinced that long term advantage can acerue to U,
inter ests through the involvement of data from national “\"bi{)‘nﬁ"i in
these exercises: I recommend your approval within the coustraints-
established in the attachment. - 1 stand by to implement the required
plans and actions. '

Sincerely,

! E. KULPA, JR,

I\z{or General, USAY
Director

1 Atch

Cyto: Dr. H. Mark
Lt Gen J. Pustey
Lt Gen E. Tighe
VAdm B, Inman
Mr. J. Kochler
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11 September 1879

RELEASE OF SANITIZED AND/OR SIMULATED
SATELLITE INTELLIGENCE DATA TO KATO
 FOR TACTICAL EXPLOITATION OF
NATIONAL CAPABILITIES (TENCAP) PROGRAM

I. PURPOSE AND BACKGROUND

The purpose of this paper is to desecribe and &ssess
factors relating to the release of sanitized and/or simulated

.IsauellltE“GEIlVEQ intélligence t6 the POST OAK II element of
CRESTED EAGLE 80,

A. CRESTED EAGLE 80 1ig an upconming major NATC Command
Post BExercise scheduled for March 1980. & sub-element of
this exercise, titled, POST OAK 1I, is designeéd to assess the
utilisy of simulated US nationai and-théater-rédonnaissance‘
assets by commanders in implementing combat decisions. Pre-
vious exercises of this type have been conducted in Europe
and Korea with TENCAP providing live or simulzted data from
satellite sourceg but only to eleared US participants. POST
Q&K II has beén proposed as the initial involvement of NATO
forces in the use of simulated satellite-derived data.

B. To date, & major barrier to NATO use cof satellite
systems dzata has beén sechr¢ty policy. A reassessment of the
_risk involved in sanitizing and releasing satellite data
- appears warranted. Even thongh scme corpar*ﬂcnhat*OH is
necessary to prohect critical sources, accuracies, and limi-
taticons, securi ty can accommodate the release of selected
data.

II. SITUATION

Based upon a USEUCOM reguest to release simulated
satellite data to NATO during the POST OAK II exercise,
current US security peolicy is being reviewed by the SIGINT
committee. POST OAR II affords an excellent opporktunity to
access the contributions of national intelligence collection
systems, in conjunct’on with theater intellidence collection
assets, However, to adeguately evaluate this conhrlbutxon,
dlstrlbutﬂon of sanitized and simulated satellite datz to
NATC must be authorized., The current proposal on releas-
ahbility to NATO is that all reports will cover only an area

b@ﬁif\”dlfg. \jk

gy

P )
i

oy e Noaa¥ el u
AP I B X vy i\L..j]:

-

Approved for Release: 2021/06/24 C05126887

LT R e e

ot —— e

[



_ . Wia=dRLE /=Y

" .. Approved for Release: 2021/06/24 C05126887 k

Wlthln range of conventlonam cellectors [::::::], in con=-
juriction with this act v; Ly s

&. Release of e (b)(1)
NATO has been authorized under conditions described IR the (b)(3)
attachment. Further discussion is not necessary.

B, NSA has authorized pre-scripted S‘ﬁUldted[::::
COMINT data to NATO with no reference to source. (Agree~
ment betwsen NSA and Department of the Army.). | )
COMINT simulated sanitized reporiting will be merged wi ith (b)(3)
simulated conventional source collection reports without
revezling +he satellite source. Release of this datas pffers
no security problems affecting Satellite socurces, '

€. NSA has proposed, pending approval of the SIGINT
committee, releasing simulated sanlt*zea and| | ELINT
to NATO.

1. The following guote from DIRNSA message DTG
0720002 2ug 79 contains the substance of theéir proposal.

Quote. Subject: POST OAK 1T Planning
(T5~-TK-NOFORN) RNational level decisiers have not -
yet been made on initiatives for further decompart-
mentation of satellite ELINT. We are proposing
that.the focllowing data elements in tactical re-
ports based on satellite collection may be made
aveilable to NATC command organizations DarLlClpﬁt“
ing in jeoint exercises:

&. Intercept day, month, year

b. Non~compartmented ELINT rotation and nickname
c. PIN/SET numbers

d. Canned remarks {except refererces to specific
military units)

e. Emitter location
£, Confidence ellipse and orientation

g. . Intercept time

TOF—SEeRe CH AN’N%LS ONLY
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RGP  We antliceipate arproval well in
advance of POST OAK. II and agree that planning
for dissamination of simulated taciical reports
to the NATO partici :atinc commands may proceed.
We propose that your planning encompass only
these datz elements.

(DE—pH—peReR Insofar @s Ref B pertalns, we
understand from earlier plu“n_enc_; messages that
there is no intention to identify senul red col-
lection sources to the Lereegn naticonals ‘nvolved
in the POST CAK II exercise. ?Plezse insu.z that
the arhitrary digraphs identified in Ref b are
riot included in the reports which are distr ' buteéd
to NATO command participants. Unguote, '

2. The only changes from US-only reporting would be tle
omission of emitter parametric data and reference to source,
US participants are currently receiving parametric data
(radio freguency, pulse repetition freguency, pulse width

and scan), for follow-on correlation analysis, Based on
lessons learned from prior TENCAP support, manuval correlalion
aralvsis has proven impractical within the time constraints
of a tactical situation, and therefore of little use to NAIO
in a tactical environment.

III. RISK ANALYSIS®

This aﬁaiysTS is limited to the potential impact of a
. Gonipromise of the and sanltieeq/simulated.data
to be re_easad,_l COMINT have been explained
in parzgraphs II 2 and B above.

: (b)(1)
A. If data released to NATO is compromised, [ | (B)(3)
and [::::]ELINT could be traced to satellite platform
based on time of intercepts and wide area of coverage by
cemparing the data tec orbital parameters. Basic radio fre-
quency range capabllities could be exploitable based on the
specific emitters collected by each system. This will not,
however, reveal the critical capability (specific radic
freguency, pulse reépetition freguency; pulse width, cr scan)
of either satellite system.

HANDLE VIA
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| | (0)(1);
0)3)

D. It should be kept in mind that the data to be re-
lezised woildéd not be better than cenventiconal aircraft
intercepted dats. & compromise would only result in this
.aecraced level of capabll;ty being attributed to satellites.

tore refined and sophisticated satelllta capabi lities would
'Contlnue to be protected. Attributing this data to the
correct satellites azssumes the Soviets know the mizsions of
vther U.S. satelllues in view of emitters being collected.

IV. TFOLLOW-OH ACTIONS

The desirability of the release of zctual cata consxstent
with the security contrels establlsheo for the simulated
\ |[ELINT reports used in POST OAK II should be evaluated (bxﬂ
after an assessment of the results of POST QAKX I1. 0)(3)

1 Atch
DIA.Msg, 1721412 Jul 79,
Special Project POST OAX II
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FROM: S50 DIA
TO:  $30 USEUCOM//ECI2-P//ECI3-0D-P//
INFO: S50 ACSI DA//DAMI-ISP//
S50 JCS//IRC//I3/ 79007/
AFSSO USAF//SAFSS//
S5O HOOD//TCATA/JATCAT-CS-S5P//
| S50 ‘DARCOM
—a-a-s-;:—s-n-:—;- HANDLE VA bbbttt CHANNELS CHLY
1&1‘th!ﬁ3ﬁ3tt‘?ﬁ'?ﬂk!?ﬁm MRS
iSO DARCOM FOR ADPO PASS TO SPC

JUBJECT:  SPECIAL PROJECT POST DAK. I (U)
iEF: §50 USEUCOM MSG DTG-04?3212'MA¥ 79, SUBJ:  SANITIZATION AND
éATG RELEASE OF POST 0AK 11 *NTELLIGE&CE (MTHRRARIL |

£ AUTHORITY HAS BEEN GRANTED FOR USCINCEUR, CINCUSAREUR

ND CINCUSAFE TO RELEASE SIMULATED, KH-8, AND KH-9 EE%;%

RTELLITE IMAGERY DERIVED INTELLIGENCE TNFORMATION TO NATO COMMANDS
SRTICIPATING IN THE POST OAK I1 CCMMAND POST EXERCISE DURING THE
?ERsoD 5-11 MARCH 1980. IN AﬁCDRDANCE:MITH PARAGRAPH 8.C. OF

HE REFERENCE, THIS NATO RELEASE AUTHORITY INCLUDES SIMULATED,

}ﬁsbr :
ic, .DC-1, DC-1{(CCF), DC-3, DC-3Y, DC-5, DC-BA, DC-5C, DC-7, DC-7C
}V—CS PSS 4, DP, DN _ U

(b)(3)

-3y, EXT. 75280, 16 JUL 79

HAROLE ViA-FReEHT-HEMOTE
CORTROL CRARYELS

N A AR A A

&
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SPOT AND SURMARY PErORTS Bho , (b)(1)
! ; (b)(3)
_J% 8/9 AVAILHBLE OFF-THE-SHELF REPGRTS. SIMULATED CDLLECiIUh :

;Jvars THE CENTRAL EUROPEARN/WARSAH PACT AREA AND THE USSR WEST OF
iSzDEGREES EAST. THERE CAN BE NO ATTRIBUTION TO SATELLITE SOURCE.
CENTTIZATION MUST OCCUR AT US (TK CERTIFIED) FACILITIES BY US
f:xc&%%m)paemwae THE CLASSIFICATION OF RELEASED INFORMATION
{LIST BE NO LOWER THAN SECRET RELEASABLE 70 NATO.

. (U) AN APPROVED SET OF GENERAL GUIDELINES FOR POST OAK 11
SENITIZATION FOLLOWS. HQ USEUCOM MUST FURTHER ESTABLISH SPECIFIC
URITTEN GUIDELINES AND PROCEDURES FOR ELMENTS IMPLEMENTING THIS
YUTHORITY. COPIES OF THESE GUIDELINES MUST BE SUBMITTED TO DIA,
JTTH: DC-3Y. ”

. (U) GUIDELINES FQR POST OAK IT SANITIZATION:

| k. erHoRGRM SANITIZATION AS USED IN THESE GUIDELINES WEANS
FRAT THERE QILL_BE KO WRITTEN OR ORAL ATTRIBUTIGN TO THE IMAGERY
TELLITE SOURCE OF INFORMATION PROVIDED TO NON-US NATO PERSONNEL,

B, (SA%k SANITIZATION OF SIMULATED KH-B, KH-3 )

FNFORMATION MUST BE ACCOMPLISHED BY US TK CLEARED PERSORREL IN US

@K APPROVED FACILITIES,

PEARET Ay 3 3 B
LHHUL‘L Fil_}-_;i;.l,]{}r n"‘!“Li\:
AT VIEYH .
~LONTROL FHghyr &
4
=
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§ C. €GPy SYSTEN MARKINGS (TALENT-KEYHOLEY, PRODUCT CODEWORDS
3§UFF) AKD ALL" STMULATED HISSION OR OTHER OPERTIONAL NOTATIONS,
FFERENCES AND PI T TERMINOLOGY (I.E., OBSERVED, SEE, ETC.) MUST BE

3
[

;:-ZLETED FROM WRITTEN RE POPiS AND ORAL PRESENTATIONS,

- (b)(1)
(b)(3)

I

{U} DATE OF ACQUISITION (INTELLIGENCE) MAY BE REPORTED BY 2
QUARTER DAY, MONTH AND YEAR, ;

F. {U) MATERIALS ARD INFORMATION SANITIZED AND RELEASED UNDER
4I5S AUTHORITY WILL BE CLASSIFIED NO LOWER THAN SECRET AND WILL BE
§VEATES RELEASABLE TO NATO OR ITS EQUIVALENT,

f G. @B+ SANITIZED TK MATERIALS MAY BE REPORTED SEPARATELY OR
iSED'NI?H OTHER RELEASABLE DATA.

¥y NON-US DISSEMINATION WILL BE LIMITED TO THOSE

1. (u)tHQ_usgucom WILL FURTHER ESTABLISH SPECIFIC WRITTEN
EiUELIHES FOR ELEMENTS IMPLEMENTING TAIS SANITIZATION AUTHORITY.
iﬁopy OF THESE GUIDELINES WILL BE PROYIDED TO DIA, ATTN:  DC-3Y,

o R

FAHD Eﬁli';; 5
. ”" di E;!EJ‘IH

-
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'f'l'ﬂ“ﬁ')' I8N DEVELOPING THE GUIDELTHES QEFER‘“P’:ED :’-".BDVE CnRE

EHOULD BE TAKEN TO ENSURE THE ?ROTECTI-C’N OF T?*E

(b)(1)
(b)(3)

SUIDELINES. LISTED ADDVE SHOULD BE EXPANDED TO FIT THE EURDPEAN
NVIRONMENT AND PROVIDED TO DIA AS SOON AS PDSSIBLE FOR INCLUSION
I Tre ~TEST DESIGN PLAN APPENDIX GOVERNING RELEASE AND SANITIZATION
UTHORITIES, INFORMATION REGARDING SIGINT RELEASE AUTHORITIES

PILL BE PROVIDED AS SOON AS AVAILABLE.

VR 76 JUL 1989

E{.;LH E.E WA e
LONTROL B%{}J;

o
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