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(U) ISSUE 

~ assess the risks in declassifying the "fact of" National Reconnaissance Office 
(NRO) Radar Satellite Reconnaissance. 

~ote to reader: The Centet for the Study of 'National Reconnaissance (CSNR) 
prepa,red this Policy Decision Risk Assessment (PDRA) to assess risks associated with 
declassifying the limited fact that the NRq la space-based radar 
capability (i.e., the "fact of' NRO radar satellite recoililaissance). Its findings do not 
represent policy recommendations; rather they reflect out tesearch and represent our 
independent assessment of the issue. 

(U) We prepared an informed and independent assessment by soliciting, integrat­
ing, and evaluating input from the following concerned NRO components: 

Imagery S,sterris Acquisition & Operations Directarate 
Communications S,stems Acquisition & Operations 
Direc.tarate 
SIGINT s,stems Acquisition & Operations Directarate 
Adllance4 s,stems & T e<::~nology Directorate 

Deputy Director far Mis.sion Support 
Office of Strategic Communications (BPO) 
Office of Security and Counterintelligence 
M4nagement SeTllices and Operations (ASG/IMSC) 

(U) We initially drafted this PDRA during the first quarter FY 2006, and then 
conducted a series of reviews with concerned NRO components during the balance ofFY 
2006 .. This was a period of organizational and leadership changes in the NRO, and we 
have reflected the changing views. 

(U) Our goal is to present a balanced assessment. The CSNR drafting te~ 
included the following: 

Project Manager & Reviewing Editor: Dr. Susan S~hu,ltz (C1-I .... RSN::':'Y..'-"CS ..... N.,..R'L) ____ _ 
Principal Researcher:1 I Contributor: IL-_______ _ 

When our conclusions were at variance with other concerned NRO components, or when 
we identified a divergence in the views among those involved in the dialogue, we 
presented our best independent assessment and highlighted the alternate view. The "we" 
in this PDRA tefers to the CSNRcorporate analytical judgment; the "alternate view" 
refers to the views of others involved in the dialogue. 

Robert A. McDonald, Ph.D. 
Director, Center for the Study of National Reconnaissance 
Business Plans and Operations 
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~ Policy Decision Risk Assessment-Declassifying the "Fact of" 
National Reconnaissance Office (NRO) Radar Satellite Reconnaissance 

1.0 (U) Overall Assessment 

~We judge there to be a low probability for risks to occur if the Intelligence 
Community officially declassifies the "fact of' NRO radar satellite reconnaissance.! The 
·countervailing argument, however, focuses on the belief that there exists an inevitable 
slippery slope from "f~ct of' to "facts about." Proponents of this view argue it is highly 
likely that declassification would lead to further disclosures of sources and methods; 
moreover, increased public scrutiny would result not only in adversaries stepping up 
countermeasures but might-in the worst-case scenari~lead to irreparable harm to 
NRO systems operations and capabilities. 

~ We believe, however, that simply declassifying the "fact of' need not per se 
~esult in an ine~i~ble sli?pery slope toward further disclosures. In our as~e~~me?t(b)(1) 
IS a low probabIlIty for flsks to occur because the "fact of' NRO radar actiVItIes IS (b) (3) 
alread an 0 en secr t 

ec aSSI mg only the "fact of' 
~~--~~~.---~ would not reveal any new information about sources and methods, and, if implemented 

with the appropriate mitigating steps, the Intelligence Community (IC) could hold the 
line in averting any further disclosures. 

2.0 (U) Systems Relevant to Discu$sion (b)( 1 ) 
(b)(3) 

(b)(3) 

1 
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3.0 (U) Risk Areas 

~We evalu~ted four risk areas: (a) Sources and Methods, (b) Foreign Relations, 
(c) Commercial Implications, and (d) Legal Consider~tions. We found no factors that 
would present unacceptable risk to declassifying the "fact of' NRO radar activities. 

a. ~Sources and Methods. Our assessment is that decla,ssification of only the 
"fact of' NRO radar satellite reconnaissance will not reveal any additional inform~tion 
about sources and methods. We believe U.S. Government officials, with proper instruc­
tion, can develop ,sufficient discipline to hold the line and prevent further disclosures of 
sensitive "facts aboilt." , 

~e alternate view is that declassifying the "fact of' will remove a psycho­
logical barrier to plloblic discl,Jssion ofNRO satellite radar activities, bring increased 
attention to this activity. and make itmore difficult to hold a flffillihe on Dublic discu-
ssion of "fact~ about.'1 l 

2 
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~e believe, however, that the declassification rist<: to these operations 
would be low because the NRO's association with radar reconnaissance has been an open 
secret for a Ion!! time. :ere h:~:en. :0. en Dress soeEulati?n since the ear~y 1980s.-

" ~ • jIn spite of the extensive public 
~sp=-eC-CcCCCuT:la=J--clo--C:n---:a::TbC-:Co-u-'--t :<Tth=-=e"'=' ~ac=t---:o:cr"'-"'LTI"'''''--C:r-=-aTar:-C----:a--:-c''tl-=-=v''-':lt~ie-:Cs~over this time, we could find no 

(b)( 1 ) 
(b)(3) 

! 

evidence of significant adverse consequences impacting NRO frequency management. 
We would expect that if declassification of the "fact of' were low key and included 
mitigating implementing steps, the stat'llS quo in this area would continue. 

(2~ &, _ lOur judgment is, again, that given 
the long time "open secret" ofNRO radar satellites, declassification of only the "fact of' 
Ulould have minimal risk oj 

this NRO capability if no new information were declassified-i.e., if only the "fact of' is 
declassified in a low-key manner. 

\ 

(b)(3) 
(b)(5) 

~ The alternate view holds that key adversaries underestimate (b)( 1 ) 
NRO radar imaging capabilities. Declassification of the "fact of' would result in open (b)(3) 
discussion of these ca abilities; 0 en discussion of these ca abilities would likel lead to (b) (5) 

eater focus on 
and Air Force Space 

~~~=---~~~--~-----.--~~--------~~ 

Radar. Even though there is general public awareness of the u.S. use of radar satellites, 
how the IC emploY1 I and its success is not widely appreciated. 

~ While we do not dispute the argument that many countries 
have been increasing CCD and other D&D techniques, we believe this trend is inevitable 
with the growing transparency of commercial remote sensing and the ongoing public 
speculation about NRO radar activities. Declassifying the "fact of' will not reveal any 
additional inform~tion about NRO systems, and thus would have little or no impact on 
adversaries' continued efforts to evade detection. For these reasons, we believe it is 
imper~tive that any radar declassification decision hold the line at declassifying only the 
"fact of' and continue to protect details about these syStems. 

" (U) See DDSE comments and D&D background information in Appendix C. 
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(3) (S/ffHtINF) ~ecurity and Counterintelligence. Out assessment is 
that declassification of the "fact of' radar is a logical, limited step needed to cleat up 
years of confusion, uncertainty, and inadvertent disclosures associated with the current 
policy of classifying the "fact of' NRO radar activities at the secret level. Declll,ssifica­
tion of the "fact of' NRO radar activities would reduce classification management prob­
lems and public relations confusion. Security protection could be enhanced by making a 
clear distinction between what would become the unclassified, limited "fact of' NRO 
radar activities and what would remain the classified broad range of "facts about" NRO's 
capabilities with radar systems. 

~ The alternate view is that revealing the "fact of' would inevitably 
lead to disclosure of "facts about." Holders of this view ~e concerned that declassifica­
tion has the potential for unrecoverable damage, leaving the security community With the 
complexity of enforcing restriction to the "fact of." The alternate view holds that while 
the probability of the slippery slope occurring may be debatable, the impact has high 
potential for unrecoverable damage. The argument is that limited declassification of the 
"fact of' largely will be misunderstood when security managers disseminate the policy 
down the organizational chain to those who will be responsible for using the data in their 
daily business.s . 

(~ We believe, however, that strict guidance would reduce the 
likelihood of inadvertent disclosures at any organizational level and make security man­
ageme~t B? easier task. . The ~dvantages in declassification managem~nt wou~d outweigh b 1 
potentlal rIsks. DeclassIficatlOn of the "fact of' would reduce confusIon and Improve the ~ b ~ ~ 3 ~ 
handling of discussions between the Air Force Space Radar Program Office and the NRO 

I ~us supporting the Director of National Intelligence (DN!) viSion 
for increaSed information access across the Ie and Department of Defense (DoD). 

(~Moreover, we believe theNRO's security credibility already 
has been seriously eroded. While the NRO continues to attempt to protect the "fact of' 
its involvement in radar activities, the commercial sector, foreign governments, and other 
parts of the U.S. Government readily acknowledge the "fact of' their involvement in 
remote sensing radar activities. At the same time, there is widespread public awareness 
of the "fact of' NRO involvement with radar reconnaissance. 

5 (U) For an exposition of this view, see the memo from OS in Appendix D. 
6 (U) "It's Official: NRO Revamps Boeing Satellite Contract," Space News (October 10,2005). 
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(S//"f'i{)'fNf) On the counterintelligence side, our judgment is that declassi­
fying the "fact of' radar woul4 not, in and of itself, result in an erosion of U.S. counter­
intelligence efforts. 

b. tstft'lG'tNF)..Foreign Relations. We believe d.eclassification of the "fact of' 
r~dar would have little impact on our relations with other countries. I 

c~ Commercial Implications. Our asses_sment is that declassification of "fact 
of' would have no negative impact on the commercial im~gery market and would most 
likely enhance U.S. Government activities in this area. U.S. companies have been 
licensed to build cOihiilercial Synthetic Aperture Radar systems, and some foreign com­
panies are developing commercial and national radar systems. Declassification would 
facilitate U.S. discussions with foreign allies about their commercial and national radar 
systems, especially when NRO personnel ~re involved. 

d. (Sl7'lK//N~,...L,..,.....~~~~~~--,-,-,~~"","",~~~"'--"'J~~~~ 
radar satellites is legal. 
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4.0 (U) Assessment Factors 

(D) In addition to sources and methods risks, we considered the following factors 
that have a bearing on this declassification issue: (a) public awareness, (b) management 
deliberations, (c) joint assignment of the Air Fotc.e Space Radar Program Director to also 
be the D DNRO, (d) previous Director of Central Intelligence (DCI) consideration of 
declassification, ana (e) military operations. 

a.~ublic Awareness. M~y factors have contributed to general public 
awareness of radar reconnaissance systems: (1) numerous open-soutce revelations, leaks, 
and espionage pertaining to NRO radar; (2) joint NRO-DoD unclassified progtams using 
radar systems that have been publicly acknowledged; and (3) U.S. and foreign cortuner­
cial entities' pursuit of space-based radar programs. All three have eroaed the ability of 
NRO officials to protect the "fact of~ NRO reconnaissance without looking foolish. 
Their attempts to evade acknowledging the "fact of' make NRO officials appear 
disingenuous and undermine the credibility of the classifIcation system. 

9 (U) This authority is in the Presidentlall)ecision DirectivelNSC 49, National Space Policy, 14 September 

1

1996 
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(2) (U) NROlDoD Joint Unclassified 
lbtda.r Projects. Since the 1990s, the NRO has been an 
openly acJm.owledged participant in joint U.S. Government 
radar ventures. These include: 

• The acknowledged joint effQrt by the NRO, Defense Advanced Research 
and Projects Agency, and the United States Air Force for a space-based 
military radar system, which will detect and track moving targets. The 
NRO referred to the program as Discoverer II. 

• Open acknowledgement that Space-Based Radar (SBR) is the follow-on to 
the Discoverer II program and the fact that the then-named SBR is an Air 
Force program with acknowledged NRO and.imagery intelligence 
participation. 

• An FY03 unclassified proposal by the Office of the Secretary of Defense 
(OSD) that would demonstrate a Ground Moving Target Indicator using 
existing space-based systems within the next four years. the OSD's 
unclassified partner in this Advanced Concept Technology Demonstration 
(ACTD) is the NRO. 

• The July 2006 appointment of the Air Force Program Director for Space 
Rtidar to be Deputy Director of the NRO links the Air Force program to 
the NRO at the unclassified level. 

(3) ~ommercial and Foreign Systems. In recent years there has 
been a surge ih development of commercial and foreign synthetic aperture radar (SAR) 
systems. The U.S. has issued two commercial radar licenses, and at least seven foreign 
countries a.re developing commerc.ial SAR systems: Canada, Italy, Israel, India, Argen­
tina, GermlmY, and Great Britain.12 Germany currently is developing both commercial 
and military radar reconnaissance systems. With the development and use of radar satel-

IZ (U) Canada has an operating commercial SAR syste~ Radarsa,t-1 a,nd wlII soon launch RS-2, which will 
produce 3m resolution ima,gery. A U.S. firm has a license to build a cOIIlmercilll SAR system but is not 
doing so now. Japan, South Korea, Germany, Italy, Israel, Argentina, China, Great Britain, andlndia are 
either building or planning commercial SAR systems. Germany's TerraSAR-X and Italy's COSMO/Sky­
Med radar systems are 1m resolution with scheduled launches in 2006. Japan's ALOSIPALSAR is a 10m 
system laUnched this year. 
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lites becoming so widespread, most observers might find it hard to believe that the NRO 
would not be Involved with radar. 

b. (WI 1 ~~tF)..Management Deiiberations. Classification of the "fact of' results 
in otherwise unclassified correspondence being classified at the Secret level. This makes 
it difficult to have an open dialogue on budget deliberations and other management 
issues. I 

c. ~ The DDNRO Serving as Air Force Program Director for Space R&d_ar. 
When we considered the joint appointment of the Air Force Program Director for Space 
Radar as the Deputy Director of the NRO, it did not alter our assessment on declassifying 
the "fact of' NRO radar activities. Some might argue that this appointment could be 
expected to draw mote external intetest in NRO radar activities. However the "fact of' 
NRO and Air Force joint involvement with the Space Radar program is unclassified. We 
do not see this joint appointment changing what outsiders would observe about the rela­
tionship. If anything. it might focus more attention on the Soace Radar orolZ1'am and 

- -

\3 (U) The DNRO appointed Major General John (Tom) Sheridan, USAF, as Deputy Director National 
n issance .&!C. • 31 Ju\v ?OOt; 
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e. ~i1itary Operations. I 

5.0 (U) Implementation Steps 

"(S/t'fl(i~m~To mitigate the risk against declassifying the "fact of' NRO radar 
satellite reconnaissance, the DNRO should develop an implementation plllll that puts in 
place strict enforcement rules for protecting "facts about" satellite radar reconnaissance; 
it must include these points: .. 

• Advanced Notification. Inform the National Security Council a,nd IC of 
intent to change classification. 

• Security Guidance. Issue security guidance to senior and staff-level IC 
officials to hold a firm line on only acknowledging the "fact of' and to decline 
making any other public disclosures about the program. Provide points of 
contact for clarification and questions. 

II Security Education. Incorporate guidance on the need to protect "facts 
about" NRO radar activities in IC security education programs. 

• Allies. Inform second-party allies in advance, and provide them with updated 
security guidance. 

• Public AtJairs. Avoid pQblic fanfare (i.e., no public affairs announcements), 
and provide the IC public affairs community with Question-and;..Ailswer 
(Q&A) guidance for background use. 

• Pre-publication Policy. As a matter of po }icy, the NRO prepublication 
review process should discourage publication of unclassified material that 
would contain references to NRO radar activities I 

I I 

• Monitor Implementation. Work with IC contacts to monitor implementation 
practices. Identify and resolve areas of uncertainty or ambiguity. 
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