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SECTION I - INTRODUCTION 

In accordance with the National Reconnaissance Office (NRO) 
Governance Plan s NRO rect (ND) de s the scope, 

es, and responsibilities specific to NRO Business 
Function (NBF) 100, Securi and Counterintelligence. The ND is 
coo th appropriate stakeholders, and is approved by 
the NBF owner, with nistrative approval of the Director, 
Office of Policy and S (OP&S). Official record es 
are by OP&S. 

SECTION II - APPLICATION 

All NRO personnel who perform tasks or have es fic 
to NBF 50, Information Technology, Information Assurance, 
Information (IT-IA-IM) and NBF 100, wi 1 y with 

s ND and its corre ng instructions. When the work 
performed under an NRO contract must comply th s rect 
and corre instructions, the program off ce shal ist 

se as reference s in contract statement of work 
and related documentation. 

This Direct s gu and 
des on of NRO ion systems 

s process sensit or classif 
Information processed on these ces may range from 
UNCLASSIFED to TOP SECRET, and may incl 
sensit , personally ifiable, and limi ion 
material. 

Data remanence is the residual ical representation of 
data that remains after s have been made to remove or 
erase the data. may result from data be left 

on on, reformatting of 
does not remove data ously written to 

s that allow ously 
written Data remanence may make 
disclosure of sensitive information possible should the s 

a or ce be released an uncontrolled ronment 
(e.g., thrown in the trash, or released to a third ). 

This ND supersedes and resc the following: 

media is considered to be any component of a sys or media that, 
s of information. 
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NRO Ins on 50 lOa, Clearing, Sanitization, and Destruction 
of Information System s, 5 March 2004 

SECTION III - REFERENCES/AUTHORITIES 

The following documents, or their successors, are referred 
to completely or in within this ND. 

a. Memorandum of Between the Sec of Defense 
and the Director of National Intell the 
National Reconnaissance Office, 21 

b. Inte 1 gence 503, "Ie IT Systems 
ty Risk Management, on and ta on, " 

15 r 2008 

c. National Central ty Se ce Policy 
Manua 9-12, 
December 2007 

ce Decla on Manual, " 

d. National Institute 
Pub ication 800-88," del 

of Standards and Techno ogy cial 
for a za on, " 

11 r 2006 

e. NRO Bus ss Funct on 50, IT-lA-1M, 3 l 2012 

f. NRO Bus ss Function 100, Secur and 
Counterintelligence, 3 il 2012 

g. NRO rect 00-31, a Protection Controls for NRO 
Information Systems, 3 il 2013 

SECTION IV - POLICY 

I is that all persons responsible for the 
secure handling of sensit or c1assif IS s a and 

ces be aware of retent properties, 
ing to erase the information, and the securi s 

that 11 help unauthor zed or rtent 
or classified data. 

Storage shall be sa in the 
manner prescr st classification of the 
information ever processed by the IS unti are s ected to 
an sanitizati Methods to counter data 

lude overwrit ss and ical 

2 The removal of sensitive data to ensure it may not be reconstructed. 
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des on. The method required upon the intended 
subs use of the a or ce as descr in NRO 
Instruction (NI) 100 29 1, NRO Informa on 

tization or NI 100 29 2, NRO Information 
Excess and za on. 

NRO sensitive or classif formation 
shall be sanitized in a manner that will prevent (data) 
reconstruction/reutilization. Persons (e.g., Information System 
Securi Office s (ISSOs)) appropriately t to ve fy data 

ization and sanitization shall conduct 0 oversee the 
sani ization sand nistrat ly veri and account 
for each item. 

There are three methods of san t zat on, the cho ce of 
which upon the subs use of the a or 

ce as descr NI 100-29-1 or NI 100-29-2: 

1. 
cannot be eved a 
deletion of files does not suf 

2. Pu 
cannot be 

3 . 
ori nally 

classif or sensit 
sclosure, a 

information shall be sanitized prior 
(e.g., sposal or recycl , return 
owner, or return of de or i 
replacement) . 

the data 
attack. S e 

so 
attack. 

e: 

e: 

Ie to be reused as 

information from 
ces containing s 

to reuse or sposition 
of leased a to the 

e a repair or 

NOTE: ic a (e.g., Hard Disk Dr (HDD)) may only be 
reused at the same or h r classification level within the 
NRO. Electronic media may be reused with ISSO approval after 
proper saniti ation and verification. ical a shall never 
be reused. 

Sanitization also requires the removal of all labels and 
classification/control mar 
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onal Securi (NSA) Central Securi ce 
(CSS) S 
Institute 
800 88, 
to NRO 

ce Declassifi on Manual (reference d) and 
of Standards and Technology (NIST) Special Publication 
delines for Media Sanitization (reference e), apply 

a. 
sticks 

b. 

c. 

a and containing classified or sensit 
and s gu I s for the sanitiz a, 

ic 
th hard 

sks (e.g., flopp s, hard dr 
sks, and z dr s) . 

s, memory 

c tapes (e.g., reel and cassette format). 

ic cards (e. g . , cards) . 

d. Optical sks (e.g., CDs, DVDs, BI ) . 

e. Memory (e.g., flash 
s (SSD), DRAM, PROM) 

s, thumb s, so state 
dr 

f. Hard copy (e.g., paper and crofilm) 

g. Netwo ces such as routers. 

h. 
personal 

ld devices as cell phones, smart phones, and 

l. 

ines) 
ipment (e.g., copiers, rs, monitors, and fax 

NRO 
s (SOPs) 

local availabili 
shall address: 

s shall develop local standard operat 
for sanitization based upon this Direct 
of equ ilities. SOPs 

and 

a. Verification of the impact categorization (i.e., LOW, 
MODERATE, or HIGH) for the overall IS confi iali 
information processed on the 
NRO Information ise 

a or in accordance with 
(NIEMO) 

b. A determinat on of sposit of the or ce 
(e.g., will be disposed of, reused within the organization, or 
sent outs the organi ation). 

c. Saniti ation ons (refer to Table A-I in NIST SP 800 
88 and specific vendor Letters of Volatility (LoVs)). 

7 
UNCLASSIFIED 

Approved for Release: 2018/02/06 C051 08654 



Approved for Release: 2018/02/06 C051 08654 

UNCLASSIFIED 

ND 100-29, NRO Information Systems Media and Component Sanitization 
FY 2013 

d. Verification and documentation of the san ization us 
NP Form 4-05, Turn-In t. 

request for ation from the 1 s presc 
CSS 9 12 or NIST 800 88 shall be directed to the Office of 

Security and ligence (OS&CI)I I 
~I __________________ I~-------

If red, sensitive a may also be securely s 
to non-NRO li es for sani ization. For example, the NSA 
may or sensit a for destruction. 
For more information and requirements for the NSA fac 1 
contact NSA Classified Material Conversion Customer ce at 

I I 

SECTION V - ROLES AND RESPONSIBILITIES 

OS&CI shall: 

a. de oversi of the NIE formation system 
and ce sanitization pol cy. 

b. Publi maintain policy guidelines for 
formation to prevent sclosure 

ins actions) associated with 

Information System Security Managers (ISSMs) shall: 

a. Maintain the respons lity for the security of all 
in 
his/her 

ion systems a assi to organization 

b. Develop and ement a sanitization SOPs for 
s a ces to be sposed of, reused, recycled, 
returned to owner, or returned for repair or replacement. 

c. Establ sh verification and ew procedures for 
san t zed a and ces ng processed NRO classified or 
sensitive information. 

d. a record 0 release (NP Form 4-05) 
i cat ng the used for san t zat on and date of 
release to the equipment cust an. The record shall be 
reta for two (2) years. 

Information System Security Officers (ISSOs) shall: 
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a. Ensure san izat requirements are addressed in tern 
Securi Plans (SSPs) and Standard ing Procedures (SOPs) 

b. Ve 
before release. 

that a and ces are properly san t zed 

c. Veri that leased storage a and ces are 
prope ly sanitized before they are returned to the owne . 

d. Veri that defective or inoperable storage media and 
ces are properly sanitized before they are returned to the 

vendor or manufacture for repair or replacement. 

e. Veri that defect or rable storage a and 
ces, not being returned to vendors or manufacturers that 

cannot be sanitized, are ically dest 

f. Ensure peri c test of s tization equ (e. g., 
ssers, shredders, etc.) to ensure proper ion. 

Program Security Officers (PSOs) shall resolve any 
c assification issues prior to a/ ce s tization. 

Users shall: 

a. Ensure the proper sa of classi ed and 
sensit s a in 

s 
with NRO Direct 100-31, 

a Protec NRO tion tems. 

b. Noti 1SS0 and pso when a or ces process 
classif or sensit information are no longer required. 

SECTION VI - DIRECTIVE POINT OF CONTACT 

,-----__ o-,S & C 1 j 
~--~I ~------------------------------------------------~ 
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APPENDIX - GLOSSARY and ACRONYM LIST 

ss 

Destruction 
(Media) 

Low 

Moderate 

11 

ty, 

ce to zero 
a reverse (coerc iz force, 

commonly referred to as demagnetizing, or reduce 
the correlation between ous and present data 
to a po that there is no known que for 
recover of ous 
The result of actions taken to ensure that a 
cannot be reused nally intended and that 

ss e to recover or 

or 

by manufacturers ces that 
the ities of on memory 

dual 
th concern 
es wo with very sensit 

The purpose is to state what the 
the on-board memory ces are. 
Volatility can usually be obtained 
the manufacturer of the 

It is pr ily 
rements of 

information. 
i ities of 

Letters of 
contact 

loss of confi ai, or 
availabili could be expected to have a limited 
adverse effect on 0 zational operations, 
organ zat assets, 
The loss of confident 

1 lity could be 
effect on 0 

f or 
have a serious 

zat onal ope rat ons, 
or individuals. 
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from an in rmation 
ces, and other pe ral 

ces erasure, overwrit of storage, or 
resetting of sters to ensure may not 
be reconstructed. 

Sanitization The removal of information from the a or 

Sensit 
In ion 

SOPs 

-------

12 

such that data recovery us any known 
or analysis is Sanitizing 

include the removal of data from the a, 
as we 1 as the removal of all class ed abe s, 
markings, and activity logs. 
Information 
a lowed 
the 

which if lost, misused, modified or 
rized access can rse y af 

or welfare of an individual, 
information of a bus ss or even the 

interna re af irs of a nat 
on the eve of sensitivi and nature 

of the information. 
Standard Operat Procedures. Written procedures 
created to provide specific documentation for 
various, usually highly technical, processes. 

sand reco 
gital data. 

on and fundamental 

ng 
Data 

rs. Storage a includes 
memory devices in rs (hard drives) and any 
removable/transportable memory such as 
magnetic or disk, optical disk, or digital 
memor card. 
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