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SECTION I - INTRODUCTION 

In accordance with the Nationa Reconnaissance Office (NRO) 
Governance Plan, the NRO Bus ss Function (NBF) 00, Security 
and Counter 11 and NRO rect (ND) 00-29, NRO 
In on Systems a Sanitization, this 

struction sets forth the ementat on dance 
and p s applicable formation to perform the NRO 
in ion system a sanitization process. All NRO 
personnel who perform tasks or have dut s specific to a 
sanitization 11 comply th s NRO nstruct on (NI) When 

work to be per an NRO contract must y wi 
s instruction, program office 1 list s instruct 

as a reference document the contract statement of work and 
related documentation. 

This NI supersedes and rescinds the fo ng: 

NRO Instruction 50 lOa, C ear ng, San t zat on, and Destruction 
of Informat on System s, 5 March 2004 

SECTION II - NRO INFORMATION SYSTEM MEDIA SANITIZATION 
DOCUMENTATION 

The sub-sect ons that fo ow detai the 
processes. 

a Sanitization 

Governing NBF 

NBF 100, Securi and Counterintelligence, 3 il 2012. 

Description 

The NRO s, processes, and stores informat on us a 
of data s a. This information must be 

from creation-to- sposal in a manner that is 
appropriate to the sensitivi and st classification level 
of the information conta When 0 zations 
and Is scard storage a ces, proper 

be used to remove the data, or destroy the 
a, the confidentiali of NRO information. 

a sanitization is the process of data from 
storage media, with reasonable assurance that the data cannot be 
retrieved or reconstructed. Data that has been y 
or unsuccessfully removed (i.e., data remanence) from 
could be recreated unauthorized individuals. All of the 
res 1 ical, ic, ical, or e cal 
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representation of data that has been deleted from the a 
shall be y , if not ss e, to recover. 

NRO act y th S ty 
Central Security (CSS) Storage ce Dec cation 
Manual and gui National Institute of S and 
Technology (NIST) ial Publication (SP) 800 88, del es 
for a za r th local Standard Operat 

s (SOPs), to Ie securi profess onals to rna 
, risk-based decisions for the proper s tization of 

formation recorded on the a and for its sposal. 

All questions 
procedures may be 
Counterintelligence 

ng proper sanitization or release 
to Office of Security and 

(OS&CI) , I 

Two Primary Types of Media 

1. Hard copy a: cal representat ons 0 

information, such as paper s, printers and facsimile 
s, drums, and atens. 

2. Electron c The ts and s in hard 
dr s, random access memory (RAM), memory (ROM), 

sks, memory (volatile and non-volat Ie), s, 
mobile ces, networ equ , and many other 

s 0 

Media as technology s. However, 
the process for a sanitization should a focus on 
protect the information that is recorded on the a. 

NSA/CSS 9-12 and NIST SP 800-88 outline available 
sanitization methods for the 

s information on the 
s for data 

Methods for Media Sanitization 

s of 
recommended s 

spos of 

a, and 
t zat on 

An important criterion to cons r when deci on the 
best method of sanitization is the overall risk rizat 
of the data on the information system ( S) (e.g., LOW, MODERATE, 
or HIGH). This system data categorization can be found in NRO 
Information ise Onl (NIEMO) 

After the IS 
referencing NIEMO, 
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the formation is recorded (i.e., ic, ical, 
el c), determine the disposition of the media (i.e., 
reuse, destroy, transfer out of NRO control), and de on the 
appropriate process for sanitization. 

Sanitization Resources 

for NRO a destruction must be evaluated 
to measure not p ously evaluated by an NRO-

maintains an unclassified (UMIS-
a destruction evaluated product 

is a list of resources lable: 

Crosscut Shredders, I 

Destruction 
Product List for 

ces, Vers on C, 29 Ju y 2005 

Declassification Manual (SDDM), December 

s, Version 

Instruction Point of Contact 

OS&C~~ ______________________ ~ 
Support Systems 

All NRO Information Systems. 
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Process Narrative for Media Sanitization 

1.0 Assess the sensit 
NIEMO. 

ty of the stored data per 

1.1 The ty Of cer (PSO) or 
Securi Officer (ISSO) can assist wi 

rization based on data present, data 
Information System 
assess the data 
once stored, or data 
of system (i.e., 

processed based on the zat on level 
LOW, MODERATE, or HIGH) . 

2.0 whether the a 11 be reused or 
des 

3.0 ne if a will leave organ zat ona control. 

NOTE: systems such as servers, server systems, robust 
storage systems, and sc c struments pose s 
challenges for saniti ation. sion for these 
systems must be made for equ returned to manufacturers or 
sent for repair and luded in the local SOP. 

NOTE: ISSOs with servers, server systems 
s assets such as RAID arrays and 

and more complex 
r-based sc tific 

liar with the 
and NIST 

instruments (e.g., tes equ ) should be 
vendor Letters 0 Volat 1 (LoVs) and fol 
recommendations and 
and sposition. 

s for effect a s 

NOTE: S a assets returned to a vendor for 

z 

s ce, or sent to an externa pa for repa r 

on 

should be zed to data reconstruct on, unless 
an cover data handl respons ilit s is in place 
in accordance with ND 100-31, Media Protection Controls for NRO 
Information tems. f s tization is necessary, but 

Ie, without ica ly dest the storage 
s should be made to conduct repairs on-s if 

possible, otherwise an for data handling and secure 
tran red. 

4.0 
local equ 
SOP. 

ne the appropriate s 
avail lity and 

tization method per 
lity as documented in the 

NOTE: The sanitization process is critical to ensuring the 
ion of NRO data. ques, whether clea 

(e.g., overwriting), purging (e.g., degaussing), or destroying 

7 
UNCLASSIFIED 

Approved for Release: 2018/02/07 C051 08655 



Approved for Release: 2018/02/07 C051 08655 
V.l.'1 ..... ~,;:),;:).L.c .L.I:.o.I.J 

NI 100-29-1 NRO Information Systems Media Sanitization Instruction 
FY 2013 

(e. g. , ) afford the NRO th the assurance that data is 
removed from the media and the risk of se is mi 

us 4.1 Clear the 
methods that prevent retr 

a by delet 
I of data by or Ie recovery 

Ii es, 
Overwrit 
protect 

resist tro recovery 
Ie method for clear 

iality of the formation 
a to be reused within NRO (e.g., an equ 

securi ronment). Clearing does not al 
a at a lower classification level, from SCI handl 

lateral levels, or release out of NRO contro 

s . 
a and 
ch allows 
lent or 

of 

ISSO approval. I cal s location of ,su as 
the Ie allocation table, as well as all addressable locations 
shall be overwr tten, acing the ori nal data with random 
data. Overwr t ng cannot be used for a that are 
(hard sks th bad or ss tracks) or that are not 
suitable for overwr t ng (e.g., a) . 

4.2 ng the a s the conf dential 
o information against laboratory attack, such as the use 0 

s gna processing equ s a purging method 
that exposes c ic field to 
dis the recorded c domains. Degauss be an 
e fect method for a, 

ionally large s capaci ies, or for ng 
skettes. ss cannot be used to purge ic 

a, such as CDs and DVDs, or s -conductor data storage and 
memory ces. tionally, ssing may internal 

ic hard sms repair. 

NOTE: Purging is not a substitute for nal destruction. 
a must be prior to 1 destruction. 

4.3 reuse. 
Destruction techn s ion, 

z on, and mel and flexible 
diskettes that have been removed from their outer containers can 
be shredded to an appropriate shred size (refer to NIST SP 800-
88) so that the information cannot be reconstructed. S 
the a by appl an abras tool or treating the surface 

cals can also be used to completely remove the a 
ng surface. ical mass s a, inc ng CDs 

and DVDs, must be des burn, pulveriz , crosscut 
shredding or grinding (CDs only) the information-bearing 
surface. These processes should be carr trained and 
authorized personnel with ate equ at an 
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appropriate facili 
be or to 

ic a shal 
ssed or overwritten, 

re 

NOTE: All formerly classified media must be des 
release to unclassified environment unless explicit 
by the 1330. 

5.0 cation of sanitization by cognizant se ty 
official via NRO Form NP 4-05, Turn-In t. 

6.0 A record of what a were sanitized, when and how 
they were sanitized, and the 1 sposition of the a 

11 be maintained for a min of two (2) years in acco ce 
with the NRO Records Control Schedule. 

Process Flow Diagram for Media Sanitization 

Assess 

Determine 

LOW - Overwrite 

HIGH -

Document 
Sanitization 

Anti-Compromise Emergency Destruction 
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the pr 
the des 
classif 

ect is the safety of the pe sonnel and then 
on of or denial of access to sensitive or 
formation. I 

For tional information, 
instructions outlin 

destruction. On NMIS, these can 

the NSA has comp led a set 0 

Ie methods for emergency 
be viewed at: 

(b)(3) 

(b)(3) 50 USC ~ 3605 
(b)(3) 10 USC ~ 424 

Table 1: Risk & Internal Control Table 

Risk Internal Control 

S storage contain 
sensi /classified 
information must be s tized 
before it is sposed of, 
reused, recycled, or returned 
to the owner or manufacturer 
to se. 

Records of the sanitization 
and sposition of IS s 
media must be rna for 
administrative purposes. 

10 

The 0 

information 
tizes 

a us 

The 0 zation tracks, 
documents, and veri s 
s tization actions. 
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re 
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APPENDIX A - PROCESS FLOW DIAGRAM LEGEND 

Process Document 
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APPENDIX B - GLOSSARY and ACRONYM LIST 

Term and 

CSS 
Clear 

ss 

sser 

Destruction 
a) 

Hi 

IS 
ISSO 
LoV 

13 

any data stored on 
storage a or to the a's reuse at the 
same classification level. 
In the context of in ion systems securi 
used to denote one of two : Reduce the 

ization of a storage to zero by 
ng a reverse (coerc izing force, 

commonly re to as izing, or 
the corre ation between ous and present data 
to a po nt that there is no known techn que for 
recovery of the data. 
An permanent 

s a coerc 
the purpose of 

a or other 

of act ons taken to ensure that a 
cannot be reused as or ly and that 

c adverse effect on 0 

organizational assets, or 

recover or 

a severe 
zat onal 

A specialized 
letter issued manufacturers of electronic 

ces that states the s of the on-
board memory ces of an 1 
It is pr rily used with concern to the securi 
requirements of companies wor with very 
sensit information. The purpose is to state 
what the lit s of the on-board memory 
devices are. Letters of Volatility can usually 
be obta contact the manufacturer of the 
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Term 

Low 

Moderate 
Impact 

NSA 
NBF 
ND 
NIE 
NIEMO 
NIST 
Non-Volat 

NRO 
NSA 
OP&S 
OS&CI 
Overwrit 

PSO 
ng 

Sani ization 

Sensit 
Information 

14 

ions, 

a serious 

data from an information 
system, its s ces, and other per 1 

ces by erasure, overwrit of s , 0 

resetting of sters to ensure that data may 
be reconstructed. 
removal of information from the a or 

such that data recovery us any known 
or analysis is Sanitiz 

lude the removal of data from the a, 
as well as the removal of all classif labels, 
mar , and activi logs. 
Information which if lost, misused, or 
allowed unauthorized access can adversely affect 
the or welfare of an 1, 
proprietary information of a business or even the 
s 1 and fore affairs of a 

on the level of sensitivi and 
nature of the information. 
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SOPs Procedures. tten 
to de specific 

usually hi y 

ng 
Data 

s 
any 

as 
tal 

Volat Ie do not reta 
when power s removed. 
and SRAMs. 

stored 
s 

formation 
lude DRAMs 
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