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MEMORANDUM FOR SEE DISTRIBUTION 

SUBJECT: (U) Final Memorandum I 
Reconnaissance Office 

of Defense Civilians 
ect Number 2015 002 N) 

the National 
ion Plan for 

(U//� The National Reconnaissance Office ) Office of 
General (OIG) its tion of the NRO Cadre 

t of Defense Civilians. am 

20 5 

for your attention as the NRO strives 
to establ 
4 October 

efforts. 
that may 
milestone 

of Defense (DoD) Cadre on 
The NRO OIG s 

the transition, and the re success based on those 
However, the OIG also identified chal s and deficiencies 

influence the NRO's ab to meet the 4 October 201 
or manage its future workforce. 

(U) INTRODUCTION 

(U//� Unl ke other zations, the NRO lacks 
its own permanent cadre of personnel y relies upon other 
Intell Communi (IC) s and DoD entities to 
personnel to its mission. s has recognized that this 
borrowed workforce model has steadily deteriorated over time and noted 
that a more stable workforce mode may provide the Director, NRO 
(DNRO) with the management red to meet the 
organization's critical mission. Pursuant to congressional direction 
(Intell Authorization Act of Fiscal Year (FY) 2014 and 
2015) for the NRO to its current staf model with career 
service , the NRO commenced efforts to establish a 
NRO DoD 

� In the IAAs, 
National ntell (DNI) and 

of Defense for ntell 

s requested the Director of 
DNRO, in coordination with the Under 

(USD(I)), to a detailed 

1 (U) While some documentation reflects a October 2 0  5 lestone, 4 October 
20 5 the the pay and thus marks the official s 
the NRO DoD Cadre. 
2 (U) The NRO DoD Cadre is also referred to as the NRO DoD Civilian Workforce. 

BY: 
D ECL ON: 04 0 073 
ORV FM: INCG . 0, 13 Feb 0 2 
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SUBJECT: (U) Final Memorandum 
Reconnaissance Office 

of Defense Civilians 
ect Number 2015 002 N) 

ion Plan for 

ion 
requested this 

the NRO workforce. ss 
include a s for 1) transit 

the current Air Force and civilians and 2) establi a 
system that 

tion, , as well as metrics to 
measure success. In addition, s requested the NRO work with 
other IC and DoD entities to perform a workforce to 
evaluate the NRO's future size and skills composition. The workforce 
s was to be to the congressional intell and defense 
committees within 90 of enactment of the FY 2014 IAA. Further, 

the IC I General (ICIG) to annual 
an progress to ss. After coordination 

with the ICIG, it was determined that the NRO OIG would assess NRO's 
progress in establi a permanent NRO DoD Cadre. As the NRO 
elected to focus initially on the sional request for a s 
for transit the current Air Force and Navy civilians, the NRO 
OIG evaluated the Implementation Plan for Crea a DoD Civilian 

Workforce for the NRO and the transition activities administered 
the Workforce Stabili Initiative I) NRO DoD Cadre 

) 

(U) BACKGROUND 

� The DNRO's 2015 NRO Stra endorsed the above-noted 
ssional direction and established an NRO workforce that 

included the and cultivation of NRO skill sets, 
ication of innovative and retention 

advancement of workforce stabil s, and ion 
of and innovation in the NRO's mission. 
To address ssional direction and consistent with the DNRO's 
s , the NRO DoD Office of Human Resources (OHR) fforts 
to establish a NRO DoD Cadre i WSI. The WSI 
includes the conversion Air Force and 
civilians to a as l as the establishment of 
the Central Intel , Directorate of Science and 
Techno DS&T ) .6 

5 (U/� The FY 14 
however, the NRO and 
NRO's and Navy 
6 (U/ �The NRO and CIA 

, NRO OIG 

o the 

sed the ICIG of its 

scope and 

NRO to transition 
to instead convert 

evaluate the 
of the CIA/DS&T/OSR workforce in 

to j 
016. 

2 
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(U) Final Memorandum 
Reconnaissance Office 

of Defense Civilians 
ect Number 2015 002 N) 

ion Plan for 

� The WS 's efforts y commenced 2014, 
when NRO DoD OHR ssued the ementation Plan for Crea 

Civil an Workforce for the NRO. The purpose o the 
the transition of current Air Force and civi ian pos tions into 
an NRO DoD workforce. Transition activities include the 
creation o positions and an executive board, establ shment 
of a full range of human resources and payroll functions, deve 
of new icies and s, and workforce communications. 
The NRO established the WSI NRO DoD Cadre WG under the leade of 
the Executive Director, NRO DoD Cadre (EDD)8 and 
OSHC/Director, NRO DoD OHR to manage and 
activities. The WG evolved over time to include a number of ect 
matter s across the NRO in the areas of personnel servi� 

, policy, information techno , securi , L_________J 
opportunity, , career development, 

strategic communications, and project In 2014, the WG 
conducted prel activities in ant of the 
Defense's (SecDef) approval of the formation of the NRO DoD Cadre. 

of 

The SecDef the new workforce on 6 March 2015, and tasked the 
Office of the Under of Defense for Intell (OUSD(I)) to 
oversee and assist in the transition. 9 With the approval to 
the WG efforts increased and the NRO established the milestone date of 
4 October 2015 for the transition. 

(U) INSPECTION RESULTS 

execut an 
ctors re 

the WG's efforts in deve 
establish the NRO DoD Cadre. 

ect ( team 

and 

rded numerous interactive initiatives/activities in an orderly 
manner. The OIG also observed effective use of communication 
mechanisms to educate and guide the NRO workforce regarding the 
transition. 

these efforts, the OIG identified 
chal 

� Notwiths 
with the ion of the an that may influence the 

October 2015 milestone. These chal s 

7 (U/ � 
be draft) 

0 4 (which the WG considered 
A more detailed draft ion 

ementation Plan and CONOPS is still in progress and was 
made available to the OIG on 9 June 015. 

(U//� The rector of the NRO formal the Director of the NRO 
Ground Directorate as the on 

(U/ � the , the OUSD (I) conducted several 
reviews to monitor the NRO's progress. 

3 
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SUBJECT: (U) Final Memorandum 
Reconnaissance Office 

of Defense Civilians 
Number 2015 002 N) 

the mechanism, 
with personnel service 

, confusion, and indec siveness 

ion Plan for 

as well as the method which to review, e, 
and approve icies. The OIG also noted that the NRO has 
deferred for congressionall system 
initiatives such as professional 
In addition, the OIG found that a congressionall workforce 
s was not within the fied timeframe, to determine 
the NRO's future workforce size and skills mix composition. The OIG 
encourages the NRO to y address and resolve the press 

an chal Once the Air Force and civilians 
have been successfully transitioned to the NRO DoD Cadre, the OIG 
encourages the establishment of system initiatives and 
the completion of an NRO workforce study to ensure the NRO meets the 
2014 ssional guidance, as well as the DNRO's 2015 workforce 
goals. 

(U/� The OUSD(I) will continue to monitor the NRO's progress 
the transition, and the USD(I) must certi 

necessary actions have been taken to execute an 
transition at least 30 prior to the effective date 
transition. 10 The OIG recognizes that the NRO is also 
external agencies' processes, procedures, and schedules 
at risk the NRO meeting the 4 October milestone. 

of the 
on 

that may 

(U/�The remainder o this Memorandum sets forth the 
OIG's in response to the ssional Al the 
OIG offers no recommendations, it is nonetheless critical that the NRO 
address the identified chal and deficiencies in order for the 
NRO DoD Cadre transition to succeed. Successful and timely 

ion of this workforce transition is essential to maintain 
the NRO DoD Cadre personnel's confidence in the NRO's 

abili effectively and care for them. may affect 
the NRO's abil to attract, hire, , advance, and retain these 

Before on our concerns, the OIG 
the WG's ishments in the areas of ect and 
communications. 

10 (U/ � In addition, on 22 June 2 0  5, 

4 

requested to ted risk assessment of the NRO ' s  
the NRO, DoD, Intel 
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SUBJECT: (U) Final Memorandum 
Reconnaissance Office ion Plan for 

of Defense Civilians 
Number 2015 002 N) 

(U) Accomplishments 

(U) 

(U/� The OIG observed the execution of ect 
s in transition activities. In order to 

transition o the Air Force and civi ian workforce 
Cadre, a PM team a framework to track WG 
deliverables, and deadlines as well as risks and 
The OIG observed the PM team the WG in modi 

NRO DoD 

the ementation Plan for Workforce for the 

NRO via weekly WG status The PM team also continues 
to deve a detailed draft ementation Plan and CONOPS to 
identi and marshal transition activities. The PM team worked 
closely with each functional lead (e. g. , personnel services, icy, 
finance, etc. ) to status s us established 
PM tools, s, and formats. Members of the WG imented the 
PM structure, stating that it has enabled them to stay abreast of 
activities, rements, and deliverables as to on 
schedule. 

(U) NRO DoD Cadre Strategic Communication Plan 

� The OIG determined the WG created an effective 
Strategic Communications Plan: Crea Momentum for Success to 
educate and guide the NRO workforce the transition. The 
offered timely information across mult communication channels in 
an effort to "end create ownership, and faci itate 
transformation. " Communication included monthly Town Hal 
meet , Meet and Greet events in the NRO cafeteria, newsletter 
articles, bi emails to the workforce, and information posted on 
the NRO DoD Cadre y asked questions. In an 
effort to gauge future communication needs, the WG aunched a survey 
to collect feedback fol the first DoD Cadre Town Hall meet 
which found that 90 of re s believed the 
Town Hall "met their information needs. " Effective communication is 
vital to ensure a successful transition of the workforce. 

(U) Challenges and Deficiencies 

(U) 

/� The NRO elected to obtain a s ts 
human resource (HR) services (e. g. , time and attendance, 
process ) from external personne service and tasked the 
Business Plans and Directorate (BPO) with proper 
interface of HR and financial data between the NRO and personne 

5 
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SUBJECT: (U) Final Memorandum 
Reconnaissance Office ion Plan for 

of Defense Civilians 
2015 002 N) 

systems. n addition, the NRO des BPO as the 
for trans money ( mechani to the 

service rs. The OIG monitored BPO's progress toward 
ts responsibi ities and ult identified the de in 

res the mechanism as risk to the workforce 
transition date of 4 Octobe 2015. 

other WG initiatives and activities, such as process and 
ion and test Should the NRO DoD Cadre tion 

it may adverse affect morale, as those 
to the new workforce have, or will, 

restrictions on , position s, and time-off awards. A 
would also re additional work to and a 

to ensure NRO's Air Force and civilians continue 

(U/� 
transition 

October 015 deadline, 
March 0 6 to accommodate the 

next software 

6 
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SUBJECT: (U) Final Memorandum 
Reconnaissance Office 

of Defense Civilians 
2015 002 N) 

(U) NRO DoD Cadre Policy Challenges 

(U/�The workforce trans tion 
or deve o NRO icies to 

ion Plan for 

res the modi cation 
the NRO DoD Cadre. As 

this will be the first time in NRO his that the ation will 
be responsible for personnel services to ts own workforce, 

icy issuance is a vital o the transition. 
well as the NRO's Directorates and Offices (Os and Os), are 

and/or draft new policies and coordinate reviews 
to the workforce on such matters as 

However, the OIG noted 
discrepancies, confusion, and indecisiveness both the 

red icies as well as the method which to review, ze, 
and approve such icies. These issues may the issuance of 
the policies in a timely manner. 

(U/� The WG and Os and Os identified 50 NRO policies that 
red modification or development to the NRO DoD Cadre. 

Based on the Os and Os , the number of policies the WG identified 
as critical ( r issuance to the transition date of 
4 October 2015) fluctuated between 7 and 3 6  over the course of the 

ction. The EDD announced in the 1 2015 Town Hall that seven 
identified critical HR icies for the NRO DoD Cadre would be signed 

15 2015 and this was ished as Thus, 43 
deemed non-critical remain. Due to the relative 

of many of these policies (e. g. , Time and Attendance, 
Sexual Assault Prevention and ), the OIG suggests that NRO 
leader ze the the cies. 

� With zation, and 
process, the EDD was recent authority to 

approve the icies via an alternate review process, 
rather than the NRO Information and se Response 
(T process. n addition, the EDD and Director of the Office 
of Pol and (OP&S) recent made a decision to ze 

12 (U/ � The OIG has to NRO DoD s attention internal control 
weaknesses associated with the Automated Time Attendance and Production 

t and attendance (T&A) records not t 
NRO certifiers lead to OHR 

certification to ensure all Air Force civilian 

ensure the 
internal controls and 

manner. However, unlike NRO certifiers, OHR members are 
' absences and hours worked and thus are unable to 

T&A information. OHR to its 
to 

monitor OHR's progress aimed at 
icy. The OIG 
this vulnerabil 

7 
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SUBJECT: (U) Final Memorandum 
Reconnaissance Office ion Plan for 

of Defense Civilians 
2015 002 N) 

NRO DoD Cadre cies within a new and NRO Business Function 
(NBF) 70 series, rather than them into al exist 
NRO-wide icies. With the authori 

process and the establ shment 
increased attention 

reservations 
hal o the 43 non-critical 

review process. 

the NRO's 

use an alternate review and 
the NBF 70 series, OP&S 
issuance. Howeve , the OIG 
number o cies 

icies) which have not 

the OIG remains cautious 

policies needed to necessary NRO 
DoD Cadre. The OIG cularly concerned about 
consequences if policies are not deemed critical and formal 
established and publicized by 4 October 2015. 

(U) Deferred Personnel System Initiatives 

(U/ � In the FY 2014 
deve a plan 
recruit, train and deve 
The DNRO stated in her 3 
Services Committee, "We are 
workforce to further 
cont 
The DNRO's 

NRO's mission. 

Congress directed the DNRO to 
system with the abil to 

its workforce. 
the House Armed 

core NRO 

personnel. " 
the NRO 

and diverse workforce to 
lities upon which our 

s of and 
innovative recruit and 

stabil and 
and innovation in 

(U/� the referenced direction and s, the OIG 
found that neither the draft ementation Plan for Crea a DoD 

Civilian Workforce for the NRO nor the draft WSI ementation Plan 

and CONOPS address all of these personnel system initiatives. The 
focus on address the immediate needs of the workforce 

transition (e. g. , T&A and payroll), rather than bui a more 
comprehensive personnel system and measuring success. Some areas, 
that have been deferred until after IOC, are professional development 

8 
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SUBJECT: (U) Final Memorandum 
Reconnaissance Office 

of Defense Civilians 
ect Number 2015 002 N) 

ion Plan for 

for all career groups other sition workforce and 
structure. processes related to 

(U/� The OIG encourages the NRO to address the deferred 
system initiatives in a manner. 1 These initiatives 

are needed not for the current workforce, but also for new 
personnel. Without these personnel initiatives, the NRO may find it 
chal to attract, hire, deve , advance, and retain its NRO DoD 
Cadre as well as to individual and zational 

(U) Unaccomplished NRO Enterprise Workforce Study 

(U/� In the FY 2014 s directed the Director of 
National Intell unction with the the National 

, the National Securi , the 
United States Air Force, and the USD(I) to a workforce s 
to determine the future NRO workforce composition, to include size and 
skill mix. This s was to be to the ssional 
Intell and Defense Committees within 90 enactment of the 
Act. To date, the red s has not been conducted. 

� I is the time for the NRO to conduct a 
ive workforce s a that includes the entire 

civilian and mili workforce. A workforce an 
to identi the appropriate number of personnel, as well 

as skill sets and expertise red to successful execute NRO 
functions. the workforce size and the attributes, 

, and experience red for all positions, the NRO should 
ins in identi and the 

personnel in the correct position. For example, the workforce s 
should assist in the selection and acement of the FY 2015 IAA 
authorized additional NRO DoD Cadre positions to enhance stabil across 
core functions such as sition and as well as to 

13 (U) n the current structure, rank s based the work 
rmed and 

In the 
open compet tion as vacancies 

structure, rank is attached to 
ifications. annual boards, 

managers decide based on established 
e. g. , demonstrated , and 

(U/� At the ion, the OIG learned that a 
senior level fficial was identified to assist the EDD and deferred 

system initiatives. 

9 
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(U) Final Memorandum 
Reconnaissance Office 

of Defense Civilians 
ect Number 2015 002 N) 

ion Plan for 

for the new NRO DoD Cadre workforce. The NRO DoD Cadre 
initiative presents a critical for the NRO, but without a 
workforce s to identi gaps and shortfalls from an ational 

ive, the NRO will be unable to s imize its 
workforce. 

(U/� I 
this on. 
this memorandum 

(secure), or ������ ��������� 
General for Mission 

Attachment: 
( )Scope and Methodo �O) 

Adam G. Harris 

I 
(secure) 

General 

(b)(3) 

(U/ � Such support would management; and 
benefits administration; and management; 

and adverse actions; awards and 
data management; 

10 
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SUBJECT: (U) Final Memorandum 
Reconnaissance Office ion Plan for 

of Defense Civilians 
ect Number 2015 002 N) 

DISTRIBUTION: 

Chairman, Senate Select Committee on Inte l 
(The Honorable Richard Burr) 

Vice Chairman, Senate Select Committee on Intell 
(The Honorable Dianne Feinstein) 

Chairman, House Permanent Select Committee on Intell 
(The Honorable Devin Nunes) 

Ranking Member, House Permanent Select Committee on Intell 
(The Honorable Adam Schiff) 

Under of Defense for Intell 
Director, National Reconnaissance Office 

Director, National Reconnaissance Office 
Director, National Reconnaissance Office 

Intell 
(The 

Community General 
Honorable I. Charles McCul 

Executive Director, of Defense Cadre, National 
Reconnaissance Office 

Director, Office of St 
Director, Office 

tal 

Lettre) 

Director, National Reconnaissance of Defense, 
Office of Human Resources 

1 
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(U) Attachment: Scope and Methodology 

(U/� The Office of General (OIG) conducted 
ction fieldwork for the on of the National Reconnaissance 

Office Cadre ementation Plan for DoD of Defense 
and 2015.1 I ion fieldwork was 

in accordance with the Standards for I and 
Evaluation as forth the on 

and E team 
methods to evaluate NRO's progress in devel its 

ementation Plan for Crea 

Workforce for the NRO and WSI ementation Plan and 

Inspectors reviewed and anal numerous documents, to include 
slation, relevant DoD and NRO policies, the 

Initiative (WS ) NRO DoD Cadre 
) " c Communications Plan, " and the WG's Microsoft ect 

Weekly Schedules and /Status received an 
Overview from the WG members and weekly WG 

interviewed the Executive Director 
NRO DoD Cadre and over 20 WG functional 

subject matter s in personne 
financial and bud et, information technolo 

servicing, 
�-� 

, securit 
�--� career deve , and ect ) . The team also 
interviewed personnel from s who wi 1 provide 

1 and personnel services These service level 
providers included 

interviewed officials 
in the Office of the Under for Intel igence 
regarding their overs role and independent assessment of the NRO's 
progress. 

1 (U) A 11 assess the NRO ' s  
manage its NRO DoD Cadre. 

1 to support and 

UNCLASSIFIE�when separated 

from classified document 
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