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MEMORAMNIDUN OF UNDERSTANDING
BETWEEN
THE HNATIONAL ﬂﬁﬂ%ﬂNBISSﬁKCE O?FICE;
CHIEF THFORMS

THE DEPARTMENT OF HOMELAND SROURITY,
GEFPICE OF INTELLIGENCE AND ANALYEILER,
CHIEF INFORMATION OFFICER
R
THE USE OF DEPARTMENT OF HOMELAND SECURITY WORKSTATICHS TO0
CONNECT TO THE NATIONAL RECONNAISSANCE OFFRICE
MANAGEMENT INFORMATION SYSTEM

A, (uryPoUrn PURPOSE. This Memorandum of Understanding (MHOU)
formally documents the information assurance responsibilitley
hetween the National Reconnaisfabce Office {(NRO) and the
Department of Homaland Security (DHS) for providing Sensitive
Compartmented Information (8CI) electronic accessg to the NRO
Management Information System (NMLS) for NRO liaison
persennel stationed at DHS.

B, (U/FOTT0 REFERENCES.

1. (U} Director of Central Intelligence Directive {DOILN
£/3, Protecting Sensitive Compartmented Information Within
Information Systems, 5 June 1999

2. (U) DCIL 6/9, Physical Security Standards for Bensitive
Compatrtmented Facilities, 18 November 2002

3. {U) NRO Instruction 60-la, Approval Procvedures for
Information Technology Services Provided by the
Communications Sysvems Aoguisition and Operations
DireglLovate, 30 November 2003

C. {U+bReEod BACKGROUND. Connectivity from DHS to NRO provides
NRO personnel assigned and deploved to DHE the capability Lo
acesss the NM1S fiom an SCT DHE workstation. ‘This capability
levwxﬁgw% ex;sting 5CT network @@mnectivi&y with minim&l

the ﬂ%ﬂﬁﬁ?ﬁfy 4@&%@3 tﬂ pefiarm ngiz dahlcg*
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THULASEIFIED

SUBJECT: (US89 MOU BRTWEEN THE NRO, CIOQ AND DHS, OFFI{H OF
INTELLIGENCE AND ANALYSIS, CIO ON THE USE OF NMIS

D. (U} RESPONSIBILITIES.

1. (Um~Ssvds NRO will:

a. AUsrroooT Maintain configuratbion control over WRO
compunications systems and egquipment and coordinate
any changes that may affect external interfaces.

b, [U/ssebes vValidate eligibility: track, monitor,
and rescind user access ags reghlred.

C. (U/OTOT Provide all applicable initisl and
refresher seclurity and information assurance training
to NRO personnel.

d. (B=RESuGe Brief NRU ugers of their responsibilily
to ¢omply with NRDO and applicable DHS information
gecurity policy and procedures.

e. ({U/Meeme Report all information technolegy (TT)
and information assurance incidents for all NRO users
Lo approprialbe entibies guch asg the Intelligence
Cofmmunity-Tneident Response (enter.

£. {U//=e88+ Provide helpdesk support to NRO users
accessing HMIS,

g. (U/-kedes=tngure NRO users meet all of the
followlng criteria and forward this information Lo the
appropriate DHS gecurity point of contact as reguirsd:

(1] (U/LReler liold United States {U.S.]
citizenship.

(21 (U=l Provide support to the NRO as a
.5, Jovernnent employvee, NRO-sponsored
conbractor, or NRO Federally Funded Research and
Development Center employes.

(3] {0 ==ag8e) Hold a current Top Secreb glearvanwe
and be indoctrinated for the appropriate 5CI.

(4} (U/Lded€r Be subject to or Have a counter-
intelligence scope security polvgraph that has
! TN LAS STF I Bl GRSt Ny
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BUBJEQT - (1] pmeiier= MO BETWLEEN THE BRO, CIO AND DHE, OFFICHE Op
IRPLLLIGENCE AND ANALYSLS, CIO ON THE USE OF NMIS

beén favorably adiudicated and is accepnted by the
NEO.

[5) {u77romer lave a need-Lo-know for information
on WMIS that is validatred by dn NRO Goverhment
SPONSOT .

2. (U it DHS will:

a. (Ul~moEs PFrisure systems that will access NMIS are
certified and agrredited according to Reference B, 1,

. (Uf9™eE8es Ensure the NRO user is properly
indoctrinated for all relevant SCI compartments prior
o creating a local account.

. {UidemeT Notify the NRO Director of Security and
Counterintelligence immediately of any reportable 17T
security incidents, user accoess terminations, and
security concerns affecting NRO personnel abt DHS who
have access to NMIS.

d. (U ==gos Provide, upon request by NRO Chief
Information Officer (CT0), aundit records of users’
local sesgions on DHS workstations Lo include
username, session initiation date and time,
workstation Internet Protocol address, and session
termination date and time.

g, {U/eiigs®) Provide training to deployed NRO users
regarding thedr security responsibilities for using a
HS workstation within a DHS gengitive compartment
information facility.

E. {0} IMPLEMENTAPION.
1. {0} whig MOU will take effect upon signature of
authorized representatives from the NRO 10 and DHS
Intelligence and Analvsis CIQ.
2. (U} As agreed Lo by all parties, or designees, thig MOU

shiall be reviewed svery two years to détermine its
coptinued spplicability.
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QUBIRCT: (U /e MO RETWEEN THE NRO, CIO AND DHS, OFFICE OF
INTELLIGENCE AND ANALYSIS®, ¢TI0 ON THE USE QF NMIS

3. (U Either party may terminate this MOU by written
notification to the other party 180 days in advance of the
termination date. This MOU will terminate after such

Craiyg Kaucher Dr. Susan Gragg

Chief Information Qfficer Orief Information Officer

Office of Intelligence and Katlonal Reconnaigsance OFfige
Anglysis

Department of Homeland Security

o
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