- ‘(SJ\NATIONAL RECONNAISSANCE OFFICE JiamppmnIn

WASHINGTON, DC

THE NRO STAFE . . 28 tlarch 1974

:IEJORANDUM FOR:

7
. eral Bradbura
Brig. General Kulpa

SUBJECT: | Security Requirements of the NRO-

Attached is a draft report on the above subject for your
review., Essentially it dcals with two main considerations:

1. Declassification of the names and initials
of thc organization and :

2. Declassification of the "fact of."

y The judgments of the Committee nembers werc unrecencilable
and 2 minority report accompanies the bhasic cffort. Even
the basic report requires that very fine lines of relecase
be drawn and an Implenentation \nnex has been added to insure
uniforn interprectation.

It would be appreciated if you could review tiis package
in anticipation of a mecting to be scheduled early the first
week in April. The neetinrg will be to impart your vicws on
the present draft or your ideas for modification. Wacther we
incorporate views of tae ninority report in the body of the
paper or subnit it as a minority report will be an item of
discussion.
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the Sovicts or stimulated them to take countermeasures.

4. after tuairtcen ycars of 34;cc$$£;1~opcrntion of ta
Prograa, the Review Committce finds noticeable cihanges in the
environnent whicihh bear on the feasibility and desirability of
modifying security cdntrols. :

. . a. The Soviets have their own reconnaissance
satellite progrém. Taere is at.lcast a tacit agree-
ment with thé‘Soviets about non-interference wita,
if not acceptance of, the use of satellites as a
"national means of verification" of any strategic
arns linitation treaty. 'Convcrsely; other nations
are questioning the legitimacy of uncontrolled
bbservation from space although the concern is
presently focused on ERTS.

" b. A large voluae of speculative information
about the U.S. and the USSR space réconnai§sance
activities has surfaced in the puablic donain. Spc:4

ulative information in the U.S. mass media has been
lent credence by mention in a report of tie Special

Comnittee to Study Questions Rclgted to Sccroet and

Confidential Governmcnt Docuneats.. The appearance

of this totality of information has fostcred a

general recognition in the world at largé of the -

"fact of" satellitc reconnaissance froa space.
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c. There has been a recent decision to lower
security controls on sone satcllite photograzhy by

renroving it from conpartmented sccurity contruls

and allowing photograpiny and derived information

to be used at the Secret level.

| d, The Congress has rccently shown a greater
interest and curiosity about the NRP than neretofore
and at least onc knowledgcable commiftce chairman
has stated that it is increasingly difficult to

maintain the past practices of limiting knowledge

~only to committee chairmen and their designated

cdlleagues.

e.” U.S. civil agencies have expresscd the
belicf that the space program may satisfy additional
needs within their discipliﬁes and interests bhayond
thosc already jidentified. Today, assistance can
only be pro?idcd if the civil agencics are wvilling
to conmply with the safeguards accorded the product’
materials.

f. Recent trends in the political and judicial
spiicres of Covernment arguec for public candor unless
it can be proved that such candor damages the natioral
security. The present sccurity controls crouated by

classification of the "fact of'" do not allow such

“candor.
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g. The NRO's cover for activities and per-
sonnel as a pscudo line cléﬁcnt of tihe Department
of Jefensc may no longer be viable as a result of
a recent acknowledgneat to fhc press that the XRO
is "an office through vwhich certain intclligecacc
matters are adninistered,..by a senior Air Force

civilian official."

THE PROBLEM

S. In consideration of thesc changes, the Conmittee cx;
anined the appropriateness, advantages, and disadvantages of
continuing the uniquely tight security system imposed over the
NRP and the NRO at the inceptidn of the Progran. While many
specific current problems were discussed, it was generally
agreed that recent changes in the environment havc not altcrcd
tne nced for tight sccurity of the iiRP and its activities;
howc&er, the recent publicity about the ﬁRO and the oEficial.
acknowlecdgnent of its existence require that a new public
disclosure cut-off point be established. In this regard, it
was determined that five issues required resolution. Jdeci-
sions on the points which follow would'dictate the current
security posturc for the IRO.

A. Khether there is a nced to formally
declassify the terms, "{ational Reconnaissance

Office" and "iNatioral Reconnaissance Program,"

and ;hcir itnitials,
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B. Whether or not to retain the "fact of"

. Space reconnaissance at the Secret level or to.
declassify it.

C. Wnether Congressiornal counittec chairmen
need additional inforamation and guidahce to sacisiy
the iﬁquirie; of their fellow CongreSémen.

D, What is the appropriate reaction to public
disclosures. .

E. To what extent can the executive level
continue to support strict security control of the

developnental and operational phases of the WRO.

DISCUSSION

6. In its considerations, the Committee was continually
nindful of the need to maintain secrecy around esscntial cle-
nents of the Program while giving balanced recognitibn to the
fact that time and cvents may have overtaxcn sonc clements of
coucern for whicih the sccurity features werc originally imposcd.
A basic thread wihich ran through all of the considcrations wvas
the need to rctain a credible security posture by not retaining
a classification on information which is no lounger sceasitive
from a national security standpoint and whici is already in tae
public domain. This concern doiinated the coiasiderution of

these five points.
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A The Xames and Initials
(1) Since tihe first exposure in 1971
. there have bocen about seven refercinzes in

the public domain to the Hztional Reconnais-

sance Program or Office. These were consicercd

speculative reporting since no officia

sourcc was credited, Thc revelations were
ignored and the lack of follow-up inquiry

or subsequent revelations may.bs indicative
of the appropriatencss of this course of
action. On 12 October 1973, the iiational
Reconnaissance 0f{ice was pointed ly rentione
in a report of the Special (Congressional)
Conmittec to Study Questions Related to
Secret and Confiden<ial Soverimeat Docustonts.,
Altiough the conﬁittee was unawvare that it
had uscd a classificd title, this action
represents an'official ackaovledgment o
the Cffice and has been deternined to bo
sufficient grouads to consicer the name of

tae Office unclassified. Tais position wus
officially adoptad by the CIi in February

1974 when it ‘Ltnﬁr,n lezal objuction to
mention of the Sational nCCOfEl"L issance Office
cas classified material in “ferchetti's proposed
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manuscript, ClA and thc Cult of Intelligence.

The Committce is of tue opinion that official

action should be taien to declassiiy the nane

L
(44

and initials and make this actio: own o

(X2
&

o

~trol,

[

personnel nov responsible for secur Xy ¢
(2) Tie Committee considered tize poten-

tial results of such identification. In

addition to the anticipated rcquests for

nore information fron the press and Congress

it is expected that there would also be

pressure to fit the NRO iato a fornal

organizational structure and dispease wi;h

the "cover" iuat has been used to date. In that event
' thé NRO structure itself would require

reorgarnization since the Director of the

NRO is currently "covered" by his dual |

title of Under Sccretary of the Air Force

and his headquarters organiczation is

nal titie

Q

“"covered" under the organizati
of "Office of Space Sys:cus, Office of

the Secrctary of the Air Forcz." Hifh

fornal deciassification, bcth'the Director

and nis Stafi could ve acknowledged as

cntities of tiaec RNational deccnnaisscnce

Office and all eapleyees could adait
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their affiliation if such disclosurc is
desirable. Ii siould be noted that, on
the surface, no inpact on sccurity nas
. been perceived as a result of disclosurcs
to date. | .
(3) The discussion of declassifica-
~ tion of codewords, nission numbers, etc.,
evoked a recognition of the technicaiities
of retaining classification but the
Comnittee decided in favor of . the practi-
cality of retaining such classification.
(4) The Conmittee was concerned that
declassification of the NRP and the NRO
' could lcad to an effort to regularize tic
NRO in conformity with norial organizational
structure and procedurcs of the DOD. Such
a nove is vicwed as detrincntal to the
efficient and streamlined management pro-
cedﬁres now camployed by the NRO, and
accordingly, detrimental to thec responsive-

ness of the RO to the national intelligence

requirements.
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(S) The present 1965 caarter of the
NRO represents the joint intecrests of the
CIA and the D9D. It -incorporates nany of
the precepts of thc'Presidcnt's Foreign
Intelligence Advisory Board.(rca}firncf
in 1974) and was developed to assure rapic
response to the requirements.of the intel-
ligence community. For some thirteen ycars,
the system has fulfilled its purposc well.
All managers have had unique autnoritics
but have aiso been monitorcd closely in
both the technical and financial areas.
Thc system permits concentration of auth-
' ority in highly capable program offices
and dispenses with long lines of approval
and control. It was agreed that a reclax-
ing of security should not be the basis
for "regularizing."

B. The "Fact Of"

(1) Discussions relating to declassi-
fying the "fact o{" showed particular con-
cern in threec areas. First, it wus agreed :
satcllite reconnzissance
that any declassificztion of tne '“fact oi" /

must be applied only to pnotographic

satellites as they arce not as vulnerable

ABDLI VIA : convide 2759-%
e TR e e
SIS BYLTIAL JDNTI Y . €1 veme

PatauTed Beden 1 a2t .--;:.:..:-’;- ract. .S!_OF P PGS
Cu? Wa® (o fgaln s s s s ¢




to couhtcrmcasurcs as the SIGIXT systons.
Second, it was agreed that inpieneutation
of any new poliéy would hcve to ermphasicce
that the adaission of :ﬁe "fact of" at
eitier the Secret or unclzssified level
still exéludes any "facts absut." And,
finally, therec was great coacern thszt
official acknowledgment of our usc of
intelligence satellites nignt trigger

the Soviets or third countries to raise
political objections in an intcrnationul
forun and thereby hinder our unilateral
opcrations.

(2) The concérn with credibility
was the primnary argunent favaring declas~
si[ication.' The large volune of irnforna-
.tion, particularly in trade journuls, has
cstablished a gceneral recognition of
photographic reconnaissance Irom spaca

and it is doubtful that the average person
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concerns himsel( witn tiie difieron
"official' and "speculttive! materiai. It
was fe¢lt that continuzd insistences on tight
security for "open" socrets reduces oferall

credibility and crodes %lc integrity of
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security around thcbtcchnology and the
operations wiicih still nrced to be protected.
(3) Forcign reaction to an open
.adnission of satelilite reconn#issgncc
appcars to be the nost serious pbtential
problem but it is recognized as one thuat
falls p}imarily in the political ficld
rather'than one to be decided by tie
security needs of the intelligence systeu.
Tne most significant threat is the possi-
bility for a U.N. treaty banning suéveil-
lance or recconnaissance fron Spaéc without
the concurrence of the country being sur-
veilled or reconnoitered. Various non-
aligned countries have expressed significant
sensitivities about spacé surveillance and
in fact Brazil has tabled a treaty to
regulate observations from space. Recog-
nition of the "fact of" space reconnais-
sance would likely not derogatec the
collection nission of the ﬁRb as long as
restraints of internatioial trecaties do
not preclude nission QCtivity and would

enhance credibility in our clzins on other
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scecurity matters. For thocse recasons, it
appears appropriate to rccommend declassi-
fication of the '"fact of'" on sccurity
grounds but-dcfcr to Dr. Kissinger for
the political decision.

(4) 1t should be noted that the
fact that the Government has chosen not
to publicly acknowledgc the "fact of"
has helped to preclude international
challenges to the conduct of space recon-
naissance. As much can be gained by the
! | nethod of exposing this decision, specific

procedures should be agreed.

C. Brief of Congressional Comiittees

(1) Congressional committee chairmen
have long helped to maintain the sccurity
of NRO prograns and decided on the need-to-
know of tic cntirc Legislative Brancih. It
is recognized thét_there has been some diffi-
culty in retairing this security ard one

. recently
chairman has/remarkcd_at the difficulty of
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continuing such a posture. Howcver, on
query from the press, each chairmin has
continued his firm support. It is obvi-
ous that thesc men can be relied on to
not make their own deccisions on classification.

(2) However, the cntire Congress has
sone reSponsibility for the proper func-
tioning of all aspects of the Government,
and the prospect that a heavily budgeted
NRO exists is certainlj of legitinmate
interest. To meet this need, it is.pro-
posed that a bricfing be provided to the
chairmen of the appropriate committces
which would assurc that mctihods of doing
business arc essentially the saﬁc as
those of the rest of the Government, that
our track record on overruas and manage-
ment costs arc good, and that audit and
oversight provisions arc at least as
restrictive as those found elsetihere.
This would enablc the chairmen to pass
this information to other representativces
at the classified level, according to

their desires.
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DLE VIS

D. Reaction to Public Disclosures

(1) The need to recact to public disclo-

sures rexains nuch the sane., Yisciosures cof
classified information are gencrally ignorad
but as sone information is noiw available at

the unclassified level, inquiries will be

answercd to the extent now possible. illowever,

as the recommendations of this Committee
creatc a gray area in security where black
and white formerly cxisted, more public
disclosures can be expected unless clear
cut-off lines are briefed to all holders
of ALENT-KEYHOLE clearances.

E. Executive l.evel Support

(1) It was reccognized that the exccu-
tive level is often under heavy pressure to
respond to queries relating to inforaation

in the public domain. 1{ the nanes and

nitials relating to the NRO are formally

declassified, this could also relate to

"facts about” the NRQ, its organization,
progzram, personiel, and activities. Ia
spite of this rccognition, the Comzittec

belicves that all "facts about" the XRO.

nust roirain classified.
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RECOi-LIENDATIOXNS |

- 7. As a result of these discussions, the Committeco
recomiends:

| A. - That the terms, "ilational Reconnaissance
Office" and "National Reconnaissance Prograa," as
well as the'initiais, "NRO" and "NRP," be formally
declassified but that no information be revecalced
about the identity of personhel, the organizafian,
or the programs.

B. That the DCI recomnend the deciassifi-
cation of the "fact of' space reconnaissance on
sccurity grounds alonc.but taat he point out
the potential political problens and defer to

Jr. Kissinger for the final decision.t

1The NRO Staff Sccurity representative believes other nations
will distinguish between the existing "common kaowlcdge of
satellite reconnaissance and an "official" ackaowladgaent by
the Government, cven if that acknowledgment occurs only by
confirmation of that fact by oificial rccords. Sucii acknowl-
edgment night inmpel foreign governments to protest officially
a matter which had becn tolerated when it was widely known
but not officially adnitted.
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C.
mittees be bricfed on any changes pricr
plisihsient and that additicnzl inforaatizn for
rclease to fellow Congressimen at the classificd
level be provided on the NRO organi:aiion and
nethods of doing business.

0. Tﬁat information provided in rcsponse
to queries resulting froa public disclosurec be
in éccord with the above reconncendations and
that all holders O-ALE.\'T~KEYHOLE
clearances be briefed on this policy and'the
continuing neecd for strict sccurity.

E. That, with the above reconnended

exceptions, the strict security controls of the

8. In order that there bs no confusion on tie
tation of these recommendations, there is appended a
on inplementation which specifies the interpretation

by the Committec.

lThc,represcntative of the CIA Office of Security
coacur in this recomnmendation. fie delicvers that

can be made to allow declassificatic: of all code
program nowmes, Rission names, and nission nurmbers us
organization, subordination, Agency participatin
sonncl of the NRO. fle has submitted a ninority

is attachoed.
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IUMPLEMENTATION OF RECOMEIESJIATIONS

. A. Declassification of nanes and initials

1. Would be a low-key acknowledgment by UCI or Secieof.

2. Could be acknowledged by PIOs.

3. Would qvoke "no comnent' beyond écknowledgmcnt of
organizational existence.

4. Would not authenticate acknowledgmént of place or
organization of employment.

§. Would not identify the organizational location,
composition, or personnel.

6. Would not change the organizational subordination
or mode of operation of the NRO.

! 7. Appropriate Congressional committece chairamcen would

be briefed prior to formal declassification.

B. Proposal to declassify the "fact of"

1. vould recomaend to Jr. Kissinger the declassifica-
tion of the '"fact of" as a ncans ofbenhancing
official credibility of the intelligence community.

2. Would point out the possible depreciation cf intel-
ligence if such open acknowledgment precipitated
international treatics or agrceients wiich woild

limit satellite reconnaissaice.
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3. Once declassified, there would he no annouaccnent
but would be rcvealed as a nattcr of coursc by the
DCl, the SecDef or, as appropriate, Public Infor-
qation Officers, on query.

4. Appropriate Congressional cOumitice ciuairnen vwvauld

be briefed prior to declassification.

C. Brief of Congressional Coumittees

1. The chairmen of the appropriate Senate and llouse
conmitteces and their désignated associates be
briefed on the management of the RO, to include

a. Procedurcs for soliciting RFQs.

b. Procedures fbr source sclection.

c. Degrce of adhecrence to ASPRs.

d.. Costs, managencnt costs, ovcrruns; and
conparisons.

e. Provisions for audit.

f. Pfovisions for oversignt.

2. The briefings siould stress adlercnce to regulations
and procurement guidance but show tihe ianaer in which
the WRO is able to opcrate nmore efiiciently than by

using normal Governmcnt management nethods.

J. Reaction to Public Disclosures

1. All holders o TALEXT-KEYHOLE clearances,

ihcluding PIOs should be bricfed to ecstiablish the
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new disclosure cut-off lines and recinforce the

"no comacnt"™ response beyond tnese lines.

E. Executive Level Support

Inplementation would be cffccted in consonance with

1. above.

Attachment
Minority nepo'15-74
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