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MEMORANDUM FOR:' NRO Program· Dir6ct,ors 
NRQ Staff 

SUBJECT· 

A. General: 

Security Handling of Covert Satellite SIGINT 
Collection Project■ and Control of Raw StGINT 
Intelligence 

I. Purau4nt to the tiSIB decision .of 23 August 1962 (See USIB :.n~4L "5/17) 
all U. S. Stgna.l IiateUigent=e (SIOINT) raw materials collected by varioua • 
aatellitf p•oJect■ ~11 be ha~dled under the BYEMAN Security System 
until they have undergone inUial proc.e■ ain1. Projects affected by thia 
decl~ion '-re POPPY, E~DRQP and 102. In keeping with thia deciaion· 
and the official intent fo~ the integration of si~Uar and compatible Sl(illl,IT 
projects under the ~RO, the i'1dividual activities POPPY and EARD&OP 
wUl hencefo:rth,· be identified aa P;roject EARPOP within the BYEMAN 
System. TJae codewords EA.RDROP and POP:PY are voided for pu.rpoees 
of NRO SIOINT policy and administration. 

Z. Consolidation of covert SIGINT projects under one system o! 
control and project title does not i~ any way abro$ate the ''must-know'' 
policy established for the NRP. T.he intent·i:s to permit Program and 
P.roject Directors the opportunity to exchange technica} information as 
nece.s sary and as may be deemed of mutual benefit. Individuals appro ,ed 
for access to ir:uorm.atiou pertaining to Project E'\RPOP, though eiigible 
for acc:eee to all th~ separate system• under this title, will only be --··- ·"··· 
briefed to the extent nec·essary to the effective performance of their ,,,.,,;_, • •• ---·.·••···-
asei1ned dutiee:. Jlr~g_ram and Prs,Ject Directo~ s .. "-'ill exercise discret.ion 
ln jua~Uying the "mu11t-know" for any. individual whom tbe-y desire to brief 
t>Q other ayeto·ms and will coor.dinate with each other CDncerning the 
''muat :knQw11 and dtent .of a-cces • nee es sary. 

• 3'. • , Pr'Op-am Mrectore are· reeponaible for c:ontrollinK acceea to 
:lasslfied work area• and dh1eemtnation of. th·e system a data under tlMrir 
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4. •Effective 7 December 1962 all activities relating to the devel­
opment, manufacture,· improvement and operational utHization .of el(ist­
ing covert satellite SIGINT reconnaissance systems now identified 
as Project E"ARPOP and all raw intelligence materials produced by this 
Project and Project 102 will be subject to the security policy established 
for the Na.tiona~ Reconnaissance Program. Though Project 102, is· 
likewise subject to the security policy established for the NRP, it is 
not presently being combined with _Project EARPOP due to certain elements 
of incompatibility existing within Project 102. 

B. Document and Communication Control: 

All communications pertaining to such covert systems and the 
aforementi~ned raw SIGINT materials produced by all satellite projects 
will be· handled in accordance with procedures as prescribed in the 
B YEMAN Security Manual. Documents or communications previously 
issued under Project POPPY and EARDROP security procedures will 
not be placed under BYE MAN control unless re-t:ran.smitted or reissued 
but will, where practicable, be given the same or comparable physical 
protection. 

C. Control of Raw (SIGINT) Intelligence Product: 

B-YEMAN control of tht raw intelligence product will begin at the 
point at which recorded signal intercepts can be identified as satellite 
derived SIGINT. Insofar as the POPPY System is concerned, BYEMAN 
control will begin at the point at which satellite signal transmissions are_ 
received, recorded and initially anal;"'Zed by ground stations. The point 
'of initial BYEMAN control for EARDROP and 102 derived raw intelli:.. 
gen~ w.iil be wh~n the decommutation processes begin withi~· the SAFSP 
"Custom Shop". Such'.controls will remain in effect until process-ing 
has reached the point of final analysis and a report is published for 

• distribution to the Intelligence Community. During the various stages 
of processing, intellig·ence data which does riot reveal the method of 
collection (satellite) or which can be attributed to a plausable source 
other than satellite, may be released outside the BYEMAN contr0l 
system under an appropriate security classification. All SIGINT reports 
which are based on analysis of data under BYEMAN control will be 
placed in the T-KH System by NSA and other authorized processors 
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when published and distributed to the Intelligen·ce Community. Such 
reporta·will ·be distinquished by the codeword ZARF and will be 
classified TOP SECR"ET. The minimum level of clearance of personnel 
involved in the handling or proc.esaing of BYEMAN material will be 
BYECOMr(See Section IV, O, 3, of BYEMAN Security Manual). 

D. Covert Project Security:·· 

• 1. All activities relating to the development, manufacture, refine-· 
ment and operational utilization of SIGINT collection systems under 
the Project title EARPOP will be- aubject to the provisions of NRO Security 
Policy Directivei and the BYEMAN Security Manual. 

I 

z.. Program Directors are authorized to issue Security Access 
Approvals to individuals involved in the management and operation of their 
respective covert SIGINT system■ . In ao doing they will effect, through 
BYEMAN channels, timely reporting (14 days maximum) and subsequent 
written certification _to the Special Security Center (SSC/ CIA) that the 
indivi~ual: 

(a) requires access to project information in order 
to effectively perf~rni hia assigned d\lties, 

(b) baa been inveatt1ated and meets the personnel 
security criteria as established for the National 
Reconnaiss,ance Program, 

(c) has been appropriately eecurity briefed, and 

(d) has exe~uted the required· sec~ecy oath. 

3. Individuals not directly involved in the management or ope_ration 
of such cove_rt systems, but who require access fo-r other reasons of 
national interest must be approved by the DNRO or ·his designee. Request 
fo_r such app.rovals must be addressed to the DNRO in triplicate, ~tating 
the full details justifying the individual's "must-know" for access and 
certifying that the prescribed i,nvestigation has been conducted and that 
the individual meets the personnel security standards of the NRP. The 
request, if -approved, will be returned to the originator and a copy, bearing 
the signature of the approving auth0rity will be forwarded to the SSC/CIA. 
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The reciutnrthrg·effiee will subaequently certify -to the SSC/CIA whon t.l\e 
individual baa been security indoctrinated and has executed the preac ft bed · 
secrecy oath. 

4. All actions relating to security access approvals for Project 
EAltPOP which concern employees of the Department of Defense who 
are no.t directly involved with the management or ope-ration of any collection 
system- under this project title will b~ t-ranamitte.d via the Special 
Activities Office, Defense Intelligence Agency (SAO/DIA). Departmc.nt 
of Defense pe-rsonnel app-roved for accesa by the respective Project 
EARPOP p·rogram Directors will, for record purposes, be identified 
in writing to- SAO/DIA who maintains a list of all such Project EARPOP 
Security Access Approvals granted. 

5. To the extent feasible., and with due regar.d fpr events that have 
already transpired, th'e development and manufacture qf· covert satellite 
reconnaissance SICiINT collection systems will be effected under conditions 
of maxim.am aecurity and -cornpartmentation. Therefore all biduatrial 
personnel involved in the covert development, manufacture or refinement 

• of Project EARPOP collection ·•y-stems must pos seas Security Access 
Approval under criteria as defined in· the -National Reconnaissance Program. 
In those cases where the contract responsibility is ve■ted in the CIA, 
Program Directors will submit requests for industrial Security Ace ea s 
Approvals via established BYE;MAN channela to SSC/CIA. Such rcquc·sts. 
should reflect the Security Accesa.Appr_oval· "phase" (~s defined i-n NRP 
security policy) and will be accompanied by a minimum of two executed 
copies of DD.-48. Responsible Program Dire.ctors are delegated .authority 
to issue Security Access Approvals to industrial personnel in those cases 
where the contr.act responsibility is under their cognizance. Following 
such issuances, responsible Directo!S will effect prompt notice and 
subsequent wri~ten certification to SSC/CIA that the individual concerned: 

(a) meets the prescribed· personnel secuz:-~ty standard•,· 

(b) has received s·ecurity indoctrination, and 

(c) has executed the required secrecy oat_h. 

6. Program and Project Directors will ensure that industrial 
pereonz:iel do not receive information relating to collection aystem• 
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7. • Provam and Project Director• presently responsible !or 
management" a.nd·operatiori of ·covert ayatema under the Project title ·_.., 
EXKPOP,- and official• of department• and agencies concerned, will 
at the earliest possible opportunity, adviae SSC/CIA (and SAO/DIA 
where appropriate) of the name■, identifying information and date 
of clearances o! those personnel whom they have listed as presently 
boldincclea~ance• for the aforementioned POPPY and EARDROP Projects~ 

. All peraonnel approved for Project EARPOP must be duly processed 
and approved in accordance with this directive. 

8. Recognizing that the security criteria established for covert 
pr-ejecta under the BYEMAN Security Control System differ in certain 
respect• with the -cr.iteria previously used in granting Project POPPY 
and EARDROP security clearances, it is necessary that the security 
record■ of all individuals presently holding POPPY and EARDROP 
dea.rancea be reviewed to insure that sufficient investigative information 
is available to enable proper evaluation and that such information is 
coaaisteDt with the personnel security criteria presently pr_eacribed. 

9. Full field investig~tona will be initiated on all individuals 
where ouch tnveetigation ia not of record. Clearance determination 
and security record review• on all individuals cleared for Project 
EAR.POP ehould be completed within ■ix months !rom date of this. 
issuance. Durin1 the interim period, POPPY and EARDROP clearances 
held by individual ■ will remain in effect on a provisional basis until 
field inveatiaationa are completed and a satisfactory access approval 
determination baa been made. . ' 
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Joseph·V. Charyk 
National Reconnaie eance O!fice 
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