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3*»f;SUBJECT.‘ Proposed Changas in tha Scope oﬁ tha BYEMAN and
B QALLNT*KEYHOLE Securi&y Systams RRTRRa

" PRODBLEM:

a

vo” and NRO representatives) on the identification of NRP'inLorma- B
b tion that may be handled in the TALENT-KEYHOLE control channel -
D (Tab A). In an earlier discussion on this paper, you expraasad
0 some concern about . the type of technical and operational ™ -
‘ AﬁlOfmatiOR proposed for release undax a T~K 1abel.,iﬁ o

T PACECROUED: o

The T. LFNT~KTYYOLE qccuritv qyst s On August 26 1960
o (a dow uays after the successful recovery of tha fxrat satellita
. reconnalssance capsule) President Eiscnhower directed the

-~ .that the products of satellite reconnalsseance, and in;ormation
.- of the fact of such recomnaissance revealed by the product,
5.fg”$ﬂall be given gtrict security handling unsddr the provisions of -
o a gpeeial security control system approved by me. I hexreby -
cppyove the AALENT-KEYHOLE Securxty Contxol System for thia

. ;,‘ purpose..-. . . _ o e o G ‘; oo

4

_ The DYEHAN Sécurity sttom: 01 December 20, 1961, the
olonhN security system was introduced by the DCL, who published
a monual on the subject. The stated purpose of the BYEMAN
system was "to protect information pextaining to the development
and/ox opexational aspects of NRP projects."” The DCI is respon=
. Bible for protecting and controlling BYEMAN matexials; the DNRO
18 rusponsible for detemmining Individual "mugt-koow" for access.

to NRP information; and, by agreement between the DNRO and the ' .

i
vooh
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Evaluate a proposed COMOR Directive (prépareé‘by DIA,’CiA,.’;

L,
',

b.r  establisbment of the TALENT-KLYHOLE securlty system, The scopa_{gﬁt
¢ 4. .0f the system was described in thesc words, "I hereby direet . .-

‘a‘,

N—




 tﬁ@hff£11uscrate LY”WAN or. BYEhANatypa in;o*mation in the KH~8 manual:
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Divectox, DIA, tha lattﬁr "manag@a" thc bYZhAN ayutem withﬁn g

tle DOD {fox erempla, 9zﬁ¢§aa@5 ﬁli Dcﬁ r@queaea f@ﬂ pﬁ@j@et ';;g:rN

cleaxdﬁcas)

, Thae Firat Bond{nw of the Rulnu.l“Early'in‘1962, becausa 0f .
. N?IL 6 complaint that it was not belng kept cuxrent om csmexa =/, -

modLlfications and new cameras, the NRO Staff prepared the first o

. in what was to become a sexiea of technical booklets designed
to agpist the exploitation techniclens. It is clear, from the"

definitions stated above, that these booklets should have bcon;:ggjff

~in the DYEMAN oystem, since they described, in detail, camera 0.~
~aystamg, optical configurations, Opcrat;oﬁal modes, etc, Both ..
NPIC and DIA-~the main customers for the booklets--urged the '
AP Stafi to conalder the use of thoe TALENT-KEYHOLE system, ian - =i
iica of BYE&AN arguing that (1) this would preclude a £flood of "V -
Aucucaus fox BYIMAN codeworll project cleaxances and (2) the
‘distribution of the booklets could and would be handled onm a
BLLLCE "mugt~know" basis. This avgument was considexed compelling
cod the suggestlon was followed with the iosuznce of manuals for‘w.”
the Ni~4 and KH=7, and portinont alrcraft cameras, la the T«K
systom. Attached at Tab B for your Informatlion is the latest
1lsuch manual for the G-Cubed (W1-8) canera, which was prepared
by the Staff and published by NPIC. The following examples

“abe 1: Lain camara oPLics (line &:awino)

-Page 2: The altituaa range e ’
i . Tha avallability af nOl film 8paads
": % The expected accu:acy of film apeed synchroni-
s el gation ¢ L
7 The use of SO 3404 thin ‘base fihn “j«#,ﬂ,x,;
Lhe camara 8 loopar mechaniﬁma ST

Page 3. Fbcus adjustment compouents

ave 495: Expouura and . pr cessing 1n£0rmaulon . o
| L LT ' Coamera contT col: pointing and crab. anglea R
o ’n,ﬁﬂ,'i-3 ?f:; u;scuaaion of modea of operatmon R

Page 10.: bet acquiaition methodaloby

Fl
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-Q;S&TibUﬁiOn volume is 27 copiles.
i whort, aside from the question of their legitimacy in the T—&

Y

’-ﬁ

- PAUSTENT ?TATUS:

' Duriag the past year, the DIA (wnic&, ag NRO request, handlea
a1l DOD requesis for BYMMAN codowoxd clearances) has beon - -0

“activity, They must have

Paga 14: Alcituda raqgas A
o 0., Missionm durations
'V : ng‘ Leng types - L
'Tilm drgve cayabil&tiaﬁ~
‘Mi*ror crab capabillﬁxaa

Paga 15: Film handling asaembiy

Pawe 16: APT camera daaignri52 §iaﬁ
Page 19: Cameza £ number Be

Paga 21: APT camera oparational modea T

- Howevarx
uh&Olle as promised at the outeet by DIA and NPIC. The
Reproduction is prohibited.

ajatrm, these manuals have not constituted a problem pex sa;
howover, thelr existence may have encouraged the recent intxo*b,
ion of a DIA proposal to bend tha zxules a 1little further.

S

Quu&

7

eral uge of T*K in 1ieu o EYE&AN at t&mes by CO%OR and USIB.

presced severoly foxr additional BYEMAN clearances, particularly

by UIiA planners, DIA sclence and technology paople, and Army

wprexg and chargers. Thege clearance roqucaus-nnumbaring

pexhaps 150-~aro advancad on the basis ' of the following justixi-“u;

CatLOﬂ! -

1. DIA plamnerﬁ.
matiny regource needs forw

DiA's exploltation (NPICwequivalent) .
gehedule iaformation on each opera-
tional or planned system in oxder to budget manpower, dollar,

&uo facllity xesouices.
DYEMAN system. I would recoumend that detailed schedules go to

[‘axreauynclaured top management personnel and then ba paraphrased “
’ if necessary, for T-K clearad peopia).,~m AR L

T
i
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the diatributio1 of these manuals has bccn carefﬁlly fj

un i encouragement may have come from what appears to ma to be ;ﬁn‘

These people are responsible for estle '

Unforturately, NRP schedules are in the .-




'“‘f.reuuestxng LYEMAN cleaxancea for the pcople 1nvolved)

U the
10 forx additlional COR ONA clearancea,
. “xjabout approving such clparuncca on a muat-know” basis). -

B

..+ weasonably congexvatlve viewpoint and has turned dowm about

L -

i biock of 150 mew people (the sum of 1, 2, 3 above) to the 7

' L:J.lnut

wevs gought,

‘clearances, why not cxpand the scope of T-K, on a wust-lmow

" £inally produced the paper (sce Tab A) which Messrs. Shcldon ;“

_f}‘ana Osborme have sent to you for coordination.
~fprcwosul the following items would be ralcaaedv-albext a con* -

’ 5f§~txolled bagis==to holders of. TK cleaxr Mances.ﬁ LA

L o R Approved for Release1 2017/01/25 C05096391

2. DIA retonce and tocbnolnwxmpooplo. Tha m105101 of

']'thiﬁ activity has naver buon elear Lo uss howaver, thore iu g _;;.yﬁ
' pressure from its memborsg for BYEUAN clearances so that each = 0 "
may have a "broad overview" of reconnaigsance.

(X would recom= . ':.
'y XV;' ‘

mend that DIA clarify the misslon of this office, prior to

3. A“my mnppors and chnrtor“. With the cancellation of

CGOH codevord, Anay mappexs ond charters have been p&esaingj
(w@ should have no qualmg -

The DIA apecial ACLiVLtiCu Oﬂfice (DIAJX), headed by Colonel. ..
lliam lall, has done an excellent job of handling BYEMAN = '+ - -
cuwity processing fLox the N&O. Colonel iall's staff has a '

e

-
ko
~
r

9]

The idea of adding

i

30

-40% of the requests on initial screcning.
PUIAN access 1ist was not attvactive to DIAXX and algerﬂativaa e
Last summer, DIAKX developed a new idea: sgince o7
post ol the people dcsixing codeword clearances already had T~K.

ﬂlw expansion OL"’
abie in the I\H\O H
sufficient to

basis, to cover the information required?
¥-X data, plus the information already ava
T~X comexra system manuals, was belleved. to b

'eliminate the need for BYEMAN clearances in the majoxmty of R
e SR

This was proposod ofﬁxciallj to CIA by DXA.,

vy .
U‘-‘IJ.

The idea was developed further by a CIA/DOD comm;ttce which

‘Undex -this

‘ffl.:fOperaLional target dat»a £ox naw sys»cm»iﬁ

5 Misaion fxequ»nc; of ail cjstams‘

’0%-0 ait llﬁetxmaa

Opaxationul alt tudagf

Approved for Release: 2017/01/25 C05096391




. S L Approved for Release 2017/01/25 C05096391 L G . AR

I Telease 2017101125 00
o ' Film type, format and voluma ; ;Efﬁf§  il?ﬁ5§ ﬁj:ﬁfj;t'
ﬁﬁfﬂ‘ ) 'ﬁ£v6. ;3eﬂs0r focal 1Ln~th, 5wath wioth, reaeiuﬁicn.%émd #
S o ’.“ ope““imﬂu modes e - o e -
QJ' “ ) 7.» Saﬁelli :Q Opebations Ccntar Conirol Manualsl
i | R
i ]18 ‘;echnical lxmitationa of dh-7/&ﬂ~8
o A 339 Technical camera dcacription manuala :“
«}(,???g}{;10;1‘qpecial faatures of curreat or futurmJaystema
11 Miaalon co#ts iffffi;uis*:}f'-L?}'laf ’~1,@7731J¥;?;fj~
Lo ,;f" ‘.’n’ 12 Data on non»photographlc ua~e—£ormin~ séggofa”&f:ﬂ%?ilf
i ATTT “*’XTIVL pQU‘{c';A; ()1’ A(”T}'GT e [ ‘ .":" ?’ }

.1. Anrnn to_the ~mnonﬁ1: This does not solve an implicit
0 basic longer-iewn pxoblcm. do we plan to keop the BYEMAN and
{ TALENT-IUVIOLE security systems? DBDoth systems are clearly defined
i . in thelr oviginal chanters. Uafortunately, the NRO has contriﬁutedv
. oooto blurring that claxiay by {souing T~K manuals on the comeras,, .
~ . T despite the best of intentions. Do we solve the B/T-K lssue by
U dntroducing a thivd systeome-an enlarged T-K7° Ox expanding T-K.
U to where 1t may include almosgt overything which is now BYMMAN?
Sud s leaving these distincetions to the "“nﬁior Intelligenca :
AU&Excer 8" (sca 1ab I, page L oﬁ BYE 36921~60 at tacnmeat, ane 13)?

D 2. hodify an.propoanl.‘ Thiw might have the auvantage of belng;
! wore palarable to the originators; unfortunately, where does one
begin? - lihich itemg~-in such an inaeﬂrarad packaga--can ba elimi*

. nated inéividually onl pxineiple? S I S T

,3. Pronose A new courss of actﬁon' This may be the time to " -

call a halt to the blurriang oi the DYWAN and TALLNT=-KEYIIOLE 2
secur Lij Bysteng,
. eall for both systems to bo presorved and experience to this
! - point indlcates that the distinction may need to be reinformed

Presont polxcmas, directives, and guidanca | -, @ ||

R - NS
- pather than blurrod.‘g;ha N0 could sssume the leadership in .7 - |m

.0 this matier by:f

TR
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: a. Correctint past practice: Camera mandals, from this
poinc fowward would go dnto the DYAMAN/IALENT-IEYIIOLE (jointly) .

“u@thiQy system. We can afford to allov the Ki-4 and KiI~7 L

W;uuulﬂ to “wither away," as those systems move toward termina=

tion, Tahe NI-8 manual (already 8istributed) would be re~clasai££éd'

to Zncluda LYIMAN and tha Ki=9 manual (still to be wxitten), as

X

A

IR zua Lhi;d opcion has &he diaadv&wt&g& of "rajecting" tha ' '“%;ﬂ;
- proposed DIA-CIA solution to a problem. Various argumants will
. be valsed aga;nst i, Lox example' -

1. "Do you really want sever :al hundrad additional ‘peopla

getiing Iato your DYIMAN business, via;txng your contractors,
Cdepaading briefinga?” As a matter of record, we have had vexy

1icile fntrusion into "BYEMAN buslaess" Lrom BYLNMAN-cleared
peorle and none that we cen wecall f£rom BYEMAN-cleared exploita=
vion paonle. Furthox, those people would only be briefed on Lha
pOXLxOﬂS of the projacta appllcable to, uheir busineaa. ‘ ;

2. "We have a tuxnovar of one~§hi d to ona-fburah of

our 1=K villet structure cach year xight here in the Uash;ngton

area, . Do you want to double or triple cur work by having us take

thege peonie in and out of multiple DYINAN clearonces rather than

a single ©-X clearance?" Tzue, some additional work might be

wocuired on the part of the DIA, but I would expect only 4 Qoxtion

o” the T«X billet strxuctura, to requira BYEMAN clearances xor

2 Oitﬂifaﬂ purposea.igan
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ngall ag any ﬁubsmquena to it, could be protected almilarly. * . ¢1;~ ,

4 b. COfrePtfﬂg m {mwrnﬁﬁfnn.‘ DiA appaxantly has the - " .

LU motion that the NRO strongly oppeses gliving BYEMAN access to the . .0

Sy explodtation community. Thile 15 a feeling we could corroct
Crathor easily. Thae DYEMAN access cleavances which would be

. Fequired todsy by selected exploitation pergormnel would be twot
>u"C" and "G". The mumber of cleared pewdgons requirved is estimated

- at &ﬁvaL31 hundxcd~~a11 of whom presently have T-K clearances. -
. 8inco thege individuals are bona £ide partieipsnts in the genaral

| patellive recomnaispance activity, it would ba parfeculy credible -
o garnt them claarancaa, as xequxred CL . “,“,(%;aﬁ‘;

it v
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3. "The Ay wiil ba vor y unnappj 42 tha T-K uystem

ion'g gﬁﬂﬁ@n@ﬂ to imeluda weve Apmy pacple.' Tha Avay iﬂ,

dndeed, uanunﬁ/'" it has been advocat inv the change of T~K-
N~ "”LCE“'" for some time. Dut the Ammy's unhupanes& is
dircct&& at an alleged scareity of cleared people, rather than
Perhaps, more Ammy exploitation

LD at a given gocurdty system, s
L puaﬁla do need DYEMAN ox T-K clc“raacoa. Thig naeas anothar loak‘_~.i

, J

L

4, "”ﬁvcral hund od B“”MAN cluaranccs? Befora youtra
throupgh, the wequests will number thougsnds'™ By the caraful |
. use of dopartmental billet structuxes, the mumber of cleavances. i ..
 foi actual exploitation personmel can be comtrolled. And the 77
denad 48 not ag enorwous as it is often imagined; fox example,b-
A»Iu has 1600 "axploitera" and onlf gt ﬂaeded access to the KH~7 ;

.“'“

i

Loweva:, 1do baliava tha thixd cntion h&a tha advuntaga of ,
cettdng to the- noart of tha problem. It pregerves the TALENT- -
o SRWOLE and DYIDIAN systems o accoxdance with thelr legal function
e ands riyznal intent 4Lt avoids the introductlon of what amounts to
S @ thind sacurity 8JS£Cm, ic briﬁga the NRO camera wanuals back .

- undier proper clagsification; and it 6nculd satisfy the neada oﬁ" [m

““@ axploitqtion cammunity. .

el

i} “':" oy

e

1

RTCG”N“““&TIOW‘ "7'Tf3”fw *ﬁ’“.i, R

e “Ihio 0lob1am, involvinv all of our customors (the DIA and - .
iA), 48 too complex to aolve by mail, I vecommend & confczcnca g;
botween Mr. Sheldon, Mrs Osborne, Colcnel Nall (DIA), mysclf,
T ‘:“ Me. Mazza Lo discusns this problem, Option 3 will ba a new
.. thought to thesa people and is worth oxploring. Ia that vein, I
- zacommcnd uhﬂﬁ yau ﬁigu tha opposita p&ge memo €0 E&' Shgldpn.”

‘ff _3“mas 1. Stewaxt L
Lo Majow General,. USAF u\y
i..Di ector “» '

o
“r

S

s et s e
v sy g gt ~ . T
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