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NATIONAL RECONNAISSANCE OFFICE
Office of Inspector General
14675 Lee Road
Chantilly, VA 20151-1715

29 September 2015

MEMORANDUM FOR DIRECTOR, COMMUNICATIONS SYSTEMS DIRECTORATE
DIRECTOR, OFFICE OF CONTRACTS
DIRECTOR, OFFICE OF SECURITY AND COUNTERINTELLIGENCE

SUBJECT: (U) Final Report: Audit of the National Reconnaissance
Office Management of the Silver Eagle Contract
(Project Number 2014-003 A)

(U) The National Reconnaissance Office (NRO) Office of Inspector
General (0IG) final report on the Audit of the NRO Management of the
Silver Eagle Contract is attached. I am providing this report for
your information and implementation of the recommendations. T
appreciate the responses to the draft report. We will continue to
work with you to ensure your remediation plan meets the intent of the
findings and recommendations.

(U/ 7880+ 1T also appreciate the courtesies extended to my staff

during this audit. Please direct any gquestions you may have regarding
this audit to me at ecure) or to the Assistant Inspector
General for Audits at {secure). Direct any guestions (b)(3)

regarding corrective action reporting to the 0IG Follow-up
Administrator, at[:::::::::]secure).

Acting Inspector General

Attachment:

(U) Final Audit Report
(Project Number 2014-003 A)
(U/ A=oge
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EXECUTIVE SUMMARY
(U) Audit of the NRO Management of the
Silver Eagle Contract

(U) Why the OIG Did This Audit

(U/A0B67r The Silver Eagle contract provides vital
enterprise Information Technology (IT) support for
government-owned network systems and equipment at

over

‘ The approved Silver

Eagle performance objectives are to (b)(3)

e improve performance and customer service;

e  control costs;

e incorporate cutting edge information technology
and telecommunications technologies; and

e adjust resources due to efficiencies and changing
requirements.

(UriFeEyWhen the NRO migrated to Silver Eagle in
2011, NRO management requested the closure of the
remaining open recommendations from the OIG 2007
audit report of the Patriot contract. In closing the
recommendations, the OIG notified NRO management
of the obligation to conduct follow up on the
implementation of the recommendations through an
audit of the Silver Eagle contract.

(U/FEESy The objective of this audit was to assess
whether the NRO is overseeing and verifying the Silver
Eagle contractor’s performance of IT enterprise services
in accordance with contract requirements. During our
audit planning work, the OIG could not trace the Silver
Eagle Statement of Work acquisition objectives to
contract requirements. Therefore, the OIG determined
that the Silver Eagle acquisition strategy merited a more
comprehensive assessment of the contract requirements
and the oversight and verification of contractor
performance.

(U) What the OIG Found

(UFFeLQ)_ Overall, the OIG found that the NRO
provides only limited oversight and verification in
determining that the Silver Eagle contractor performance
15 meeting intended telecommunications and T
responsibilities. The NRO needs to define the Silver
Eagle performance objectives in terms of contract
requirements and contract oversight  processes.
Specifically, the NRO acquisition planning and Silver
Eagle contract oversight processes did not include

DI UFINL

(U) To view the full report,
including the scope, methodology,
results, and management
comments, go to
https://corpstaff.sve.nro.ic.gov/oig

e implementing an acquisition strategy that
defined and traced the performance objectives to
contract performance and oversight
requirements;

e engaging stakeholders in  defining the
requirements and quality standards to include
measuring customer satisfaction; and

e valid Firm Fixed Priced (FFP) baselines, the
methodology for verifying FFP receipt of goods
and services, or establishing the basis for FFP
payments.

(UAPFeUQ) Consequently, the NRO may not achieve the
approved contract objectives to improve performance
and customer service, control costs, incorporate “cutting
edge” 1T telecommunications technologies, and adjust
resources due to efficiencies and changing requirements
on future IT services efforts.

(U) What the OIG Recommends

(UML) The OIG recommends that the NRO assess
the Silver Eagle contract to ensure the current contract
requirements align to approved performance objectives,
moprove future IT enterprise services, and measure and
report contract progress in meeting or exceeding
performance objectives and stakeholder expectations. In
addition, the OIG recommends that the NRO implement
an oversight and contract payment plan that ensures
accountability and proper payments for contractor
performance. Find a complete list of recommendations
in APPENDIX A.

(U) Management Comments

(U) The Director, Communications Systems Directorate
(COMM) reviewed a draft of this report and concurred
with the findings and recommendations presented. The
Director, COMM plans to meet the intent of the
recommendations. Prior to the issuance of this final
report, Director, COMM took actions that closed four
recommendations. As part of our follow-up process, we
will monitor the status of the corrective action plans for
the remaining recommendations through  full
implementation. Complete copies of the management
comments can be found in APPENDIX F.

Project Number 2014-003 A

29 September 2015
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(U) NATIONAL RECONNAISSANCE OFFICE
OFFICE OF INSPECTOR GENERAL

(UTFOHOQ). Audit of the National Reconnaissance Office Management
of the Silver Eagle Contract (Project Number 2014-003 A)

(U) INTRODUCTION

(U//FeHQ) The National Reconnaissance Office (NRO) Office of Inspector General
(OIG) performed an audit of the NRO Management of the Silver Eagle contract. The Silver
Eagle contract provides vital enterprise Information Technology (IT) support for government-
owned network systems and equipment at ()vei ‘at a
‘ ‘The objective of this audit was to assess whether the NRO is overseeing
and verifying the contractor’s performance of [T enterprise services in accordance with contract
requircments.

(U/E"OHQ) When the NRO migrated to Silver Eagle in 2011, NRO management
requested the closure of the remaining open recommendations from the OIG 2007 audit report
of the predecessor contract to Silver Fagle. In closing the recommendations, the OIG notified
NRO management of the obligation to conduct follow-up on the implementation of the
recommendations through an audit of the Silver Eagle contract.

(U) BACKGROUND

(U) Responsibility for NRO Telecommunications and IT Services

(U//FOHQ) During the acquisition planning for Silver Eagle in 2010, the Mission
Operations Directorate, ‘(MOD was responsible for providing
secure, reliable telecommunications and IT services to the Intelligence Community (IC) and
Department of Defense (DoD). Early in fiscal year 2014, the responsibility transferred from
MOD‘(O the Communications Systems Directorate (COMM). For the purposes of this
report, we will refer to the acquisition office when the audit addresses work performed by either
MOD or COMM.

(U) Brief Historv of NRO Acquisition Governance and the Silver Eagle Strategy

(U/FEeHEQ) In June 2010, the Director of the NRO established the Acquisition Strategy
Panel (ASP), chaired by the Principal Deputy Director of the NRO, to review and ensure
acquisition strategies and plans were fully coordinated across the NRO to support organizational
goals. The Silver Eagle acquisition strategy was one of the first NRO acquisitions presented to
the ASP. When MO presented Silver Eagle to the ASP in August and October 2010,
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the NRO had not issued any formal instructions or guidance for the ASP.! After responding to
several panel directed actions resulting from the August 2010 ASP, for example, the action to
reduce the government baseline by ten percent below the budget, MO received ASP
approval in October 2010 to proceed with acquiring contractor services on a commercial
firm-fixed-price (FFP) performance-based approach to support its mission responsibilities.
According to the ASP-approved acquisition strategy, the Silver Eagle contractor’s performance
would be subject to performance-based” service level agreements (SLAs) incorporated into the
Award Fee Plan at contract award. The plan included using performance-based SLAs as an
objective element in the subjective award fee evaluation process. SLAs describe the IT service,
document service level® targets, and specify responsibilities of the contractor (IT service
provider) and the Government.

(U/PEHQY) Since the ASP approval of Silver Eagle, the NRO has transitioned its
acquisition governance from ASP to the Acquisition Strategy Council (ASC), overseen by the
Director, NRO and issued policy. The ASC is one of the NRO’s key elements in its governance
process to ensure acquisitions support NRO strategic goals, Director of National Intelligence
(DNI) and DoD efficiency and affordability initiatives, and coordination with NRO stakeholders.

(U//FeEQ) In 2013, the NRO introduced enterprise portfolio management for all NRO
service acquisitions to its governance process. For service acquisitions, the Director, NRO,
delegates decision authority to the NRO Senior Manager or NRO Deputy Senior Manager for
Services. This new management approach for service acquisitions focuses on applying strategic
and enterprise planning, and defined performance metrics. The scope of Silver Eagle now falls
under the NRO’s service acquisition governance process.

(U) Silver Eagle Contract Details and Provisions

(UrFelQ) The NRO competitively awarded Silver Eagle to General Dynamics
Information Technology (GDIT), in July 2011, to provide enterprise IT and telecommunication
services support to the IC and DoD. GDIT assumed full responsibility for the program from the
Enterprise IT contract predecessor, Harris Information Technology Services, on 16 January 2012
at the completion of an agreed to transition period that commenced on 15 August 2011.

(U/F6eHQ) Under the Silver Eagle contract, GDIT 1s responsible for monitoring the
network, providing routine maintenance, and providing first responder troubleshooting and repair
of the NRO IT and Telecommunications.” The broad range of IT service responsibilities include,
but are not limited to,:

e Centralized Service Center Support

e Network Management and Operations

: (U//Fe-The NRO issued instructions for the Acquisition Strategy Council (ASC) in late 2011, The NRO
governance process transitioned from the ASP to the ASC, after the ASP approved the Silver Eagle acquisition
planning.

* (U) According to Federal Acquisition Regulation, performance-based acquisitions emphasize results rather than
how the contractor should perform the work.

? (U) Service levels should represent the NRO stakeholder needs according to the Information Technology
Infrastructure Library best practices.

* (U) Definition for echelon one (E1) work activities.

2
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Secure and Non-secure Telephony, Conferencing, and Facsimile Support
Mission Conferencing: Support Compunetix Conferencing Equipment
Video Services and Video Teleconferencing Support

Compartmented Network Administration, Video and Voice

Desktop Hardware and Application Services/Support (Unclassified, Secret, Sensitive
Compartment Information (SCI))

Portable Electronic Devices

Network Connectivity

Messaging Support

Communications Equipment Rooms

Secure Telephone Equipment (STE) Support

Data Storage/Back-up

Configuration Management

Continuity of Operations

Communications Security

(U/FEeHEL In addition, the contractor’s services include some support for engineering of
new and upgraded services and modification of the existing baseline capabilities.” GDIT has
primary responsibility for adjudicating all user requests pertaining to NRO Domains. These
domains include four systems (e.g., the NRO Management Information System (NMIS)), and
seven networks (e.g., the Government Wide Area Network (GWAN)). For this audit, we have
defined stakeholders as any individual that requires Silver Eagle contract services.

(U/MFOUQ) Silver Eagle is a commercial, FFP, award fee, labor hour type contract.
As detailed in the contract line item number (CLIN) structure for the Silver Eagle contract in
Appendix B, FFP is used to acquire standard services and labor hours for non-standard services.
The contract consists of a three-year base period and five, one-year options. During the audit,
COMM exercised the first one-year option period for baseline services. Before exercising the
next contract options or re-competing the requirements, the NRO has the opportunity to address
or negotiate changes to the contract requirements.

(U) Firm-Fixed-Price Contracts

(U/MPEHQ) According to the Federal Acquisition Regulation (FAR), when a contractor
accepts an FFP type scope, the contractor agrees to the maximum risk and full responsibility for
all costs and resulting profit or loss associated with that contract and SLA scope. On an FFP
contract, the government's payment is based on the results the contractor achieved and not the
effort expended. Next, when the government acquires services on a commercial FFP basis,
the government expects the contractor to correct or replace the non-conforming supplies or
services, without additional cost to the government. Lastly, the FAR's quality assurance
standards require the contracting officer (CO) to obtain an equitable price reduction or other
consideration when critical or major nonconformance occurs on an FFP contract.® These

3 (U) NRO definition for echelon two (E2) work activities.
% (U) Equitable adjustments can also be required for minor nonconformance services when the contractor will
achieve greater savings due to the nonconformance.

3
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standards for services indicate that the CO can identify up front the value of individual work
requirements for use in determining an equitable adjustment for nonconforming FFP services.

(U) SCOPE AND METHODOLOGY

(U//FEHEQ) The scope of this audit and report covers the NRO’s approval of the Silver
Eagle acquisition planning and strategy as it relates to contract requirements verification and
contract oversight. During our audit planning work, the OIG determined that the Silver Eagle
acquisition strategy merited a closer look to help assess the contract requirements, and
overseeing and verifying contractor performance. The OIG modified the audit scope
accordingly.

(U//FOYQ) The OIG performed this audit from December 2013 to March 2015 in
accordance with Generally Accepted Government Auditing Standards issued by the Comptroller
General of the United States. Those standards require that we plan and perform our audits to
obtain sufficient and appropriate evidence that provides a reasonable basis for the findings and
conclusions based on our audit objectives. The OIG assessed the internal controls deemed
significant within the context of the audit objectives. The OIG believes that the evidence
obtained provides a reasonable basis for the findings and conclusions based on the audit
objective. Any information system data used by the auditors or included in this report for
informational purposes was not audited, and is not significant to the audit findings.

(U/FOBEALTo accomplish the audit, the OIG assessed the NRO’s implementation of the
acquisition governance framework for Silver Eagle, and the consistency of the ASP-approved
acquisition strategy with the contract requirements and contract implementation. The OIG
reviewed and documented relevant laws and regulations, and NRO guidance, policies, and
procedures pertaining to our audit objective. We also reviewed acquisition and customer
satisfaction IT best practices.’

(UMPeHEQ) The OIG evaluated whether the NRO established and implemented a plan to
achieve the approved Silver Eagle performance objectives and contract requirements. This
included evaluating the government oversight and acceptance of FFP requirements, contractor’s
compliance with DoD 8570.01-M Information Assurance Workforce Improvement Program
commercial certification requirements for individuals performing information assurance (IA)
requirements, and assessing the potential Silver Eagle insider threat by testing and analyzing the
NRO’s monitoring and polygraphing of privileged users consistent with the Statement of Work
(SOW).

(U/MFEHELA). The OIG also analyzed the acquisition office’s effectiveness in using its
oversight mechanisms to oversee and verify Silver Eagle contract performance.
The oversight mechanisms evaluated included the award fee determinations, the contractor’s
service-level agreement performance and reporting; contractor’s delivery of the tool suite, and

7 (U) Kevin Forsberg, Ph.D., Hal Mooz, and Howard Cotterman, Visualizing Project Management, (John Wiley &
Sons, Inc., 1996), p. 105 paragraph 3. Kathy Schwalbe, Information Technology Project Management, Thomson
Course Technology, 4™ Edition, 2006), p 293, paragraph 2; Alison Cartlidge, Ashley Hanna, Colin Rudd, Ivor
Macfarlane, John Windebank, Stuart, Rance, The IT Infrastructure Library: An Introductory Overview of ITIL V3,
(The UK Chapter of the itSMF), page 12, paragraphs 1 and 2.

4
UNCLASSIFIED/FOROFFHCHARUSE-ONLY.

Approved for Release: 2017/01/13 C05095470



Approved for Release: 2017/01/13 C05095470.
UNCLASS I 11/ T OTC O T T O ko3 LEN

training and reference manuals; and review and approval of Silver Eagle vouchers and invoices.
Appendix C provides further details on the audit scope and methodology.

(U) PRIOR COVERAGE

(U/ASHQ) Audit of the National Reconnaissance Office Management of the Patriot
Program (Project No. 2006-0084), dated 8 June 2007. In this audit, the OIG reported significant
performance challenges the NRO experienced. The OIG made several recommendations to
improve the contract, and performance oversight of the contract. Appendix D details the Patriot
audit recommendations.

(U) AUDIT RESULTS

(U/POHQ) Overall, the OIG found that the NRO has not established the level of
oversight and verification required to determine that the Silver Eagle contractor performance is
meeting intended telecommunications and IT responsibilities. The NRO has yet to define the
Silver Eagle performance objectives in terms of contract requirements and contract oversight
processes. For this report, acquisition planning includes the ASP oversight and approval of the
Silver Eagle acquisition plan’s performance objectives and stakeholder involvement. Contract
oversight processes for the report consist of contractor accountability for FFP requirements,
award fee determinations, contract performance and payment verification, and monitoring of

rivileged user accounts. Specifically, the NRO acquisition planning and contract
oversight processes did not include

e implementing an acquisition strategy that defined and traced the performance
objectives to contract performance and oversight requirements;

e engaging stakeholders in defining the requirements and quality standards to include
measuring customer satisfaction; and

e establishing the basis for FFP payments, valid FFP baselines, or methodology for
verifying FFP receipt of goods and services.

(UML) Consequently, the NRO may fall short in achieving the ASP-approved
contract objectives to improve performance, customer service, and control costs; to incorporate
“cutting edge” IT and telecommunications technologies; and to adjust resources due to
efficiencies and changing requirements.

(U//FeHEQ) The OIG also found that some improvement opportunities exist that
could benefit the NRO when acquiring services on a commercial FFP basis and when using
\ \ Therefore, the OIG has addressed our assessment and suggestions for
acquiring services on a commercial FFP basis in the final section of the report under Other Audit
Matters, and issued a Letter of Concern to the Office of Security and Counterintelligence
(OS&CI) regarding the use| |
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(U/FOBQ) The NRO Silver Eagle Acquisition Strategy lacked key elements.

(U/MPOBQ) In approving the Silver Eagle acquisition plan, the NRO ASP did not ensure
that the acquisition directorate had defined baseline requirements and an oversight approach to
determine, measure, and report progress compared to the approved Silver Eagle performance
objectives. The Silver Eagle acquisition objectives included

e improving performance and customer service;

e controlling costs;®

e incorporating cutting edge information technology and telecommunications
technologies; and

e adjusting resources due to efficiencies and changing requirements.

(U/FOHEQ) In addition, the NRO ASP did not confirm that the acquisition organization
had obtained stakeholder input to determine Silver Eagle contract requirements and quality
standards. Such input would provide management a baseline to measure improvements to the
contractor’s customer service. Without engaging the stakeholders, the NRO is challenged in
validating improvements in customer service.

(U//FOHQ) The NRO lacked assurances that the Silver Eagle strategic guidance was
followed. Within the NRO’s acquisition governance framework, the ASP is responsible for
assessing the acquisition strategy and providing strategic guidance to the acquisition directorate.
Yet, the NRO applied no provisions to verify whether the acquisition directorate implemented
and followed ASP strategic guidance for the Silver Eagle acquisition. The NRO’s Silver Eagle
acquisition strategy brief to the ASP and other acquisition documentation reviewed as part of this
audit did not define nor trace measurable requirements to the performance objectives.

(U/TPEHQ) For example, for the performance objective “improve performance,” the
acquisition documentation does not define the existing baseline for what Silver Eagle
performance the NRO plans to improve; does not provide an objective goal that establishes when
the NRO will know performance has improved; nor does it state how the acquisition directorate
will measure and report progress toward improving performance.

(U/POHQ) Given the worldwide scope and the :hnvestment the NRO has (b)(3)
made in the Silver Eagle acquisition, the NRO needs to determine the contract’s achievements
toward the approved performance objectives. In addition, the NRO needs to recognize when
corrective actions or performance improvements are warranted. Hence, the NRO would benefit
from a reassessment of the Silver Eagle under the current services policy to ensure that the
current contract requirements align with the approved performance objectives.

§ (U/POUQ) Our assessment primarily focused on the first two objective areas to improve performance and
customer service and allow the government to control costs. However, the finding applies to all of the performance
objectives.
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(U) Recommendation #1 for the Director, COMM:

(U/FOEQY_Consistent with the tenants of the NRO’s Services Acquisition policy,
assess the Silver Eagle contract to ensure that the current contract requirements
align with the performance objectives as intended. Document the benefits and
challenges of revising the current contract requirements. At a minimum, future
services acquisitions should

e define each approved objective in measurable terms;

e define the current baseline performance level and performance goals;

¢ trace the approved performance objectives to the contract requirements
(e.g. award fee criteria and service level agreements); and

e detail the provisions for measuring and reporting progress consistent with the
approved performance objectives.

(U Q) Management Response: Director, COMM concurred with the
recommendation. Since the Silver Eagle contract 1s in its fifth year and will be transitioning
to future services acquisitions, COMM will consider this recommendation and ensure the

objectives as outlined above are addressed by the future contracts. Estimated completion date is
30 November 2015.

(U/MFOHEQ) The NRO excluded IT and telecommunications stakeholders in the
Silver Eagle acquisition planning. The OIG found that the Silver Eagle acquisition strategy did
not include stakeholder input as part of the acquisition planning process. According to the Silver
Eagle acquisition officials, they did not ask stakeholders to identify their needs for the IT and
telecommunications services baseline requirements. Instead, the acquisition office conducted an
internal review and validation of the existing NRO baseline requirements based on the
predecessor contract, Patriot. However, the Patriot contract also excluded stakeholder input from
the acquisition planning and implementation processes.” According to acquisition and customer
satisfaction IT best practices, acquisition officials should involve stakeholders in developing
requirements and quality standards to ensure that their needs are satisfied. The COMM Deputy
Director indicated the DNRO deferred to the acquisition directorate to determine requirements
on behalf of the Silver Eagle customers. The program office response indicated that NRO
stakeholders were indirectly involved. However, the acquisition office could not
provide information supporting an evaluation of stakeholder needs when formulating the Silver
Eagle baseline and quality assurance SLAs. Without stakeholder input in determining the NRO
IT and telecommunications service standards, the NRO is limited in its ability to assess the Silver
Eagle performance in meeting objectives to improve stakeholder satisfaction. The NRO would
benefit from input from the Silver Eagle stakeholders in identifying IT requirements and
priorities, and setting the customer satisfaction baseline for upcoming contract options or future
replacement contracts.

® (U) Final Audit Report: NRO Management of the Patriot Program, dated 8 June 2007.
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{(U) Recommendation #2 for the Director, COMM:

(U//FEEQ) Consistent with the NRO’s Service Acquisition policy and procedures,
solicit, assess, and incorporate stakeholder requirements and priorities into the
Silver Eagle baseline or replacement contract.

(U//FOYQ). Management Response: Director, COMM concurred with the
recommendation and requested closure. In preparing for the future services acquisitions—
Transformers framework—, COMM briefed several customer engagement forums, the Ds and Os,
and the Acquisition Strategy Council. COMM will continue customer engagement through the
future services contract award.

(U]TF‘SJ.LQ) O1G Response: OIG will keep recommendation #2 open pending receipt of
documentation from COMM demonstrating the collection and incorporation of stakeholders’
requirements and priorities into the Transformers framework. Based on our discussions, by
13 October 2015, COMM will provide an updated remediation plan that details the actions
planned and an estimated completion date.

(U/FelQ) COMM is not monitoring stakeholder satisfaction with Silver Eagle
performance and costs. The OIG found that Silver Eagle has made little progress in
implementing a customer satisfaction metric that considers stakeholder concerns with contractor
performance. In the prior audit of the Silver Eagle predecessor contract, Patriot, the OIG
reported on similar conditions. Specifically, although the customer satisfaction SLA measures
the resolution of an IT or telecommunication problem, the metric does not consider the
customer’s feedback on the cause of the problem or the time taken to resolve the problem.
Acquisition and customer satisfaction IT best practices dictate that the customer establishes the
level of service requirements, priorities, and quality standards. During our assessment,
stakeholders expressed their ongoing concerns with COMM’s failure to deal with Silver Eagle
contract performance and cost issues. The NRO stakeholders also reported that the Silver Eagle
contract requirements and quality standards did not represent their priorities. The stakeholders’
concerns included

e the number and duration of outages that creates an inability to perform priority tasks
or results in work stoppages;

e the lack of technician responsiveness or time required to address service
tickets/questions;

e the premature closing of service tickets and an unwillingness to reopen the same
ticket in lieu of issuing a new one;

e the cost for items that stakeholders consider standard baseline requirements such as
dual monitors; and

e the payment for annual O&M costs for non-baseline commercial items that would be
replaced vice repaired such as monitors or additional printers.

(U/MFEHLQ) The stakeholder concerns demonstrate a need for COMM to assess the Silver
Eagle contractor in meeting the approved performance objective to improve customer service.
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Better inclusion of stakeholder feedback on the Silver Eagle contract performance and costs
would assist in evaluating contactor performance and customer satisfaction.

(U//) Recommendation #3 for the Director, COMM:

(U/FOB0O)L Modify the Silver Eagle customer satisfaction SLA metric to consider
NRO stakeholder input on the quality of service received under the Silver Eagle
contract.

(U/MFOEQ) Management Response: Director, COMM concurred with the
recommendation and requested closure. COMM described Silver Eagle contractor assessment
activities to measure customer satisfaction and COMM’S‘ ‘Annual
Survey. In addition, COMM discussed its recently completed Ds and Os Front Office Refresh
Project that resulted in refreshing approximatelDworkstations.

(UMFPSHQLO0IG Response: OIG will keep recommendation #3 open pending receipt of
revisions to the current customer satisfaction SLA metrics, documentation of Silver Eagle
stakeholders’ concurrence that the current customer satisfaction SLA metrics adequately measure
their satisfaction with the service, or demonstration that the future Transformer acquisition will
incorporate customer input on the appropriate customer satisfaction metrics. Based on our
discussions, by 13 October 2015, COMM will provide an updated remediation plan that details
the actions planned and estimated completion date.

(U/FELQ) COMM needs to improve oversight of contract performance and contractor
accountability.

(U/MPFELQ) The OIG found that COMM should improve the oversight and accountability
of the Silver Eagle contractor performance. Specifically, the acquisition office has rewarded the
contractor simply based on its effort rather than for achieving or exceeding the contract
requirements. Further, COMM has made contract payments without a valid baseline, payment
schedule, or verification of basis of contract costs claimed. As a result, the NRO lacks the
assurance that it has received services commensurate with payments made, and held the
contractor accountable for FFP performance. The NRO improvement in these oversight areas
should result in greater contractor accountability and incentivizing the contractor to meet or
exceed requirements. The following subsections detail opportunities for improving the Silver
Eagle oversight.

(UrFeQ) COMM needs to hold the contractor accountable for FFP requirements.
The OIG found that COMM had not ensured proper performance of the Silver Eagle
requirements and had not taken action with the contractor to remedy the shortfalls. According to
the FAR, when the government acquires services on an FFP basis, the government expects the
contractor to correct its non-performance, without additional cost to the government. COMM
took no action to obtain a price adjustment for the contractor’s failure to deliver some SLA
assessments for ten months. For example, the contractor did not deliver the monthly FFP SLA
requirements originally contracted for a 24-hour by seven days per week availability of “server
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and network devices” that was later modified to enterprise system maintenance and monitoring
availability. Without the SLA reporting, COMM cannot determine whether the contactor has
delivered the required level of service. The ASP approved the use of FFP performance-based
SLAs to acquire Silver Eagle commercial IT services, but the acquisition office did not include
in the contract a remedy for non-performance of this SLA or any other FFP requirement.
Regardless of whether the contract includes a defined means to hold the contractor accountable
for FFP requirements, the CO has an obligation to seck remedy for FFP requirements not
received. However, the OIG could not verify that COMM held the contractor accountable for
the ten-month performance shortfall to include through an equitable adjustment or in award fee
determinations. "

(U/MOUQ) In another example, COMM had not held the Silver Eagle contractor
accountable for its employees meeting commercial certification requirements under DoD
8570.01-M, Information Assurance Workforce Improvement Program. Although the Silver
Eagle SOW requires contract employees to meet certification requirements within six months of
performing information assurance functions, COMM did not ensure the contractor delivered on
this FFP requirement, nor did it seek a remedy from the contractor for non-compliance with the
requirement. Based on the COMM data on the total number of contractor employees performing
information assurance (IA) functions, the OIG assessed that the NRO may have overpaid the

contractor. Nearly\ \contract employees performing IA functions did not
comply with the certification requirement within six months of assuming IA functions as
required by the SOW. Further,| contract employees did not meet the certification

requirement for at least two years, and at least one additional person performed IA functions for
three years without the certification. Therefore, the NRO has paid the contractor for services that
are non-compliant with the SOW.

(UAFSUQ) In addition, the OIG noted that the Silver Eagle CO has incorporated the new
mandatory NRO Acquisition Manual (NAM) clause containing the certification requirement into
the contract. The more stringent certification requires all contractor personnel performing 1A
functions under an NRO contract to have the proper and current IA certifications immediately
(instead of the six-month grace period) in accordance with NRO Directive 50-5, Information
Assurance Workforce Enhancement Program, and DoD 8570.01-M. However, COMM has not
incorporated the DoD 8570.01-M requirements into the Silver Eagle SOW. Without clear and
consistent certification requirements between the SOW and contract, the contractor could claim
they still have a six-month grace period to fulfill the TA certification requirements when they
bring on replacement personnel or to meet new requirements.

(UALIQ) COMM is responsible for ensuring the Silver Eagle contractor’s proper
performance of FFP requirements. Improved, rigorous contract oversight would ensure the NRO
receives the required services or an equitable adjustment.

10 (U//FSLQ) The lack of reporting could stem back to contract award, which was outside the scope of the testing
period.
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(U) Recommendation #4 for the Director, COMM in coordination with
Director, Office of Contracts:

A. (UTTFOHQ). Develop and implement oversight activities that ensure
accountability for FFP and performance-based requirements.

B. (U/FEHQ) Assess whether an equitable adjustment is required for the Silver
Eagle contractor’s performance shortfall for FFP and performance-based
requirements.

(U//FOEQ) Management Response: Director, COMM concurred with the
recommendation. COMM will reassess its oversight activities to ensure accountability for FFP
and performance requirements. Should deficiencies be found, COMM would submit revisions or

changes to the FDO and contracting officer for consideration. Estimated completion date is
31 July 2016.

(U) Recommendation #5 for the Director, COMM in coordination with
Director, Office of Contracts:

(UMSLLQ) Revise the Silver Eagle SOW to require all contractor personnel
performing IA functions to have the proper and current IA certifications in
accordance with ND 50-5 and DoD 8570.1-M.

(UFELQ) Management Response: Director, COMM concurred with the
recommendation and requested closure. COMM modified the Silver Eagle SOW to ensure
ND 50-5 and DoD 8570.1-M requirements are consistent across the entire contract. The
government and contractor have agreed to the SOW changes.

(U/FeLQ) OIG Response: The OIG has considered COMM’’s response and closed this
recommendation.

(UAGLLQ) FDO award fee decisions reward Silver Eagle contractor efforts instead
of achieving or exceeding contract requirements. The OIG found that Fee Determination
Officials (FDOs) have consistently determined the contractor's overall performance above
satisfactory, despite the contractor’s failure to meet specific contract requirements in the areas of
property management, contractor personnel resources and skills, SLAs, and technical
deliverables. The Silver Eagle Award Fee Plan indicates the award fee'' is to provide the
contractor a monetary incentive to perform better than satisfactory to obtain additional profit
beyond the profit already included in the contractor prices.

(U/AFSEQ) The OIG reviewed three six-month award fee periods beginning
1 October 2012 and ending 31 March 2014.'? The OIG found that the FDO and the acquisition
office did not adhere to the Silver Eagle Award Fee Plan. For example, in award fee period four,

" (U) Appendix E details the contract award fee available and earned through 30 September 2014.
12 (U) Covers award fee periods three through five.
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the FDO and acquisition office did not establish support for a "satisfactory” " rating in the

property management area, which was assessed up from an “unsatisfactory” rating in award fee

period three. The bricfing slide'* for property management includes deficiencies, no strengths,

and states, “A large amount of effort, communication, and updated Silver Eagle process are

needed to remedy several issues across the enterprise.” Deficiencies include concerns with the

contractor’s property management of COMM—I:bench stock and sparing level that (b)(3)
contributed to an accumulation of excess equipment; the contractor’s need for accurate

and current property records; and the contractor’s lack of adherence to current approved property

management processes. Furthermore, the FDO and acquisition office did not support how they

offset the property management deficiencies to warrant the recommended satisfactory rating.

(U//FEHLQ) For the next award fee period (period five), the FDO determined the
contractor’s performance in the area of property management was “unsatisfactory,” and noted
numerous performance deficiencies. Period five was the third consecutive award period in
which the FDO specified property management as an area for improvement and continued
concern. Consequently, the contractor’s failure to meet property management requirements
challenges the NRO’s ability to account for IT and telecommunications assets.

(U/MFEeHQ) In addition to property management, the FDO also departed from the Award
Fee Plan by rewarding the contractor for effort undertaken instead of achievement or exceeding
contract requirements in personnel,'> SLA performance, and technical deliverables. For the three
consecutive periods assessed, the FDO rated the contractor’s performance for personnel as
satisfactory even though the contractor did not meet all personnel skill and certification
requirements. For SLA performance, the FDO was rating the contractor’s performance as
excellent or good in meeting the requirements, which is not consistent with the FDO statements
that the contractor’s status reports for SLAs contain incorrect information. Similarly, the award
fee assessment for the technical deliverable has regularly identified quality concerns with the
SLA information and that the contractor lacks a verifiable and accurate process for the metrics.

B (UMFeBQ) As defined, by the NRO in the Silver Eagle Award Fee Plan and award fee determination briefings, a
satisfactory performance rating signifies that "deficiencies exist but are offset by areas of exceptional performance."
" (UMPELLQ) Award Fee Period 4, Evaluation: Management Performance, Sub-factor 7: Property management
states, "Silver Eagle placed emphasis on this key focus area, working with the Government to jointly identify issues
and mitigation strategies. Progress was made, albeit slow as this is a complex environment.”
' (UMPSHQ) The award fee Personnel subfactor for
e Period 3 indicates, although staffing level has shown recent improvement, specific arcas and instances of poor
performance in this category remains, including the inability to meet all shift manning requirement and
personnel qualifications.
¢ Period 4 indicates, manning for the overall program remains good, yet the contractor continues to have an
nability to meet minimum shift manning requirements, personnel qualifications, fraining, and certification
requirements.
e Period 5 states, “manning showed improvement over the course of the award fee period resulting in a
satisfactory rating.... Government expects continued improvement and 100% manning ....moving forward.”
The brief also states, after months of hard work, the contractor finally achieved 8570.01-M compliance.
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Rewarding the contractor’s performance effort rather than incentivizing the contractor to meet or
exceed requirements has occurred because the FDOs had not

e followed the NAM that states that award fees for service contracts shall start at zero
percent and increase in value as the contractor meets or exceeds performance
expectations when accomplishing contract requirements;

e complied with the NAM that states, "unsatisfactory contractor performance must not
be rewarded through award fee earnings;” and

e followed their Award Fee Plan that states the award fee will

o incentivize the contractor to improve contract performance and exceed contract
objectives,

o provide the contractor a monetary incentive to perform better than satisfactory
to obtain additional profit beyond the contractors’ already fully burdened labor
rates that include profit.

(UTFSLQ) To date, the NRO has awarded the Silver Eagle contractor nearlyz (b)(3)
percent of the available award fee. '°® This fee is in addition to profit the NRO already paid
as part of the contract structure without achieving the approved performance objectives. By not
holding the contractor accountable for meeting or exceeding requirements through the award fee
process, the NRO is sending an incorrect message on contractor performance. The NRO is
paying for and rewarding the contractor with additional profit for substandard performance rather
than seeking to motivate the contractor to improve performance.

(UARLQ) COMM has the responsibility to ensure that it obtains the greatest value for
its fund expenditures in supporting the NRO’s IT and telecommunications mission
responsibilities. Therefore, COMM needs to follow its acquisition strategy and award fee plan of
motivating and rewarding the contractor for meeting or exceeding contract performance and
must discontinue rewarding the contractor based on effort.

{(U) Recommendation #6 for the Director, COMM in coordination with
Director, Office of Contracts:

(UML) Ensure that the Silver Eagle award fee determinations are consistent
with the NAM and Award Fee Plan.

(U//FO¥Q) Management Response: Director, COMM concurred with the
recommendation and requested closure. COMM has stabilized the FDO position and award fee
monitoring to be consistent with the NAM and Award Fee Plan.

(UITFOHQ) OIG Response: The OIG has considered COMM’s response and assessed a
subsequent award fee determination document. The OIG acknowledges COMM’s explanation of
the award fee procedures, the complexity in determining contractor accountability under the
Silver Eagle contract, and COMM’s actions to achieve uniformity to enhance the contractor’s

1 (U/FOUQ) The total award fee pool available for the life of the contract including options is roughly
As of period five, the NRO determined the contractor earned approximatelyl——g—p_bf the available allocation (b)(3)

of over|
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performance across the 19 award fee subfactors. For future services acquisitions, COMM would
benefit from an acquisition strategy and award fee plan that provides the government the
flexibility to modify the emphasis of critical performance areas for motivating and rewarding the
contractor for meeting or exceeding requirements. The OIG has closed this recommendation.

(UAFSLQ) Pavments made without a basis for payment. The OIG found that the
NRO has paid Lo the contractor for FFP services without establishing a commercial-
based delivery payment plan in the contract and without defining a methodology to verify receipt
of services for five CLINs. Payments include the service center, a tool suite, enterprise
operations support, government site standard services, and program management. For some of
these FFP CLINs, COMM is paying for services without a valid baseline to measure
achievement that would necessitate payment. According to the FAR, FFP contract payments are
based on results achieved and not effort expended. Without a valid requirement baseline to
establish a FFP and criteria for payment of FFP CLINs, the NRO has no assurance it is receiving
supplies or services valued commensurate with the invoiced amounts or payments made.

(U//FSHQ) When the OIG sought to establish the basis for payment for two FFP CLINs,
the CO and the contracting officer’s technical representative (COTR) stated that COMM did not
have a validated baseline to support the Service Center or the Government Site Standard Services
CLINs. According to the contract, the Service Center CLIN supports over %mer accounts

for a total price of approximatel The Government Site Standard Services CLINs
supports more than s)quipment for the base period plus one option period at a
total price ove ‘The contract states, “baseline measurement will occur annually

on the first business day of March... Any +/-3% change to the baseline quantity will initiate a
discussion for potential price renegotiation of the CLIN 0001.” However, the baseline has not
changed since contract award. These acquisition officials performed an informal assessment for
the Service Center CLIN baseline in April 2014, and found a discrepancy in the number of active
and inactive user accounts. The actual number was approximately ~ Father than the over

user accounts on which the total fixed price is based. According to the current CO, the

NRO approved and paid the invoices because the invoices were consistent with an FFP payment
schedule that the contractor e-mailed to the CO, which is not part of the Silver Eagle contract.
Hence, the NRO is paying for services under these two CLINs although a valid baseline and
basis or methodology for verifying acceptance of services has not been established.

(UARSLQ) The OIG also found that the NRO has not specified a baseline measure of
numbers of users or pieces of equipment to support a payment plan for two other FFP CLINs.
The NRO has not established a payment plan for the Enterprise Operations Support CLIN with
an FFP of approximately{iwith a quantity of two for an unspecified description, and
the Program Management CLIN that has an FFP of overzfor a quantity of one for an
unspecified description. The CO and COTR stated that their basis for paying these CLINs was
the monthly Business Management Reviews and Program Management Reviews, award fee
input for the contractor, weekly meetings with the contractor, and an updated payment schedule
provided by the contractor via e-mail that has no basis in the contract. By approving invoices

'7(U) The CO and COTR have also stated that they are working toward capturing the required data for the CLIN
0001 and 0003 baselines.

14
UNCLASSIFIEDAFOROHIAL-LSE ONLY

Approved for Release: 2017/01/13 C05095470



Approved for Release: 2017/01/13 C05095470.
UNCLADDII‘ lLUlmU%—M

without a baseline or basis for payment, the NRO is paying for services without verification they
were received.

(U/ASLLQ) Further, the OIG found that the NRO made premature interim payments for

the delivery of a service-enhancing, commercial off-the-shelf FFP tool suite, valued at| |
without specifying the payment financing terms and before accepting full operational

capability (FOC) of the suite and certification and accreditation of the system. According to
FAR 32.202-1 Policy (a), the contractor is responsible for providing all resources needed for
contract performance and financing. The FAR also states that if the market research indicates a
common practice or the need for commercial financing, such as interim payments, the CO
should specify payment terms provided in the Request for Proposal (RFP), Instructions to
Offerors, and in the contract. If payment terms are not stated in the RFP, the CO is required to
imclude FAR 52.232-31, Invitation to Propose Financing Terms, in the RFP, and the contract
should include FAR 52.232-29, Terms for Financing of Purchases of Commercial Items.
Notwithstanding including FAR 52.232-29 into the contract, the clause lacks specific detail on
payment terms. The acquisition office did not provide any information warranting interim
payments, whether the IT service market requires buyer financing as a commercial practice, or
how such financing occurs in the commercial market place. According to the CO, the NRO has
not provided commercial financing. Instead, the CO stated that the tool suite payments were
based on bf the annual contract value for the
CLIN. Still, the contract does not specify those terms, and the Silver Eagle contractor’s
vouchers did not include supporting data to indicate the basis of the interim payments.
Furthermore, full payment for the tool suite occurred nearly a year before FOC, which conflicts
with the contract documentation that indicates acceptance of the tool suite is FOC. Additionally,
COMM continues to identify quality shortfalls with the SLA information obtained from the tool
suite delivery, and cites the contractor's lack of a verifiable and accurate process for determining
and reporting performance metrics. Without a valid baseline and a valid and verifiable basis of
payment, the NRO does not have the assurance that it has properly paid for Silver Eagle services
and tools. In addition, the OIG found other examples of areas for internal control improvements
to the contract baseline and payment process oversight.

(U/TFOEQ) Need for a Valid FFP Baseline. The OIG found recurring transfers of

different fixed-price (FP) CLINs indicating COMM lacks clarity

of stakecholder requirements and a valid FP baseline. So far, COMM has modified the contract
four times to transfer funding and scope from a FP labor hour Tail Site and Other Operating
Location Support CLIN to a FFP Government Site Standard Services CLIN. According to the
acquisition documentation, the first change clarified the charging methodology between the two
CLINs, addressing an imbalance between the actual contractor work and funding, and the

other changes realigned labor hours based on projections or actuals. The government accepted
the contractor's proposed pricing and labor hour reductions for these transfers. However, the CO
did not document the price analysis to demonstrate the government obtained the labor required
before transferring funds to a FFP CLIN. Additionally, there was no assurance that the transfers
did not provide the contractor increased profit. Furthermore, when the CO exercised the first
two options, the CO's written determination states “exercising the option is the most
advantageous method to fulfill the need, price, and other factors considered based on comparing
the competitively selected prices with GSA labor rates.” However, the determination does not
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provide any details on the pricing comparison, nor address the prior funding transfers, the
reduction in labor hour requirements, or expected changes to the two CLINs. In June 2014, the
CO exercised the latest option without the FAR-required written determination that the option’s
requirement fulfills an existing Government need and the rationale for the option is the most
advantageous method to fulfill the government's need, price, and other factors. Without
establishing a valid FFP baseline, the NRO will likely continue to be required to make
administrative adjustments to these CLINs and risks overpaying for Silver Eagle services.

(U/MFOEQ) More frequent contractor billing increases NRO and contractor
administrative costs. The OIG found that COMM is making payments on the Silver Eagle
contract as frequently as every nine to ten calendar days. The Silver Eagle contract
contains FAR contract clause 52.232-29, Terms for Financing of Purchases of Commercial
Items, which limits the NRO to making financing payments once per month. Still, the CO
and contract modification state that the CO authorized the contractor to bill twice monthly to
increase funding execution for services. The OIG review of the Silver Eagle contractor billing
and COMM payment of invoices showed that the NRO was paying up to three times per month.
The emphasis on execution of funds rather than paying for validated requirements results in
increased contractor and NRO administrative costs without any tangible benefit.

(U) Recommendation #7 for the Director, COMM in coordination with
Director, Office of Contracts:

A. (U/FSHQ) At a minimum, validate the requirement baselines, contract pricing,
and payment terms detailed in the findings above for CLINs 0001, 0002, 0003,
0005, and 0007. Payment terms should detail the basis for payment and the method
of verification the CO will use for payment.

B. (U/MFSHEQ) Assess whether an equitable adjustment is warranted for the Silver
Eagle contractor’s inability to deliver the full scope on CLINs 0001, 0002, 0003,
0005, 0007, and 0010.

(U0 Management Response: Director, COMM concurred with the
recommendation. COMM is working on a new Data Item Description that will provide
additional detail on a portion of CLINs 0001 and 0003. COMM will validate other CLINs of
concern. COMM will provide additional detail concerning the monitoring controls to determine
whether equitable adjustment can be made. Estimated completion date is 31 October 2015.

(UAFELQ) COMM could not explain fluctuations in PED services pricing. The
OIG found that Silver Eagle contractor vouchers for domestic portable electronic devices (PEDs)
did not explain fluctuations in the monthly services prices. Depending on the device, the
monthly price escalated in the contract’s second year from approximately to a high of (b)(4)
n the third year, the price of most service devices decreased between nd (b)(4)
per unit. For the next four years, the price per unit escalated gradually, and then (b)(4)
ropped below the first year’s price per unit in the last two periods of performance. In exercising
the option for the second year of PED services, the CO's written determination and finding, and
memorandum for the record do not provide any detail pricing comparison information or
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rationale for the significant price increases in year two. Although requested, COMM did not
provide cost or price analysis that supports the fluctuation in the pricing.

(U) Recommendation #8 for the Director, COMM in coordination with
Director, Office of Contracts:

A. (U/TPOHQ) Assess and document the price reasonableness for CLIN 0006 PED
service pricing for year two.

B. (U/PFSEQ) Assess whether an equitable adjustment is warranted for CLIN
0006 PED service pricing for year two.

(U/MFOHQ) Management Response: Director, COMM concurred with the
recommendation. COMM will reassess PED services pricing for year two and provide the
information required. Estimated completion data is 31 October 2015.

(U/FOBQALOIG Response: The OIG reviewed COMM’s assessment of the PED
services pricing for year two that COMM submitted following the management response.
COMM’s assessment states that the equipment replenishment supports the price increase for year
two. The OIG has closed this recommendation.

(U) Recommendation #9 for the Director, COMM in coordination with
Director, Office of Contracts:

(U/PeHI Assess ODC vouchers, including vouchers 11031, 11032, and 11034,
and supporting information to determine and document whether an overpayment
exists and the merit of obtaining reimbursement.

(U//FOBQ) Management Response: Director, COMM concurred with the
recommendation and requested closure. COMM conducted a reassessment of invoices 11031,
11032, and 11034, and determined that the invoices are free of error, each claim is allowable,
and no overpayment was made.

(U/TFO¥Q). OIG Response: The OIG considered the additional invoice support
provided by COMM, and determined that COMM has resolved the questioned costs, and the
current process is sufficient to address the risk of improper payments. Continued monitoring by
the COTR and CO is critical to ensure accurate voucher review and payments. The OIG has
closed this recommendation.

T~ (b)(3)
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(U) OTHER AUDIT MATTERS

(UrFeLQ) Improving NRO’s Acquisition of Commercial Services.

(U/FEUQ) The OIG assessment of Silver Eagle and other NRO commercial contracting
activities'® noted that the NRO acquisition workforce has experienced challenges with having an
understanding of what service or product they are acquiring that is available in the commercial
market place, and how the commercial market place would acquire, contract, and pay for similar
commercial requirements on a FFP basis. Considering the FAR states the government prefers to
acquire services on a commercial basis, the NRO would benefit from increased emphasis in
educating the acquisition workforce on commercial acquisitions best practices. Training should
highlight best practices to include surveying the market place to establish procedures for
verifying and paying for commercial services and supplies.

' (UFFOUQ) Transformers Project Number 2012-009 J, Report dated 11 February 2014 and IT services Project
Number 2012-001 A Report dated 30 September 2013
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(U) APPENDIX A: SUMMARY OF AUDIT RECOMMENDATIONS

(U) Recommendation #1 for the Director, COMM:

(U/PeLQ) Consistent with the tenants of the NRO’s Services Acquisition policy, assess the
Silver Eagle contract to ensure that the current contract requirements align with the
performance objectives as intended. Document the benefits and challenges of revising the
current contract requirements. At a minimum, future services acquisitions should

e define each approved objective in measurable terms;

e define the current baseline performance level and performance goals;

e trace the approved performance objectives to the contract requirements (e.g. award fee
criteria and service level agreements); and

e detail the provisions for measuring and reporting progress consistent with the approved
performance objectives.

(U) Recommendation #2 for the Director, COMM:

(UMPOHQ). Consistent with the NRO’s Service Acquisition policy and procedures, solicit,
assess, and incorporate stakeholder requirements and priorities into the Silver Eagle baseline or
replacement contract.

(U) Recommendation #3 for the Director, COMM:

(UTTFOLQ) Modify the Silver Eagle customer satisfaction SLA metric to consider NRO
stakeholder input on the quality of service received under the Silver Eagle contract.

(U) Recommendation #4 for the Director, COMM in coordination with the Director,
Office of Contracts:

A. (UITPOEQ) Develop and implement oversight activities that ensure accountability for FFP
and performance-based requirements.

B. (U/fFSHQ) Assess whether an equitable adjustment is required for the Silver Eagle
contractor’s performance shortfall for FFP and performance-based requirements.

(U) Recommendation #5 for the Director, COMM in coordination with the Director,
Office of Contracts:

(UAeLQ) Revise the Silver Eagle SOW to require all contractor personnel performing IA
functions to have the proper and current [A certifications in accordance with ND 50-5 and
DoD 8570.1-M.
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(U) Recommendation #6 for the Director, COMM in coordination with Director, Office of
Contracts:

(U/FOHQ) Ensure that the Silver Eagle award fee determinations are consistent with the NAM
and Award Fee Plan.

(U) Recommendation #7 for the Director, COMM in coordination with the Director,
Office of Contracts:

A, (U/FEHQ) At a minimum, validate the requirement baselines, contract pricing, and
payment terms for CLINs 0001, 0002, 0003, 0005, and 0007. Payment terms should detail the
basis for payment and the method of verification the CO will use for payment.

B. (U//FOGBE3.Assess whether an equitable adjustment is warranted for the Silver Eagle
contractor’s inability to deliver the full scope on CLINs 0001, 0002, 0003, 0005, 0007, and
0010.

(U) Recommendation #8 for the Director, COMM in coordination with the Director,
Office of Contracts:

A. (U/FSUQ) Assess and document the price reasonableness for CLIN 0006 PED service
pricing for year two.

B. (UTFOHQ) Assess whether an equitable adjustment is warranted for CLIN 0006 PED
service pricing for year two.

(U) Recommendation #9 for the Director, COMM in coordination with the Director,
Office of Contracts:

(U//FELQ) Assess ODC vouchers, including vouchers 11031, 11032, and 11034 and
supporting information to determine and document whether an overpayment exists and the
merit of obtaining reimbursement.

(U) Recommendation #10 for the Director, COMM in coordination with the Director,
OS&CH:

— (b)(3)
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(U) APPENDIX B: CONTRACT VALUE AND PRICED OPTIONS

(U/FOHQ Silver Eagle is a commercial, firm-fixed-price (FFP), award fee, Fixed-Price
Labor Hour (LH) type contract. For Silver Eagle, FFP is used to acquire standard services and
labor hour for non-standard services. Table 1 details the current contract line item numbers
(CLIN), their description, contract type, and value, excluding options not yet exercised.

Table 1: (U) Contract Line Item Number Structure

CLIN | DESCRIPTION TYPE ] VALUE l CLIN | DESCRIPTION TYPE | VALUE l

0001 | Service Center FFP 0008 | Incoming Transition LH

0002 FFP 0009 | Outgoing Transition LH (b)(3)

0003 | Government Site FFP 0010 | Service Enhancing Tool Suite | FFP
Standard Services Integration

0004 | Government Site Non- | Labor 0011 | Other Direct Costs (ODCs) CR
Standard Services hour

(LH)

0005 | Tail Site and Other LH 0012 | Award Fee FFP (b)(3)
Operating Location (b)(4)
Support

0006 | Portable Electronic FFP 0013 | Patriot Enterprise LH
Devices (PEDs Management System
Supporﬁ Operations & Maintenance (b)(3)

(PEMS O&M)
0007 | Program Management FFP 0014 | Portable Electronic Devices Cost
(PED) Support International
Subtotal Total

This table is Unclassified
(U/ABUQ) Table 2 details the total price of the options by CLIN.

Table 2: (U) Total Available Price Options on the Silver Eagle Contract

CLIN DESCRIPTION TYPE} VALUE | CLIN DESCRIPTION TYPE | VALUE
0001 1Service Center FFP 0008 Hncoming Transition LH
0002 FFP 0009 |Outgoing Transition LH (b)(3)
0003 JGovernment Site Standard |FFP 0010 [Service Enhancing Tool Suite  |FFP
Services Integration
0004 [Government Site Non- LH 0011 |Other Direct Costs {ODCs) CR
Standard Services (b)(3)
0005 |Tail Site and Other LH 0012 [Award Fee FFP (b)(4)
Operating Location Support
0006 |Portable Electronic Devices {FFP 0013 [Patriot Enterprise Management [LH
(PEDs) Support { ‘ System Operations & (b)(3)
Maintenance (PEMS O&M)
0007 Program Management FFP 0014 |Portable Electronic Devices Cost
(PED) Support M-~ International
Subtotal Total

This table is unclassified
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(U) APPENDIX C: SCOPE AND METHODOLOGY

(U/ASLQ) The Office of the Inspector General (OIG) performed this audit from
December 2013 to November 2014 in accordance with Generally Accepted Government Auditing
Standards issued by the Comptroller General of the United States. Those standards require that
the OIG support its work with sufficient, appropriate evidence that provides a reasonable basis
for the findings and conclusions based on our audit objectives. The OIG assessed the internal
controls deemed significant within the context of the audit objectives. During the audit planning
work, the OIG noted that the acquisition strategy and structure of the Silver Eagle contract
merited a closer look to addresses the National Reconnaissance Office’s (NRO’s) acquisition
oversight process of the Silver Eagle acquisition planning, acquisition strategy, and contract
implementation. Any information system data used by the auditors or included in this report for
informational purposes was not audited, and is not significant to the audit findings.

(UMFEHQ) To accomplish the audit, the OIG reviewed and documented relevant
acquisition and IT laws and regulations, and NRO guidance, policies, and procedures. The OIG
assessed whether the NRO governance implementation of the Silver Eagle acquisition included
tracing the Acquisition Panel (ASP)-approved acquisition strategy for Silver Eagle through to
contract implementation. This included evaluating the contractor’s compliance with the
Statement of Work (SOW) and Department of Defense 8570.01-M, “Commercial Certification”
requirements for individuals performing information assurance requirements, and assessing the
potential Silver Eagle insider threat by testing and analyzing the NRO’s monitoring and
polygraphing of privileged users consistent with the SOW.

(UARSUQ) The OIG analyzed the Office of Contracts Compliance Review Reports and
its recommendations for the Silver Eagle request for proposal and contract recommendations to
determine implementation. The OIG assessed the implementation of the NRO’s Silver Eagle
Government Quality Concept document, and the Silver Eagle contract. The contract assessment
included evaluating the NRO’s oversight and contractor compliance with elements of the SOW,
Award Fee Plan, payment terms, contractor’s labor hours, and portable electronic device pricing,
Work Breakdown Structure, Contract Data Requirements List (CDRL), and Data Item
Descriptions.

(UFeHQ) The OIG analyzed the NRO and the acquisition office’s effectiveness in
using its oversight mechanisms to oversee and verify Silver Eagle contract performance. The
oversight mechanisms applied to the Silver Eagle included the Award Fee determinations, the
contractor’s service level reporting; contractor’s delivery of the tool suite, and training and
reference manual; and review and approval of Silver Eagle vouchers and invoices.

(UTFELQ) The OIG evaluated the Communications Systems Directorate’s (COMM’s)
Award Fee determinations for three six-month periods covering eighteen months of contract
performance from 1 October 2012 through 31 March 2014; and the acquisition office’s
assessment of the General Dynamics Information Technology, Incorporated (GDIT) Service
Level Agreement (SLA) contract reporting from 1 October 2012 through 30 November 2013
within the award fee process. The OIG evaluated the government’s acceptance and payment for
the delivery of the GDIT’s CDRL 0010, the Tool Suite Design Description and Tool, and the
GDIT Tool Training and Reference Manual.
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(U/AQUQ) To determine the scope of the policies, procedures, and processes GDIT
implemented, the OIG assessed additional oversight mechanisms. Included in the OIG
assessment were the contractor’s delivery and government acceptance of CDRLs. The CDRLs
consisted of the Program Management Plan, Program Security Management Plan, Configuration
Management Plan, Communication Plan, Quality Control Plan, Organizational Conflict of
Interest Plan, and Innovation Report, Program Monthly Review briefs, and the Business Monthly
Review briefs for October and November 2013. The OIG also assessed GDIT’s Asset Inventory
Report dated 17 September 2013, and GDIT’s Monthly Procurement Reports dated September
and October 2013.

(U/Fe8Q) To determine the effectiveness of the NRO’s review and approval of Silver
Eagle vouchers and invoices, the OIG used a non-statistical sampling approach. The sample
included one voucher or invoice and payment for each of the active Silver Eagle CLINs 0001,
0002, 0003, 0004, 0005, 0006, 0007, 0011, 0014 for the period 1 July 2013 to 30 June 2014.
The total universe for this period and these CLINs consists of 101 vouchers or invoices.
In evaluating the vouchers and invoices, the OIG compared the pertinent contract payment terms,
contractor’s labor hours and portable electronic device pricing to the applicable invoice.
For CLIN 0010, the firm-fixed-price tool suite, the OIG evaluated 11 of 27 vouchers and
payments. This sample included selecting the first voucher, skipping the second voucher,
selecting the third voucher, skipping the fourth and fifth vouchers, selecting the sixth voucher,
skipping the seventh voucher, selecting the eighth voucher, and continuing the same pattern for
the remaining vouchers the OIG reviewed. " The OIG did not use the results of a non-statistical
sample to project our conclusion on the universe of payment vouchers. Still, the sample items
represent the universe, and therefore provide a sufficient basis of validity to support our related
audit findings and conclusions. The OIG also assessed the completeness and validity of the
invoice data.

19 (U/FOUQ) The sample for CLIN 0010 consisted of eleven vouchers, voucher numbers 10001, 10003, 10006,
10008, 10011, 10013, 10016, 10018, 10021, 10023, and 10026.
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(U) APPENDIX D: PATRIOT AUDIT RECOMMENDATIONS

(U) In 2007, the NRO OIG issued a report on the Silver Fagle predecessor contract entitled Audit
of the National Reconnaissance Office Management of the Patriot Program (Project No. 2006-0084),
dated 8 June 2007. In this audit, the OIG reported significant performance challenges the NRO
experienced. Table 1 provides details the recommendations and their closure dates.

Table 1: (U) Andit of the NRO Management of the Patriot Program dated 8 June 2007

Patriot Recommendations Closed
#la: Identify the NRO Information and Communications Technology (ICT) operational baseline 25 Mar-11
and clearly define the Patriot contract baselines and scope for performance based and LOE.
#1b: Document and incorporate the baselines and scope changes into the Patriot contract. 25-Mar-11

#lec: Develop an accelerated plan to improve NRO ICT support by

« eliciting proactive COMM senior management participation and commitment to Information
Technology Infrastructure Library (ITIL), performance based and Patriot success, 25-Mar-11
« ensuring resources to implement and complete customer SLAs and service catalog, and
= establishing a schedule with milestones.

#2a: Accelerate the customer outreach program to validate customer requirements and satisfaction. 2-Jun-10
#2b: Keep users apprised of performance standards and planned Patriot changes including costs 2-Tun-10
that will impact the customer.
#3: Conduct periodic reviews of SLAs to ensure currency and validity in accordance with the 99 -Jul-09
contract.
#4a: Ensure the contractor implements the approved property plan to attain an approved property 17-Nov-11%
system.
#4b: Hold the contractor accountable for required inventories or have the contractor provide 5 Jan-08
consideration to the government for inventories not completed.
#5: For future contracts, ensure that contractor property systems and plans are approved prior to 30-Nov-07
transferring property responsibility to the contractor.
#6a: Formally communicate to customers a schedule for requested services and educate them

. - . 20-Nov-09
about the factors that impact the timeliness of responses to their requests.
#6b: Survey customers one year from implementation to determine if the new COMM governance 20-Nov-09

process is satisfying the intended timeliness and requirements status needed.

#7: Hold Harris Technical Services Corporation (HTSC) accountable to provide the skilled
personnel they indicate are required to meet the contract requirements through the award fee 20-Nov-09
process or other means.

#8: Require the contractor to provide and implement an action plan to achieve and sustain accurate
invoicing and Contract Funds Status Report.

#9: Address audit delays with Defense Contract Audit Agency Management. 27-Jul-07

#10a: Ensure HTSC expedites an effective tool capability to support COMM ICT ITIL and
performance based business objectives.

17-Nov-11*

20-Nov-09

#10b: Ensure all contract changes are formally tracked and consideration documented. 20-Nov-09

#11: Obtain equitable consideration for delayed Patriot Enterprise Management System capability. 22-Jul-09
#12: Ensure NRO Management Information Systems ccommendations are
implemented on a timely basis.

20-Nov-09

*Recommendations closed because of the Patriot contract migration to the Silver Eagle contract.

This table is Unclassified//ForS#feallise Only
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(U) APPENDIX E: SILVER EAGLE AWARD FEE SUMMARY

(U) Table 1 details the Silver Eagle contract award fee available and earned through
30 September 2014.%

Table 1: (U) Award Fee Summary

Available Overall
Award Fee Period Award Fee  Percentage | Awarded
. Pool Awarded

15 Aug 2011- 31 Mar 2012
1 Apr 2012 - 30 Sep 2012 (B)(4)
1 Oct 2012 - 31 Mar 2013
I Apr 2013 - 30 Sep 2013
1 Oct 2013 - 31 Mar 2014
1 Apr 2014 - 30 Sep 2014
Total

[ N AV R Y S

This table is unclassified

20 (U) Silver Eagle contract modification 60, attachment 3, Award Fee Plan
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(U) APPENDIX F: MANAGEMENT COMMENTS

UNCLASSIFIED /T FoM%-

NATIONAL RECONNAISSANCE OFFICE
14875 Lee Road
Chantilly, VA 201511715

21 Bugust Z015
MEMORANDUM FPOR THSPECTOR GENERAL

SUBJECT : {11} Draft Budit of the Hational Reconnalissance Office
Management of the Silver Eagle Contract [(Project Humber
2014-003 A}

REFERENCE: {(U) “Draft Audit of the NRDO Management of the 3ilver
Fagle Contract” (Projsct Number Z014-0D03 B},
6 May 2015

{0} Thank vou for the opporbtunity to review and comment on the
subject draft report. The Compunications Systems Directorate (COMM)
provides the following addendum to the management comments signed on 1
July 2015, based on Office of the Inspector General (0IG) revisions of
the recommendations and further discussions.

(U/ 7¥8liQ) Recommendation #1 for the Director: Consistent with
the tenants of the MRD)'s Services Acquisition policy, asgsess the
Silver Eagle contract to ensure that the current contract regquirements
align with the performance objectives as intendesd. Document the
benefits and challenges of revising the current contract requirements.
At a minimam, future services acguisitions should

a. define esch approved objective in measursble terms,

b, define the current baseline performance level and performance
goals,

o. trace the approved performance objectives to the contract
requirements (e.g. award fee criteria and service level
agreements) , and

d. detail the proviszions for measuring and reporting progress
consistent with the approved performance objectives.

(U/7PeuQ). Status: Open. COMM will assess the Silver Eagle
contract to ensure that the current contract reguirements allgn with
the intent of the government acguisition as presented in the
Application Service Provider {ASP) briefing on 19 Awgust 2010. Since
the Silver Eagle contract is in the fifth year (sscond cption year] of
the contract and will be scon transitioning to the fubture services
apguisitions, COMM does not intend to change the reguirements
surrently on contract. For future services acguisitions, COMM will
rake this recommendation into account and snsure the objectives as
gutlined above are addressed by contracts. Estimated completion date:
30 November 2018.

UNCLASSIFIED/ Moo,
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UNCLASSIFIED/Trese.
SUBJECT: (U} Draft Audit of the Hational Reconnaissance Office
Management of the Bilver Eagle Contract (Project Number

2014-003 B)

{U//PSUQ) Recommendation #2 for the Director, COMM: Consistent
with the NRO's Service Acquisition policy and procedures, solicit,
assess, and incorporate stakeholder requirements and priorities into
the Silver Eagle baseline or replacement contract.

(U//F88Q)L Status: Recommend Closure. Regarding the future
services acquisitions, COMM briefed the Transformers framework at
several customer engagement forums, including the Directorates and
Offices {Ds and Os), the Informabion Technology Executive Council, the
NMational Reconnaissance Office (NRO) Corporate Process {(where it was
approved), and HRO site commanders. In addition, COMM briefed the
individual Transformers acguisitions to the Ds and Os as well as
maltiple Acquisition Btrategy Councils. COMM will continue customer
engagement up Lo and through contract award for esach of the
Transformers contracts. COMM can provide additional documentation
upon reqguest and signing of Mon-Disclosure hgreements.

(U/ AFeuey. Recommendation #3 for the Director, COMM: Establish a
Silver Fagle customer satisfaction SLA metric that considers NRO
stakeholder input on the guality of service received under the Silvexr
EBagle contract.

{(U/7FOUQ) Status: Recommend Closure. The Silver Eagle contract
includes 36 total Service Level Agreements {(8LAs), 19 of which regard
Customer Support Functions. Of these 1§ SLas, there are 2 specific
SLAs that directly measurs customer satisfaction: 2.4.1 Customer
Zatisfaction as Rated in Surveys after Ticket Resolution; and, 2.4.2
Customer Satisfaction as Rated in tbe‘
Annual Burvey. These 3SLAs are tracked by the government and the
contractor ig held accountable by the award fee process if the SLAs
are not met. For example, the Silver EBagle contractor has received a
24 percent favorable rating out of[:::]surveys for the month of April
2015, as well as a 94-95 percent favorable rating for the previous 3
months., C0MM has provided additional detail of these SLAs and surveys
to the OIG. In addition to these SLAs, COMM recently completed a
project to visit the Ds and Os front offices in order to ensure
customer satisfaction of enterprise Information Technology services.
All of the HRO front office Ds and (s were evaluated and approximately

workstations were refreshed during this proiject.

{U) Recommendation #4 for the Director, COMM in coordination with
the Director, Office of Contracts:

a. (U/MHFQUQ) Develop and implement oversight activities that ensure
accountability for FFP and performance based regquirements.

UNCLASSIFIED/FeUQ
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UNCLASSIFIED/ /reun,

SUBJECT: (U} Draft Audit of the National Heconnaissance Office
Management of the Silver bagle Contract {(Project Number
2014-003 A)

L. {(U/7PQ) Assess whether an equitable adjustment is required for
the Silver Eagle contractor’s performance shortfall for FFP and
performance based regquirements.

(U!?Fﬂﬂﬂl Status: Open. COMM holds the contractor accountable
for Firm Fixed Price (FFP) reguirements in a number of ways,
including: daily, weekly and monthly interactions with the
contractor; Data Item Descriptions (DIDs) /Contract Data Reguirements
Lists (CDRLs); SLAs/Key Performance Indicators (¥PIs); and, quarterly
inputs from Government Points of Contact (GPOCs) across the NRO
enterprise. However, the Silver Bagle contract doess not have a
Performance Work Statement or a Statement of Objectives and is
therefore not a performance-based contract. The SLAs provide data for
the government to evaluate the contractor’s performance as an
indicator under the FFP contract and the Award Fee process. As
documented in the attached remediation plan, COMM will reassess its
oversight activities to ensure accountability for FFP and performance
requirements., Should deficiencies be found, COMM will submit
revisions or changes to the Fee Determining Official (FDO) and
Contract Cfficer for consideration. Estimated completion date is
31 July 2016.

{0/ /re80). Recommendation #5 for the Director, COMM in
coordination with the Director, 0C: Revise the Silver Eagle S0OW to
require all contractor personnel performing IA functions to have the
proper and current IA certifications in accordance with ND 50-5 and
DoD 8570.1-M.

(U/7PSUQ) Status: Recommend Closure. COMM has modified the
5ilver Zagle Statement of Work {S0W) to ensure NRO Directive (ND} 50-5
and Department of Defense 8570.1-M reguirements are consistent acrosgs
the entire contract. BOW changes have been agreed upon by both the
government and the contractor. The updated SO0W has been provided to
the OIG.

U/ ALY) Recommendation #6 for the Director, COMM in aoordination
with Director, OC: Ensure that the Silver Eagle award fee
determinations are consistent with the NAM and Award Fes Plan.

(U/TPeuQ) Status: Recommend Closure. The FDO award fee
decisions are consistent with the NRO Acguisition Manual (NAM) and the
Award Fee Plan. The Silver Eagle Award Fee Plan is a “zero-up”
approach as required in the NAM for services contracts. COMM receives
roughly 500 award fee comments each period from across the enterprise
and evaluates every comment. There are 19 award fee sub-factors that
are consldered in the agyregate, which roll up to 4 major award fee
factors. “Unsatisfactory ratings” have not been rewarded via award
fee, and the contractor is held acoountable wheres applicable.
Historically, the Silver EBagle contract award fee has ranged from 82

UNCLASSIFIED/ FRebia.
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UNCLASSIFIED/ /fSeUQ
SUBJECT: {U) Draft Audit of the National Reconnaissance Office
Management of the Silver EBagle Contract (Project MNumber

2014~-003 Ay

te 87.5 percent overall, and the contractor has received both
rfunsatisfactory” and “satisfactorv” ratings in several sub-factors.
However, these ratings have ocourrsd in areas were othey sub-factors
offset that particular rating since they rell up to the malor factors.
Additionally, the Silver Bagle hAward Fee Plan ls more strict than most
contracts in that the contractor must receive an overall rating of
“"Good” (80 percent) or highsr in order to receive an award fee
payment, otherwise the contractor receives “zero award fee” for that
period.

{U} Recommendation #7 for the Director, COMM in cocordination with
the Director, 0C:

a. (U//fFeUQ)} At a minimum, validate the requirement baselines,
contract pricing, and payment terms detailed in the findings
above for CLINs 0001, 0002, 0003, 0005, and 0007. Payment terms
should detail the bhasiz for payment and the method of
verification the CO will use for payment.

b. (UITFQQQL Assess whether an equitable adjustment is warranted
for the Silver Eagle contractor’s inability to deliver the full
scope on CLINe 0001, 0002, 0003, 0005, 0007, and 0010.

(U/7reuQ) Status: Open. In addition to daily, weekly, and
monthly interactions with the contractor, COMM uses many different
items as basls for payments: DIDs/CDRLs; SLAs/KPI; and guarterly
inputs from GPOUs across the WRO enterprise. The FFP baseline,
especially in the areas of hardware and user accounts constantly
fluctunates. Trigger points have been in place since inception of the
contract for this reason. COMM iz currently working on a new DID that
will provide additional detail on a portion of Contract Line-Item
Humbers {(CLIMs) 0001 and 0003, COMM will alsc validate the other
CLINs of concern. However, according to The contract, once the
contractor performs the service in guestion, the government has &0
davs to determine whether the service is deemed unacceptable. After
0 days the service is deemed acceptable and an eguitable adiustment
cannot be made. EBEstimated completion date is 31 October 2015,

{U) Recommendation #8 for the Director, COMM in coordination with
the Director, OC:

a. (U/7TeUQ] Assess and document the price reasonableness for CLIN
0006 PED service pricing for year two.

b, (UARQUQY Assess whether an equitable adjustment is warranted for
CLIN 0006 PED service pricing for year two.

(3/7PosQ), Status: Open. The NRO Acquisition Center of
Excellence has the original government assessment for price

UNCLASSIFIED/ ARQUQ
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UNCLASSIFIED/ /rouon

SUBJECT: (U} Draft BAudit of the National Reconnalssance Office
Management of the Silver Eagle Contract (Project Number
20314-003 B}

reasonableness since it was accomplished during source selection, as
mentioned in our £ Cctober 2014 e-mail response to the 0IG. The
fluctuations in Portable Electronic Devices (PEDs)! services pricing in
year two was dus to the increased cost of domestic PEDs being used
internationally, and the number of PEDs activated in any given month.
COMM identified this issue and conducted a cleanup of PEDs services
and the cost of PEDs therefore decreased overall. The International
PEDs were moved To a separate CLIN 0014 and became Cost Relmbursable,
and the domestic PEDs were changed to a flat-rate plan, where
applicable. The number of PEDs activated in & given month is
documented in CDRL A01Z Business Management Reviews and verified using
the HNRO Enterprise Tool Suite, COMM will reassess PED services
pricing for year two and provide the information reguired. Estimated
completion date is 31 October 2015.

(U/FPel). Recommendation #9% for the Director, COMM in
coordination with the Director, 0C: BAssess wouchers 11032, 11031, and
11034 and supporting information to determine and document whether an
overpayment exists and the merit of obtaining reimbursement.

{U/RGUQY. Status: Recommend Closure. COMM has reviewsd travel
invoilces 11031, 11032, and 11034, and determined that the involces are
free of error, each olaim is allowable per the Joint Federal Travel
Regulations (JFTR} and no overpayment was made., COMM cobtained all
applicable documentation, including the Standard Form 1034, invoice
summation, invoice back-up detail, and receipts. COMM werified that
all the information on each document matched exactly; verified that
the correct period of performance on the involice coincides with the
appropriate CLINs billed; verified that each travel reguest was
approved by the Contracting Officer/Contracting COfficers Technical
Representative (CO/COTR) and the approval date was prior to the travel
start date; verified that each travel cost was allowable per the JFTR;
verified that each travel cost was billed within the appropriate CLIN
matching when the travel occurred and approved by a CO/COTR: and,
verified that appropriate notes were provided for any explanation
reguired. ALl documentation for these involices Iln guestion can be
made available by regquest. COMM has provided the CIG with additional
detail on the Silver Eagle contract invoice review process,

\
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SUBJECT: (U} Draft Budit of the National Reconnaissance DfFfice
Management of the Silver Bagle Contract {Project Number

2014-003 B

(u//PosQ), Status: Open. COMM is aware of wmultiple findings
within the Privileged User program. Part “a” of this finding will
concurrently olose when COMM resolves Recommendations #1 and #2 of the
Audit of the Mamagement Informatioh Sy&tems Privileged Users (FProdject
2010-007 A} of 2010. For part “b” of this recommendation, the
following is a Joint statement from COMM and the UFfice of Security
and Counterintelligence (0BACI): COMM will work teo ensure individuals
assigned to privileged user roles are identified to 0S8CI upon
assignment. OB&Cl pricritizes the NRO polygraph testing population
for: high risk persocinel, indloding users when ddentified. EBstimated
completion date 1s 30 June 2016.

{U) Contact ‘ COMM, Acting %%%%%%%%ig:::::::::::]
‘ |Btaff at securs with any

gquestionsg. djff”f
{75//
TerrzngiD&ncaﬂ
Director, Communications Systems
Directorate
Attachment:

() Strategic Remediation Plan
Silwver Easgle Contract [UTTSSEL
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(U) Attachment

(U} Audit of the National Reconnaissance Office
Management of the Silver Eagle Contract
(Project Number 2014-003 A)

{1 Strogtegic Remediagltion Plon
N Vewssion 170
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{U} Recommendation #1 for the Director, Communications
Systems Directorate (COMML:

{Uy AeRdl Consistent with the tenants of the National Reconnaissance Office
{NEOY = Services Boguisition policy, assess the Silver Esge (5E) contract to
ensiure thet the current contract remuirements align with the performenge
chiectives a5 intended. Dooument the benefits and challenges of revising the
curreEnt contract requirements. At @ minimum, future sendces scguisitions
should

= define egch approved objective In messurabie temms,

= (hefine the current baseline performance level and perform

= trace the approved performance objectives to the contract
requiremnents (e g awerd Tee oritens and service level agresments),
sl

= detsil the provisions Tor messuring and reporting progress consistent
with the spproved performenee chiectives,

SPDE Enals,

] i D o Boint of Corshiant | Siver Eagie Contractng OFger
TE‘GﬁﬁEG‘a ﬂe;&l‘%“ sative g‘@i’ﬁﬁ } i conraEnaton Wit ua}h@w ‘
Leadership argl COMN Contracts

Figct A Tl TOMR will: rerviers The HRD senvices ecopseiion policy end HRD Acouiaitom Marua AN
i ordes o deternins M ibe Blver e conbract el the et of the dovermirmet soguaton
o prsasevted ored creersd i the ADP brisfine ey 18 Lot DOGD SPer rey e the
soouaiton polioy e BN, COMM v giao e bhe BE cortrect reguimenents. Sisbemant of
ok ROV Dot B Dessoripdoes (DHDe Doregrt Tifp. Fsoussrnent Lt PODS L0 Bergios
Lewnl Sgresrmertn (ELAQ Wy Performencs Indfcstom (P end Swerd Foe Plan inorder i
srguns Thet the curse! Cconred ragiraen e BEn with the aopeoeed dpoirsiion Barvoe
Ferpigiay AR rafipg refseanead

InEe IS5 (iR T sy coirsect meEreeveiE: e SRl hen, ORI il cocarmesn T ahortfialis or e
g el -mm 'mm it e TOIREN Infoeengtoory TMM% R tessrmn o Bher

E- 40 Brre e S ver Eafls conibact 2 (0 e B8E war loecond ooton veari of the conived and w baaonn
trpmpdioming to'the Suture periDen aoguetons, COMM does not rteng 1o chongs the recy rements curenily
o S BE comimact. Fiekom and ourmeeyt funiing o ey corkract macdiiostsons cool probietive.,

B - 10 For the futurs perdose soouistons, DOWMM w2 taiss thin racormmendetion into eooount and epauns the
clpectivme o ouiined gboes aoe et i tha futurs,
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(U} Recommendation #4 for the Director, COMM in coordination
with Director, Office of Contracts (OCk

ALY U] Develop and implement oversight activities that ensure
groourtability for FFP and perfonmencs based reguirements.

B. {Us /el Assess whether an equitable adjustment is reguired for the Sileer
Eagie contractor's performance shortfall for FFP and performance based
reqLErements.

Cabsa

I Bmp is ilj Paavsen Zher Sals oversiit sctyibes thal srurs: socouristaty or FRF emd
TGRS PR neTErEs. The Tolowang obeps wii resed to b beae. i omisr for SOMM to
resssen thes DICe CORLe B ke/WiPle, guerterty puls Trom Soasrmment POCE @orosn thes

soferps e and Lwerd Fee deleronngtion procses thel enoeres prooumisbi iy fr FRP gt
TR THOLE s, -COMM vl raew the DIDe ' CORLE. 258 K ard Seeind Fss
Pl Hhgit e reiated b FRF omd o performmenics indioetons.

3000t A4S A3 I any comtrpriug) perfoemgecs neguesmente ot points: e deficiant TOMSE i sultmt
e . o ey B e T (Disfmrmmireing® CETVCeE TFDNCH Tor cormideration. Lipon input ared
cancurence fy the FIO, any requened changss to any of the docurnaste will be formended o
e T o pewiene mnd IMpESMBnEETion.

i D 1S VAR T C20 weil ety ared enboiete: the Chengss ore Compsbers with te comfrect, haM and FRR.
v S0 oL il e chiargien, The U0 el fomwerd fhe changse to e ConFecior @
sy ey sy T srn TRDEDRL, B A o wmdiites the Soorasrmimmesnt Soagend Favs Plan ke

ey L,

A Mg 18 il The Corirgacton will nee i @nd Do rewiSinme TormEisris, CONCLFTSrce: Cf mon:
comcurranes b B pesered chigeetasd S, Wi g paarbae hipees geineed sameen thes
proposed changes/addiions to the documerin, the DID/TDRL erd BLA W N o The Sowit
Grarel Toe chpmgsd on the nast modficeton of the oortnect. CORMIE will Clopsly Mmoo the
recisinre: raodostore o the DD B e o Spr Fee S0 B0 doen to mear s sy hisndes pre
siractive i hoalng the conbracior socountebie for FEP and i o o Bhe confract

el -t A8 DO GBS re-guinsnl D DvaTRElt GO LA S Bl Groountaly ity for FRP and
perfnrmsnos ey rersnts boeed o Bu Seerd Pes delenineon oriberis srdd BLAR srw

i - (55 DiCm, CORLE sred BLAA rivw st/ Changss ragusns subsiantis: arsracicon ared afneernents babasen the
Govewrrrrsers gred ths Contractor. Thes Condrachor onuld techreraly dingems with The chindes with on
ropending coet being imposetd on the Govermemeet Tor Bigthes ieeel OF 0BrG0s o 'oF B Chiangs that Counes o
snops norenne by bhe FRR e anneeis o the cmpinget The SDoverenent ol beveto del o in BPomi the
Crkracto sivee mabig changss fotheos fypes of dooamsein. Tha dosg mot howeyer, soply to the Seard Foes
Pho, Extachinnsmt 3 ot Doe D rodifed by the DO e sy times withoud Donbracior CONCURTeEices.

= 55 Thves Compvrrsmesss gt ths Dot Tt hases mhas GEresmens making oy chenge reieon, B o
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(U} Recommendation #7 for the Director, COMM in coordination
with Director, OC:

& (U TOSCL AL 8 minimum, validate the requirement baselines, contract
pricing, and payment terms detailed in the findings above for GLINs 0004,
Q002 0603, G005, and Q0CT. Payment terms should detsil the basis for
payment and the method of verfication the U0 will use for peyment.

B. (178U Assess whether an equitable adiustment s warranted for the
Silver Eagle coptractor’s inability to deliver the full scope on Contract Line ftem
Numbers (CLINs) 0004, 0002, 0003, 00G5, 00T, and 0040

(U1} Sgtion Cwne | everEsge COTRincoorginationwitn |
...
ot

Flnis L DO el vt et vgivdptes T il poneoe psisrtor rpler el Baner comire
o the Dassesing meapuineemesriby, e coevbmect prioe @rcepfised e peerresed e o
A OO0 D002 D003 DODS, g ODOT Faveiabis, QORI ol glen invastsnte the
oermerd feees g coreitone that defns e Buain T ooy Gnd ths rmstthod fo v this
iy proided by Donfrechor hawve been goosoisd. I any coofrect terme, com@ona e
raiee wears ot et Based on CORN s, GO wil il Py S 000 Pow remsndurtior.
30:Eep IS FLT COTRAN Wil Chomsty reviee the B0 sectione, 204, 32 3.3 35, and 3.7 toenouns e
shptemaris bpvs Deer performad by the Contracior. I ooy contrachugl reguremanin Gre ret
perfcermed by e cominechor, COMM will subnmmte techmcal svaiaton to e CO for BEA

iGoremrrenent will @orent of reech pensoes and mater o ot T siers of ORlLETy B DROmEtly 60 prRchoakie
moooring to the cortrect terne ool condtons. Boos aome of Ihe DLSEtons O COMCBITG o0 el peat e 80
idE tirmes T s svpuitebie sl utrmert  haplly oy,
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(U} Recommendation #8 for the Director, COMM in coordination
with Qifﬁtti}r Cl@ﬂ-
F’EI} SENEE.‘E p{tmmg f@%’ = m«a_

B. (1 7Pl Assess whether an equitable adustment is wananted for CLIN
D006 PED service pricing for wear two.

i m@mmpﬁﬁ“

A TR il iovemeligiate, wre wainicte Hhe indial sowroe mmm rreatmrial, tombrect beling e
gramniten b adl e deeirs comtgoming the oricsrassaonsbisneos fop CUN D008 PED service
o for v Been. W ongipbes CORANE wil monhrs oo sowpen the Do s receiying bagt
wgiumon the confrare. L fachmicl svgiugton wi be subinBiad te the B0 Sor conpadergtion.

AL O will Sl DeGEEY whetnsr an squitehis pojlmstrment o samartad for CLIN 0008 PED
WErGoE pEnng Tor esgr T, T gy confret terrn, coreBUong or pEr e wers noh et Dissed on
O srgven, COMRD i notify the OO Tor sesciution for poesdis sqitobie riiuatrnent

i et is

1~ L Comosrming sgutabis sdentment or e Covirect, unisos otheress apscfisg o the contrect, the
CoreRTTEIAT v BODSDT OF rEsTh DEronE BNl St Bt e pisce of oEbenTy BE IOty BB prettcalie
it gy, mr they wi e presTed woepied S0t Efer e ke of Gatvery, e SITeing merier
SCCOTERE Dy the CortrRcs DRTRG G0 CoreRtonD. SIR0S perid ten e Wl post the 80 doy e Tems an
e mlum et i PUE ae
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(U3 Recommendation #10 for the Director, COMM in
coordination with the Director, Office of Security and

Counterintaliigence (DS&CH):
\
—
\
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