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MEMORANDUM FOR DIRECTOR, COMMUNICATIONS SYSTEMS DIRECTORATE 
DIRECTOR, OFFICE OF CONTRACTS 

SUBJECT: 

DIRECTOR, OFFICE OF SECURITY AND COUNTERINTELLIGENCE 

(U) Final 
Office of the Silver 
( ect Number 2014-003 A) 

Reconnaissance 
Contract 

(U) The National Reconnaissance Office (NRO) Office of I 

2015 

General (OIG) final on the Audit of the NRO Management of the 
Si ver e Contract is attached. I am this for 
your information and of the recommendations. I 
appreciate the responses to the draft We will continue to 
work with you to ensure your remediation meets the intent of the 

and recommendations. 

t¥GUO+ I also appreciate the courtesies extended to my staff 
this audit. any ques ions you may have 

this audit to me ) or to the Assistant 
General for Audits Direct any questions 

corrective to the OIG Fol 
Admini s tra tor, a tl,------------,I( secure) .,-----__________________ ~ 
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) Final Audit 
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DNRO 
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(U) Audit of the NRO Management of the 
Silver Eagle Contract 

(U) Why the OIG Did This Audit 

(UI/FODO) Silver contract provides vital 
Tcchnology (IT) support 

government-owned network systems and equipment at 
ove~ 

I The approved Silver 
'---rE,-cca-=g"r e-p--e-rf..-o-r--m--a---n-ce-------o~bJ-e-ct~lv-e-s-a-r-e ,Jto (b) (3 ) 

• improve perfonnance and customer service; 
• control costs; 
• incorporate cutting edge infonnation technology 

and telecommunications technologies; and 
• adjust resources due to efficiencies and changing 

requirements. 

(U/fFOUO~When the NRO migrated to Silver in 

2011, NRO management requested the closure of the 
remaining open recommendations from the OIG 2007 
audit report of Patriot contract. In closing the 
recommendations, the OIG notified NRO manal2:ernerlt 
of the obligation to conduct follow up on the 
implementation of the recommendations through an 
audit Silver contract. 

(U/iFOUOj- The objective of this audit was to assess 
the NRO is and Silver 

contractor's perfonnance of IT enterprise 
in accordance with contract requirements. During our 
audit planning work, the OIG could not trace Silver 

Statement of Work acquisition objectives to 
contract requirements. Therefore, the OIG detennined 
that the Silver Eagle acquisition strategy merited a more 
comprehensive assessment of contract 
and the oversight and verification of contractor 
perfonnance. 

(U) What the OIG Found 

(~Overall, the OIG found that the NRO 
provides only limited oversight and verification in 
detennining that the contractor performance 
is meeting intended telecommunications and IT 
responsibilities. The NRO needs to define the Silver 

performance objectives in terms of contract 
requirements and contract oversight processes. 
Specifically, the NRO acquisition planning and Silver 

contract ovcrsight processes did not include 

Project Number 2014-003 A 

• implementing an acqUlsltion strategy that 
defined and traced the perfonnance objectives to 
contract performance and oversight 

• stakeholders in the 
requirements and quality standards to include 
measuring customer satisfaction; and 

• valid Fixed Priced (FFP) baselines, the 
methodology for FFP of goods 

services, or basis FFP 
payments. 

(U~ Consequently, the NRO may not achieve the 
approved contract objectives to improve performance 
and customer service, control costs, incorporate "cutting 

IT telecommunications technologies, adjust 
resources due to and vB"'H"".'""" 
on future IT services efforts. 

(U) What the OIG Recommends 

(U/fFQ.U.Ql. The OIG that NRO assess 
the Silver Eagle contract to ensure current contract 
requirements align to approved performance objectives, 
improve future IT enterprise services, and measure and 
report contract progress or 
performance objectives and stakeholder expectations. In 
addition, the OIG recommends that the NRO implement 
an oversight and contract payment that ensures 
accountability and proper payments for contractor 
perfonnance. Find a complete list of recommendations 

(U) Management Comments 

(U) The Director, Communications Systems Directorate 
(COMM) reviewed a draft of report and concurred 
with findings and recommendations presented. The 
Director, COMM plans to meet the intent of the 
recommendations. Prior to the issuance of this final 
report, Director, COMM took actions that closed four 
recommendations. As part of our follow-up process, we 
will monitor the status of the corrective action plans for 
the recommendations through full 

Complete copies of the 
comments can be found in ~~~~~_. 

29 September 2015 
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(U) NATIONAL RECONNAISSANCE OFFICE 
OFFICE OF INSPECTOR GENERAL 

(U~Audit of the National Reconnaissance Office Management 
of the Silver Eagle Contract (Project Number 2014-003 A) 

(U) INTRODUCTION 

(U/fF9.UQl National Reconnaissance Office (NRO) Office ofInspector General 
(OIG) performed an audit of the NRO Management of the Silver Eagle contract. The Silver 
Eagle contract provides vital enterprise Information Technology (IT) support for govemment-
owned network systems and equipment at ove1 lat a 

I I The objective of this audit was to assess whether the NRO is overseeing 
and verifying the contractor's performance of enterprise services in accordance with contract 
requirements. 

(U/~ When the NRO migrated to Silver in 2011, NRO management 
requested the closure of the remaining open recommendations from the OIG 2007 audit report 
of the predecessor contract to Silver In closing the recommendations, the OIG notified 
NRO management of the obligation to conduct follow-up on the implementation of the 
recommendations through an audit of the Silver Eagle contract. 

(U) BACKGROUND 

(U) Responsibility for NRO Telecommunications and IT Services 

(UII~During the acquisition planning for Siltr Eafe in 2010, the Mission 
Operations Directorate,1 I(MOD was responsible for providing 
secure, reliable telecommunications and IT services to the Intelligence Community (IC) and 
Department of Defense (DoD). Early in fiscal year 2014, the responsibility transferred from 
MOIl Ito the Communications Systems Directorate (COMM). For the purposes of this 
report, we will refer to the acquisition office when the audit addresses work performed by either 
MODorCOMM. 

(U) Brief History of NRO Acquisition Governance and the Silver Eagle Strategy 

(U/~In June 2010, the Director ofthe NRO established the Acquisition Strategy 
Panel (ASP), chaired by the Principal Deputy Director of the NRO, to review and ensure 
acquisition strategies and plans were fully coordinated across the NRO to support organizational 

The Silver Ea~le aCqiisition was one of the first NRO acquisitions presented to 
When MO presented Silver to the in August and October 2010, 
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the NRO had not issued any formal instructions or guidance for the ASP.! After responding to 
several panel directed actions resulting from the 20 I 0 ASP, fOd examJle, the action to 
reduce the government baseline by ten percent below the budget, MO received ASP 
approval in October 2010 to proceed with acquiring contractor services on a commercial 
firm-fIxed-price (FFP) performance-based approach to support its mission responsibilities. 
According to the ASP-approved acquisition strategy, the Silver contractor's performance 
would be subject to performance-based2 service level agreements (SLAs) incorporated into the 
Award Plan at contract award. The plan included using performance-based SLAs as an 
objective element in the subjective award evaluation SLAs describe the IT service, 
document service level3 targets, and specify responsibilities of the contractor (IT service 
provider) and the Government. 

(UI7't'OU~ Since the ASP approval of Silver Eagle, the NRO has transitioned its 
acquisition governance from to the Acquisition Strategy Council (ASC), overseen by the 
Director, NRO and issued policy. The ASC is one the NRO's key elements in governance 
process to ensure acquisitions support NRO strategic goals, Director of National Intelligence 
(DNI) and DoD efficiency and affordability initiatives, and coordination with NRO stakeholders. 

(U/~In 2013, the NRO introduced enterprise portfolio management for all NRO 
service acqUISItions to governance process. service acquisitions, the Director, NRO, 
aeleg,nes decision authority to the NRO Senior Manager or NRO Deputy Senior Manager for 
Services. new management approach for service acquisitions focuses on applying strategic 
and enterprise planning, and defined performance metrics. The scope of Silver Eagle now falls 
under the NRO's service acquisition governance process. 

(U) Silver Eagle Contract Details and Provisions 

(l.J7'7'F9UQ;l The NRO competitively awarded Silver to General Dynamics 
Information Technology (GDIT), in July 2011, to provide enterprise IT and telecommunication 
services support to the IC and DoD. GDIT assumed full responsibility for the pro.!:,:rram from the 
Enterprise IT contract Harris Information Technology on 16 January 2012 
at the completion of an agreed to transition period that commenced on 15 August 2011. 

(U/~Under the Silver contract, GDIT is responsible for monitoring the 
network, providing routine maintenance, and providing first responder troubleshooting and repair 
of the NRO and Telecommunications.4 broad range of service responsibilities include, 
but are not limited to,: 

• Centralized Service Center Support 
• Network Management and Operations 

I (U/IF8U(4.The NRO issued instructions for the Acquisition Council (ASC) in late 2011 The NRO 
goveruance process transitioned from the ASP to the after the ASP approved the Silver acquisition 

(U) According to Federal Regulation, performanee-based acquisitions emphasize results rather than 
how the contractor should perform the work. 
3 (U) Serviee levels should represent the NRO stakeholder needs aceording to the Information Technology 
Infrastructure Library best practices. 
4 (U) Definition for echelon one work activities. 
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• Secure and Non-secure Telephony, Conferencing, and Facsimile Support 
• Mission Conferencing: Support Compunetix Conferencing Equipment 
• Video Services and Video Teleconferencing Support 
• Compartmented Network Administration, Video and Voice 
• Desktop Hardware and Application Services/Support (Unclassified, Secret, Sensitive 

Compartment Information (SCI» 
• Portable Electronic Devices 
• Network Connectivity 
• Messaging Support 
• Communications Equipment Rooms 
• Secure Telephone Equipment Support 
• Data Storage/Back-up 
• Configuration Management 
• Continuity of Operations 
• Communications Security 

(U!7't"OUO+ In addition, the contractor's services include some support for engineering of 
new and upgraded services and modification of the existing baseline capabilities. 5 GDIT has 
primary responsibility for adjudicating an user requests pertaining to NRO Domains. These 
domains include four systems (e.g., the NRO Management Information System (NMIS», and 
seven networks (e.g., the Government Wide Area Network (GW AN». For this audit, we have 
defined stakeholders as any individual that requires Silver contract services. 

(U/7"FeUQlSilver Eagle is a commercial, award fee, labor hour type contract. 
As detailed in the contract line number (CLIN) structure for the Silver Eagle contract in 

is used to acquire standard services and labor hours for non-standard services. 
The contract consists of a three-year base period and five, one-year options. During the audit, 
COMM exercised the one-year option period for baseline exercising the 
next contract options or re-competing the requirements, the NRO has the opportunity to address 
or negotiate to the contract requirements. 

(U/~According to the Federal Acquisition Regulation (FAR), when a contractor 
accepts an FFP type scope, the contractor to the maximum risk and full responsibility for 
all costs and resulting profit or loss associated with that contract and scope. On an 
contract, the government's payment is based on the results the contractor achieved and not the 
effort expended~ when the government acquires services on a commercial basis, 
the government expects the contractor to correct or replace the non-conforming supplies or 
services, without additional cost to the government. Lastly, the quality assurance 
standards require the contracting officer (CO) to obtain an equitable price reduction or other 
consideration when critical or major nonconformance occurs on an contract. 6 

5 (U) NRO definition for echelon two work activities. 
6 (U) Equitable adjustments can also be required for minor nonconformance services when the contractor will 
achieve greater savings due to the nonconformance. 
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standards for services indicate that the CO can identify up front the value of individual work 
requirements use in detennining an equitable adjustment nonconforming servIces. 

(U) SCOPE AND METHODOLOGY 

(UIIF6YQl The scope of this audit and report covers the NRO's approval of the Silver 
acquisition planning and strategy as it relates to contract requirements verification and 

contract oversight. During our audit planning work, the OIG determined that the Silver Eagle 
acquisition strategy merited a closer look to help assess the contract requirements, and 
overseeing and verifying contractor perfonnance. The OIG modified the audit scope 
accordingly. 

(U//POOCQThe OIG perfonned this audit from December 2013 to March 2015 in 
accordance with Generally Accepted Government Auditing Standards issued by the Comptroller 
General of the United States. Those standards require that we plan and perfonn our audits to 
obtain sufficient and appropriate evidence that provides a reasonable basis for the findings and 
conclusions based on our audit objectives. OIG assessed the controls deemed 
significant within the context of the audit objectives. The OIG believes that the evidence 
obtained provides a reasonable basis for the findings and conclusions based on the audit 
objective. Any infonnation system data used by the auditors or included in this report for 
infonnational purposes was not audited, and is not significant to the audit findings. 

(U/~To accomplish the audit, the OIG assessed the NRO's implementation of the 
acquisition governance framework for Silver Eagle, and the consistency of the ASP-approved 
acquisition with the contract requirements and contract implementation. The OIG 
reviewed and documented relevant laws and regulations, and NRO guidance, policies, and 
procedures pertaining to our audit objective. We also reviewed acquisition and customer 
satisfaction best practices. 7 

(U/~The OIG evaluated whether the NRO established and implemented a plan to 
achieve the approved Silver Eagle perfonnance objectives and contract requirements. This 
included evaluating the government oversight and acceptance of requirements, contractor's 
compliance with DoD 8570.01-M Information Assurance Worliforce Improvement Program 
commercial certification requirements for individuals perfonning infonnation assurance (IA) 
requirements, and assessing the potential Silver Eagle insider threat by testing and analyzing the 
NRO's monitoring and polygraphing of privileged users consistent with the Statement of Work 
(SOW). 

(U/i'PeYOJ. The OIG also analyzed the acquisition office's effectiveness in using its 
oversight mechanisms to oversee and Silver contract performance. 
The oversight mechanisms evaluated included the award detenninations, the contractor's 
service-level agreement perfonnance and reporting; contractor's delivery of the tool suite, and 

7 (U) Kevin Forsberg, Ph.D., Hal and Howard Cotterman, Visualizing Project Management, (John Wiley & 
Sons, Inc., 1996), p. 105 paragraph 3. Kathy Schwalbe, Information Technology Project Management, Thomson 
Course Technology, Edition, 2006), P paragraph 2; Alison Cartlidge, Ashley Colin Rudd, lvor 
Macfarlane, John Windebank, Stuart, Rance, The IT Infrastructure Library: An Introductory Overview of ITIL V3, 
(The UK Chapter of the itSMF), page 12, paragraphs 1 and 2. 
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training and reference manuals; and review and approval of Silver Eagle vouchers and invoices. 
~~~~ provides further details on the audit scope and methodology. 

(U) PRIOR COVERAGE 

(UI ~Audit of the National Reconnaissance Office Management of the Patriot 
Program (Project No. 2006-008A), dated 8 June 2007. In this audit, the OIG reported significant 
performance challenges the NRO experienced. The OIG made several recommendations to 
improve the contract, and performance oversight of the contract. details the Patriot 
audit recommendations. 

(U) AUDIT RESULTS 

(U/~Overall, the OIG found that the NRO has not established the level of 
oversight and verification required to determine that the Silver contractor performance is 
meeting intended telecommunications and IT responsibilities. The NRO has yet to define the 
Silver performance objectives in terms of contract requirements and contract oversight 

For this report, acquisition planning includes the ASP oversight and approval of the 
acquisition plan's performance objectives and stakeholder involvement. Contract 

oversight processes for the report consist of contractor accountability for FFP requirements, 
award determinations, contract performance and payment verification, and monitoring of 

I privileged user accounts. Specifically, the NRO acquisition planning and contract 
oversight processes did not include 

.. implementing an acquisition strategy that defined and traced the performance 
objectives to contract performance and oversight requirements; 

.. stakeholders in defining the requirements and quality standards to include 
measuring customer satisfaction; and 

.. establishing the basis for FFP payments, valid FFP baselines, or methodology for 
verifying receipt of goods and services. 

(U/fFOUQJ.Consequently, the NRO may fall short in achieving the ASP-approved 
contract objectives to improve performance, customer service, and control costs; to incorporate 
"cutting edge" and telecommunications technologies; and to adjust resources due to 
efficiencies and changing requirements. 

(U/~ The OIG also found that some improvement opportunities that 
could benefit the NRO when acquiring services on a commercial basis and when using 

I I Therefore, the OIG has addressed our assessment and suggestions for 
acquiring services on a commercial basis the final section of the report under Other Audit 
Matters, and issued a Letter of Concern to the Office of Security and Counterintelligence 
(OS&CI) regarding the use I I 

5 
UNCLASSIFIEDtlFOR OFFICIAL USE ONTS 

Approved for Release: 2017/01/13 C05095470 

(b)(3) 

(b)(3) 

(b)(3) 



(u/!FtH::IO).. The NRO Silver Eagle Acquisition Strategy lacked key elements. 

(U/~In approving the Silver Eagle acquisition plan, the NRO ASP did not ensure 
that the acquisition directorate had defined baseline requirements and an oversight approach to 
determine, measure, and report progress compared to the approved Silver Eagle performance 
objectives. Silver acquisition objectives included 

.. improving performance and customer service; 

.. controlling costs; 8 

.. incorporating cutting edge information technology and telecommunications 
technologies; and 

.. adjusting resources due to efficiencies and changing requirements. 

(U/~In addition, the NRO ASP did not confirm that the acquisition organization 
had obtained stakeholder input to determine Silver Eagle contract requirements and quality 
standards. Such input would provide management a baseline to measure improvements to the 
contractor's customer service. Without engaging the stakeholders, the NRO is challenged 
validating improvements in customer service. 

(U/I'F6YOl The NRO lacked assurances that the Silver Eagle strategic guidance was 
followed. Within the NRO's acquisition governance framework, the ASP is responsible for 
assessing the acquisition strategy and providing strategic guidance to the acquisition directorate. 
Yet, the NRO applied no provisions to whether the acquisition directorate implemented 
and followed ASP guidance for the Silver acquisition. The NRO's Silver Eagle 
acquisition strategy brief to the ASP and other acquisition documentation reviewed as part of this 
audit did not define nor trace measurable requirements to the perfonnance objectives. 

(U/~For example, for the performance objective "improve performance," the 
acquisition documentation does not define the existing baseline for what Silver 
performance the NRO plans to improve; does not provide an objective goal that establishes when 
the NRO will know performance has improved; nor does it state how the acquisition directorate 
will measure and report progress toward improving performance. 

(U/~Given the worldwide scope and the I ,nvestment the NRO has 
made in the Silver acquisition, the NRO needs to determine the contract's achievements 
toward the approved performance objectives. In addition, the NRO needs to recognize when 
corrective actions or performance improvements are warranted. Hence, the NRO would benefit 
from a reassessment of the Silver Eagle under the current services policy to ensure that the 
current contract requirements align with the approved performance objectives. 

8 (U/~Our assessment primarily focused on the first two objective areas to improve perfonnance and 
customer service and allow the government to control costs. However, the finding applies to all ofthe performance 
objectives. 
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(U) Recommendation #1 for the Director, COMM: 

(U/~Consistent with the tenants of the NRO's Services Acquisition policy, 
assess the Silver contract to ensure that the current contract requirements 
align with the performance objectives as intended. Document the benefits and 
challenges of revising the current contract requirements. At a minimum, future 
services acquisitions should 

• define each approved objective in measurable terms; 
• define the current baseline performance level and performance goals; 
• trace the approved perfonnance objectives to the contract requirements 

(e.g. award fee criteria and service level agreements); and 
• detail the provisions for measuring and reporting progress consistent with the 

approved performance objectives. 

(U/fFOU~Management Response: Director, COMM concurred with the 
recommendation. Since the Silver contract is in its fifth year and will be transitioning 
to future services acquisitions, COMM will consider this recommendation and ensure the 
objectives as outlined above are addressed by the future contracts. Estimated completion date is 
30 November 2015. 

(U~ The NRO excluded IT and telecommunications stakeholders in the 
Silver Eagle acquisition planning. The OIG found that the Silver Eagle acquisition strategy did 
not include stakeholder input as part of the acquisition planning process. According to the Silver 
Eagle acquisition officials, they did not ask stakeholders to identify their needs the IT and 
telecommunications services baseline requirements. Instead, the acquisition office conducted an 
internal review and validation of the existing NRO baseline requirements based on the 
predecessor contract, Patriot. However, the Patriot contract also excluded stakeholder input from 
the acquisition planning and implementation processes. 9 According to acquisition and customer 
satisfaction best practices, acquisition officials should involve stakeholders in developing 
requirements and quality standards to ensure that their needs are satisfied. The COMM Deputy 
Director indicated the DNRO deferred to the acquisition directorate to detennine requirements 
on behalf of the Silver Eagle customers. The program office response indicated that NRO 
stakeholders were indirectly involved. the acquisition office could not 
provide information supporting an evaluation of stakeholder needs when formulating the Silver 

baseline and quality assurance Without stakeholder input in determining the NRO 
IT and telecommunications service standards, the NRO is limited in its ability to assess the Silver 

performance in meeting objectives to improve stakeholder satisfaction. The NRO would 
benefit from input from the Silver Eagle stakeholders in identifying IT requirements and 
priorities, and setting the customer satisfaction baseline upcoming contract options or future 
replacement contracts. 

9 (U) Final Audit Report: NRO Management of the Patriot Program, dated 8 June 2007. 
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(U) Recommendation #2 for the Director, COMM: 

(U/!ffi.6IOl.Consistent with the NRO's Service Acquisition policy and procedures, 
solicit, assess, and incorporate stakeholder requirements and priorities into the 
Silver Eagle baseline or replacement contract. 

(U/~Management Response: Director, COMM concurred with the 
recommendation and requested closure. In preparing for the future services acquisitions
Transformers framework-, COMM briefed several customer engagement forums, the Ds and Os, 
and the Acquisition Strategy Council. COMM will continue customer through the 
future services contract award. 

(UJ7'Fe.UQl OIG Response: OIG will keep recommendation open pending receipt of 
documentation from COMM demonstrating the collection and incorporation of stakeholders' 
requirements and priorities into the Transformers framework. Based on our discussions, by 
13 October 2015, COMM will provide an updated remediation plan that details the actions 
planned and an estimated completion date. 

(U/J"re.UQl COMM is not monitoring stakeholder satisfaction with Silver Eagle 
performance and costs. OIG found that Silver has made little progress 
implementing a customer satisfaction metric that considers stakeholder concerns with contractor 
performance. the prior audit of the Silver predecessor contract, Patriot, the OIG 
reported on similar conditions. Specifically, although the customer satisfaction SLA measures 
the resolution of an IT or telecommunication problem, the metric does not consider the 
customer's feedback on the cause of the problem or the time taken to resolve the problem. 
Acquisition and customer satisfaction best practices dictate that the customer establishes the 
level of service requirements, priorities, and quality standards. During our assessment, 
stakeholders expressed their ongoing concerns with COMM's failure to deal with Silver 
contract perfonnance and cost issues. The NRO stakeholders also reported that the Silver Eagle 
contract requirements and quality standards did not represent their priorities. stakeholders' 
concerns included 

• the number and duration of VUU.4!,'"'' that creates an inability to perform priority tasks 
or results in work stoppages; 

• the lack of technician responsiveness or time required to address service 
tickets/questions; 

• the premature closing of service tickets and an unwillingness to reopen the same 
ticket in lieu of issuing a new one; 

• the cost for items that stakeholders consider standard baseline requirements such as 
dual monitors; and 

• the payment for annual O&M costs for non-baseline commercial items that would be 
replaced vice repaired such as monitors or additional printers. 

(U/~The stakeholder concerns demonstrate a need COMM to assess the Silver 
contractor in the approved performance objective to improve customer service. 
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Better inclusion of stakeholder feedback on the Silver Eagle contract performance and costs 
would in evaluating contactor performance and customer satisfaction. 

(VII) Recommendation #3 for the Director, COMM: 

(U/~Modify the Silver customer satisfaction metric to consider 
NRO stakeholder input on the quality of service received under the Silver Eagle 
contract. 

(V/~Management Response: Director, COMM concurred with the 
recommendation and requested closure. COMM described Silver Eagle contractor assessment 
activities to measure customer satisfaction and COMM'sl IAnnual 
Survey. addition, COMM discussed its recently completed Ds and Os Front Office Refresh 
Project that resulted in refreshing approximatelDworkstations. 

(VftIil'OUO.).OIG Response: OIG will keep recommendation open pending receipt of 
revisions to the current customer satisfaction metrics, documentation of Silver Eagle 
stakeholders' concurrence that the current customer satisfaction SLA metrics adequately measure 
their satisfaction with the service, or demonstration that the future Transformer acquisition will 
incorporate customer input on the appropriate customer satisfaction metrics. Based on our 
discussions, by 13 October 201 COMM will provide an updated remediation plan that details 
the actions planned and estimated completion date. 

(UIIF91.lllJ.. COMM needs to improve oversight of contract performance and contractor 
accountability. 

(U/7'f9.UQ2. The OIG found that COMM should improve the oversight and accountability 
of the Silver Eagle contractor performance. Specifically, the acquisition office has rewarded the 
contractor simply based on its effort rather than for achieving or exceeding the contract 
requirements. Further, COMM has made contract payments without a valid baseline, payment 
schedule, or verification of basis of contract costs claimed. As a result, the NRO lacks the 
assurance that it has received services commensurate with payments made, and held the 
contractor accountable for FFP performance. The NRO improvement in oversight areas 
should result greater contractor accountability and incentivizing the contractor to meet or 
exceed requirements. The following subsections detail opportunities for improving the Silver 

oversight. 

(V~OU~~~~~~~~~~~~~==~~~~~~~~~~ 
The OIG found that COMM had not ensured proper performance of the Silver Eagle 
requirements and had not taken action with the contractor to remedy the shortfalls. According to 
the when the government acquires services on an basis, the government expects the 
contractor to correct non-performance, without additional cost to the government. COMM 
took no action to obtain a price adjustment for the contractor's failure to deliver some 
assessments for ten months. For example, the contractor did not deliver the monthly FFP SLA 
requirements originally contracted for a 24-hour by seven days per week availability of "server 
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and network devices" that was later modified to enterprise system maintenance and monitoring 
availability. Without the reporting, COMM cannot determine whether the contactor has 
delivered the required level of service. The ASP approved the use of FFP performance-based 

to acquire Silver commercial services, but the acquisition office did not include 
in the contract a remedy for non-performance of this SLA or any other FFP requirement. 
Regardless of whether the contract includes a defined means to hold the contractor accountable 
for FFP requirements, the CO has an obligation to seek remedy FFP requirements not 
received. However, the OIG could not verify that COMM held the contractor accountable for 
the ten-month performance shortfall to include through an equitable adjustment or in award fee 
determinations. 10 

(U/~ In another example, COMM had not held the Silver contractor 
accountable for its employees commercial certification requirements under DoD 
8570.01 Information Assurance Workforce Improvement Program. Although the Silver 
Eagle SOW requires contract employees to meet certification requirements within six months of 
performing information assurance functions, COMM did not ensure the contractor delivered on 
this FFP requirement, nor did it seek a remedy from the contractor for non-compliance with the 
requirement. Based on the COMM data on the total number of contractor employees performing 
information assurance (IA) functions, the OIG assessed that the NRO may have overpaid the 
contractor. Nearly I Icontract employees performing IA functions did not 
comply with the certification requirement within six months of assuming IA functions as 
required by the SOW. Further, I Icontract employees did not meet the certification 
requirement at least two years, and at least one additional person performed lA functions for 
three years without the certification. Therefore, the NRO has paid the contractor for services that 
are non-compliant with the SOW. 

(U~ In addition, the OIG noted that the Silver Eagle CO has incorporated the new 
mandatory NRO Acquisition Manual (NAM) clause containing the certification requirement into 
the contract. The more stringent certification all contractor personnel performing IA 
functions under an NRO contract to have the proper and current certifications immediately 
(instead of the six-month grace period) in accordance with NRO Directive 50-5, Information 
Assurance Workforce Enhancement Program, and DoD 8570.01-M. However, COMM has not 
incorporated the DoD 8570.01-M requirements into the Silver Eagle SOW. Without clear and 
consistent certification requirements between the SOW and contract, the contractor could claim 
they still have a six-month grace period to fulfill the IA certification requirements when they 
bring on replacement personnel or to meet new requirements. 

(U~ COMM is responsible for ensuring the Silver contractor's proper 
performance of FFP requirements. Improved, rigorous contract oversight would ensure the NRO 

the required services or an equitable adjustment. 

10 (U//t"SUQ.LThe lack of reporting could stem back to contract award, which was outside the scope of the testing 
period. 
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(U) Recommendation #4 for the Director, COMM in coordination with 
Director, Office of Contracts: 

(U~ Develop and implement oversight activities that ensure 
accountability for FFP and performance-based requirements. 
(U/~Assess whether an equitable adjustment is required for the Silver 

Eagle contractor's performance shortfall for FFP and performance-based 
requirements. 

(U/IF6YOl.Management Response: Director, COMM concurred with the 
recommendation. COMM will reassess its oversight activities to ensure accountability for 
and perfonnance requirements. Should deficiencies be found, COMM would submit revisions or 
changes to the FDO and contracting officer for consideration. completion date is 
31 July 2016. 

(U) Recommendation #5 for the Director, COMM in coordination with 
Director, Office of Contracts: 

(UIi'FQ.UQlRevise the Silver SOW to require all contractor personnel 
performing IA functions to have the proper and current IA certifications in 
accordance with ND 50-5 and DoD 8570.1-M. 

(U/7'FQ.l.IQl Management Response: Director, COMM concurred with the 
recommendation and requested closure. COMM modified the Silver Eagle SOW to ensure 
ND 50-5 and DoD 8570.I-M requirements are consistent across the contract. 
government and contractor have to the SOW changes. 

(U~OIG Response: The OIG has considered COMM's response and closed this 
recommendation. 

(U;WgUQl FDO award fee decisions reward Silver Eagle contractor efforts instead 
of achieving or exceeding contract requirements. OIG found that Determination 
Officials (FDOs) have consistently determined the contractor's overall perfonnance above 
satisfactory, despite the contractor's failure to meet specific contract requirements in the areas of 
property management, contractor personnel resources and skills, SLAs, and technical 
deliverables. The Silver Award Plan indicates the award fee ll is to provide the 
contractor a monetary incentive to perform than satisfactory to obtain additional profit 
beyond the profit already included the contractor prices. 

(U/fF8.YO.).. The OIG reviewed three six-month award periods beginning 
1 October 2012 and ending 31 March 2014.12 The OIG found that the FDO and the acquisition 
office did not adhere to the Silver Award Fee Plan. example, in award fee period four, 

11 (U) details the contract award fee available and earned through 30 September 2014. 
12 (U) Covers award fee periods three through five. 
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the FDO and acquisition office did not establish support for a "satisfactory" 13 rating in the 
property management area, which was assessed up from an "unsatisfactory" rating in award fee 
period three. The briefing slide 14 for property management includes deficiencies, no strengths, 
and states, "A large amount of effort, communication, and updated Silver process are 
u,-".u ... ,u to remedy several across the enterprise." Deficiencies include concerns with the 
contractor's property management of COMN Ibench stock and sparing level that 
contributed to an accumulation of excess equipment; the contractor's need for accurate 
and current property records; and the contractor's lack of adherence to current approved property 
management Furthermore, the FDO and acquisition office did not support how they 
offset the property deficiencies to warrant the recommended satisfactory rating. 

(U/~For the next award period (period five), the FDO determined the 
contractor's performance in the area of property management was "unsatisfactory," and noted 
numerous perfonnance deficiencies. Period five was the third consecutive award period in 
which the FDO specified property management as an area improvement and continued 
concern. Consequently, the contractor's failure to meet property management requirements 
challenges the NRO's ability to account for IT and telecommunications assets. 

(U/7P8YQ,lIn addition to property management, the FDO also departed from the Award 
Plan by rewarding the contractor for undertaken instead of achievement or exceeding 

contract requirements in personnel, 15 SLA performance, and technical deliverables. For the three 
consecutive periods assessed, the FDO rated the contractor's perfonnance for personnel as 
satisfactory even though the contractor did not meet all personnel skill and certification 
requirements. SLA performance, the FDO was rating the contractor's performance as 
excellent or good in meeting the requirements, which is not consistent with the FDO statements 
that the contractor's status reports for contain incorrect infonnation. Similarly, the award 
fee assessment for the technical deliverable has regularly identified quality concerns with the 

information and that the contractor lacks a verifiable and accurate process for the metrics. 

13 (U~ As defined, by the NRO in the Silver Award Fee Plan and award fee determination briefings, a 
satisfactory performance rating signifies that "deficiencies exist but are offset by areas of exceptional performance." 
14 (U~ Award Fee Period 4, Evaluation: Management Performance, Sub-factor 7: Property management 
states, "Silver Eagle placed emphasis on this key focus area, working with the Government to jointly identify issues 
and mitigation Progress was made, albeit slow as this is a complex environment." 
15 (U~Thc award fee Personnel subfactor for 

• Period 3 indicates, level has shown recent Hny,y.nTPITIPnr "1J1..,vHlv areas and instances of poor 
perIOrmance in this the inability to meet all shift and 

• Period 4 indicates, manning for the overall program remains good, the contractor continues to have an 
inability to meet minimum shift requirements, personnel qualifications, and certification 
requirements. 

• Period 5 states, "manning showed improvement over the course of the award fee period resulting in a 
satisfactory rating .... Government expects continued improvement and 100% manning .... moving forward." 
The brief also states, after months of hard work, the contractor finaHy achieved 8570.01-M compliance. 
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Rewarding the contractor's performance effort rather than incentivizing the contractor to meet or 
exceed requirements has occurred because the FDOs had not 

• followed the NAM that states that award fees for service contracts shall start at zero 
percent and increase value as the contractor meets or exceeds performance 
expectations when accomplishing contract requirements; 

• complied with the NAM that states, "unsatisfactory contractor performance must not 
be rewarded through award fee and 

• followed their Award Fee Plan that states the award will 
o incentivize the contractor to improve contract performance and exceed contract 

objectives, 
o provide the contractor a monetary incentive to perform better than satisfactory 

to obtain additional profit beyond the contractors' already fully burdened labor 
rates that include profit. 

(lJ7'7'f9.UQ2. To date, the NRO has awarded the Silver Eagle contractor nearlyl 
Dpercent of the available award fee. 16 This is in addition to profit the NRO a'-c-lr-e-a-CCdy-p---CaiC-=d-
as part of the contract structure without achieving the approved perfonnance objectives. By not 
holding the contractor accountable or exceeding requirements through the award fee 
process, the NRO is sending an incorrect message on contractor performance. The NRO is 
paying for and rewarding the contractor with additional profit for substandard performance rather 
than seeking to motivate the contractor to improve performance. 

(U/fFOT 1m COMM has the responsibility to ensure that it obtains the greatest value 
its fund expenditures in supporting the NRO's and telecommunications mission 
responsibilities. Therefore, COMM needs to follow its acquisition strategy and award fee plan of 
motivating and rewarding the contractor for meeting or exceeding contract performance and 
must discontinue rewarding the contractor based on effort. 

(U) Recommendation #6 for the Director, COMM in coordination with 
Director, Office of Contracts: 

(UffFOUQ.)..Ensure that the Silver award determinations are consistent 
with the NAM and Award Plan. 

(U/~Management Response: Director, COMM concurred with the 
recommendation and requested closure. COMM has stabilized the FDO position and award fee 
monitoring to be consistent with the NAM and Award Plan. 

(Ut'7"F'6YQ,LOIG Response: OIG has considered COMM's response and assessed a 
subsequent award determination document. OIG acknowledges COMM's explanation of 
the award procedures, the complexity in determining contractor accountability under the 
Silver contract, and COMM's actions to achieve uniformity to the contractor's 

16 (U/~ The total award fee pool available for the life of the contract including options is roughlyl 
As of period five, the NRO determined the contractor earned approximately I pfthe available'---a~lI-oc-a~ti-on-
of over I I 
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perfonnance across the 19 award subfactors. For future services acquisitions, COMM would 
benefit from an acquisition strategy and award fee plan that provides the government the 
flexibility to modify the emphasis of critical perfonnance areas for motivating and rewarding the 
contractor for meeting or exceeding requirements. The OIG has closed this recommendation. 

(U~~~rrm~~~~~~~mL~~lli 
NRO has paid 0 the contractor for services without establishing a commercial-
based delivery payment plan in the contract and without defining a methodology to verify receipt 
of services for five CLIN s. Payments include the service center, a tool suite, enterprise 
operations support, government site standard services, and program management. For some of 
these CLINs, COMM is paying services without a valid baseline to measure 
achievement that would necessitate payment. According to the FAR, FFP contract payments are 
based on results achieved and not effort expended. Without a valid requirement baseline to 
establish a FFP and criteria payment of FFP CLINs, the NRO has no assurance it is receiving 
supplies or services valued commensurate with the invoiced amounts or payments made. 

(U/~ When the OIG sought to establish the basis for payment for two 
the CO and the contracting officer's technical representative (COTR) stated that COMM did not 
have a validated baseline to support the Service Center or the Government Site Standard Services 
CLINs. According to the contract, the Service CLIN supports over I rser accounts 
for a total price of a roximatel Government Site Standard Services CLINs 
supports more than the base period plus one option period at a 
total price ove contract states, "baseline measurement will occur annually 
on the first business day of March ... Any change to the baseline quantity will initiate a 
discussion potential price renegotiation of the 0001." However, the baseline has not 
changed since contract award. These acquisition officials perfonned an infonnal assessment for 
the Service Center CLIN baseline in April 2014, and found a discrepancy the of active 
and inactive user accounts. The actual number was approximatelyj rather than the over 

I luser accounts on which the total fixed price is based. According to the current CO, the 
NRO approved and paid the invoices because the invoices were consistent with an FFP payment 
schedule that the contractor e-mailed to the CO, which is not part of the Silver contract. 
Hence, the NRO is paying for services under these two CLIN s although a valid baseline and 
basis or methodology for verifying acceptance of services has not established. 

(UIfFOUQ,L The OIG also found that the NRO has not specified a baseline measure of 
numbers of users or of equipment to support a payment plan for two other FFP CLINs. 

NRO has not established a payment plan for the Enterprise Operations Support CLIN with 
an FFP of approximatel~ ~ith a quantity of two an unspecified description, and 
the Program Management CLIN that has an of overl If or a quantity of one for an 
unspecified description. The CO and COTR stated that their basis for paying these CLIN s was 
the monthly Business Management Reviews and Management Reviews, award fee 
input for the contractor, weekly meetings with the contractor, and an updated payment schedule 
provided by the contractor e-mail that has no basis the contract. approving invoices 

17 (U) The CO and COTR have also stated that they are working toward capturing the required data for the CLlN 
0001 and 0003 baselines. 

14 
UNCLASSIFIEDl1J?OR OFFICIAL USE ONTS 

Approved for Release: 2017/01/13 C05095470 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 

(b)(3) 
(b)(3) 



without a baseline or basis for payment, the NRO is paying for services without verification they 
were received. 

(U/fFQJ..IQ.lFurther, the OIG found that the NRO made premature interim payments for 
the delivery of a service-enhancing, commercial off-the-shelfFFP tool suite, valued at I"-----__ ~ 

I Iwithout specifying the payment financing tenns and before accepting full operational 
capability (FOC) of the suite and certification and accreditation of the system. According to 

32.202-1 Policy (a), the contractor is responsible for providing all resources needed for 
contract perfonnance and financing. The FAR also states that if the market research indicates a 
common practice or the need for commercial such as interim payments, the CO 
should specify payment tenus provided in the Request for Proposal (RFP), Instructions to 
Offerors, and in the contract. If payment tenus are not stated in the RFP, the CO is required to 
include FAR 52.232-31, Invitation to Propose Financing Terms, in the RFP, and the contract 
should include Terms/or Financing a/Purchases a/Commercial Items. 
Notwithstanding including FAR 52.232-29 into the contract, the clause lacks specific detail on 
payment terms. acquisition office did not provide any infonuation warranting interim 
payments, whether the IT service market requires buyer financing as a commercial practice, or 
how such financing occurs in the commercial market place. According to the CO, the NRO has 
not provided commercial financing. Instead, the CO stated that the tool suite payments were 
based onl pfthe annual contract value for the 
CLIN. Still, the contract does not specify those terms, and the Silver Eagle contractor's 
vouchers did not include supporting data to indicate the basis of the interim payments. 
Furthennore, full payment the tool suite occurred nearly a year before FOC, which conflicts 
with the contract documentation that indicates acceptance of the tool suite is FOC. Additionally, 
COMM continues to identify quality shortfalls with the SLA infonnation obtained from the tool 
suite delivery, and cites the contractor's lack of a verifiable and accurate process for i1t>1Ct>M,T'UA"'''O 

and reporting perfonuance metrics. Without a valid baseline and a valid and verifiable basis of 
payment, the NRO does not have the assurance that it has properly paid for Silver services 
and tools. In addition, the OIG found other examples of areas for internal control improvements 
to the contract baseline and payment process oversight. 

(U/~ Need for a Valid FFP Baseline. The OIG found recurring transfers of 
"-----__________ ~~ifferent fixed-price (FP) CLINs indicating COMM lacks clarity 
of stakeholder requirements and a valid FP baseline. So far, COMM has modified the contract 
four times to transfer funding and scope from a labor hour Tail Site and Other Operating 
Location Support CLIN to a FFP Government Standard Services CLIN. According to the 
acquisition documentation, the first change clarified the charging methodology between the two 
CLINs, addressing an imbalance between the actual contractor work and funding, and the 
other changes realigned labor hours based on projections or actuals. The government accepted 
the contractor's proposed pricing and labor hour reductions for these transfers. However, the CO 
did not document the price analysis to demonstrate the government obtained the labor required 
before transferring funds to a FFP CLIN. Additionally, there was no assurance that the transfers 
did not provide the contractor increased profit. Furthermore, the CO exercised the first 
two options, the CO's written detenuination states "exercising the option is the most 
advantageous method to fulfill the need, price, and other factors considered based on comparing 
the competitively selected prices with GSA labor rates." However, the detenuination does not 
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provide any details on the pricing comparison, nor address the prior funding transfers, the 
reduction labor hour requirements, or expected to the two CLINs. In June 2014, the 
CO exercised the latest option without the FAR-required written determination that the option's 
requirement fulfills an existing Government need and the rationale for the option is the most 
advantageous method to fulfill the government's price, and other factors. Without 
establishing a valid baseline, the NRO will likely continue to be required to make 
administrative adjustments to these CUNs and risks overpaying for Silver Eagle services. 

(U/i'F6YQ) More frequent contractor billing increases NRO and contractor 
administrative costs. The OIG found that COMM is making payments on the Silver Eagle 
contract as frequently as every nine to ten calendar days. The Silver contract 
contains FAR contract clause 52.232-29, Termsfor Financing of Purchases of Commercial 
Items, which limits the NRO to making financing payments once per month. Still, the CO 
and contract modification state that the CO authorized the contractor to bill twice monthly to 
increase funding execution for services. The OIG review of the Silver contractor billing 
and COMM payment of invoices showed that the NRO was paying up to three times month. 
The emphasis on execution of funds rather than paying for validated requirements results in 
increased contractor and NRO administrative costs without any tangible benefit. 

(U) Recommendation #7 for the Director, COMM in coordination with 
Director, Office of Contracts: 

(U~At a minimum, validate the requirement baselines, contract pricing, 
and payment terms detailed in the findings above for CLINs 0001, 0002, 0003, 
0005, and 0007. Payment terms should detail the basis for payment and the method 
of verification the CO will use for payment. 
(U~ Assess whether an equitable adjustment is warranted for the Silver 

Eagle contractor's inability to deliver the full scope on CLINs 0001,0002,0003, 
0005,0007, and 0010. 

(U/~anagement Response: Director, COMM concurred with the 
recommendation. COMM is working on a new Data Item Description that will provide 
additional detail on a portion ofCLINs 0001 and 0003. COMM will validate other CLINs of 
concern. COMM will provide additional detail concerning the monitoring controls to determine 
whether equitable adjustment can be made. completion date is 31 October 2015. 

(Uh'FQUOl. COMM could not explain fluctuations in PED services pricing. The 
OIG found that Silver contractor vouchers for domestic portable electronic devices (PEDs) 
did not explain fluctuations in the monthly services prices. Depending on the device, the 
month 1 rice escalated in the contract's second year from approximatelyl Ito a high of 

'-r--___ -,-----"n the third year, the price of most service devices decreased between I ~nd 
per unit. the next four years, the price per unit escalated gradually, and then 

L,-ro-p-p-e~---"elow the first year's price unit in the last two periods of performance. In exercising 
the option for the second year services, the CO's written determination and finding, and 
memorandum for the record do not provide any detail pricing comparison information or 
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rationale for the significant price increases in year two. Although requested, eOMM did not 
provide cost or price analysis that supports the fluctuation in the I-'''~'U''''' 

(U) Recommendation #8 for the Director, COMM in coordination with 
Director, Office of Contracts: 

A. (U/7'P'SYQ) Assess and document the price reasonableness for eLIN 0006 PED 
service pricing for year two. 
B. (U~Assess whether an equitable adjustment is warranted for eLIN 
0006 PED service pricing for year two. 

(U/~Management Response: Director, eOMM concurred with the 
recommendation. COMM will reassess services pricing for year two and provide the 
information required. Estimated completion data is 31 October 2015. 

(U/~OIG Response: The OIG reviewed eOMM's assessment of the PED 
services pricing for year two that eOMM submitted following the management response. 
eOMM's assessment states that the equipment replenishment supports the price increase for year 
two. OIG has closed this recommendation. 

(U) Recommendation #9 for the Director, COMM in coordination with 
Director, Office of Contracts: 

(U/~Assess ODe vouchers, including vouchers 11031,11032, and 11034, 
and supporting information to determine and document whether an overpayment 
exists and the merit of obtaining reimbursement. 

(U/~ Management Response: Director, eOMM concurred with the 
recommendation and requested closure. eOMM conducted a reassessment of invoices 11031, 
11032, and 11034, and determined that the invoices are free of error, each claim is allowable, 
and no overpayment was made. 

(U/~OIG Response: The OIG considered the additional invoice support 
provided by eOMM, and determined that eOMM has resolved the questioned costs, and the 
current process is sufficient to address the risk of improper payments. Continued monitoring by 
the eOTR and CO is critical to ensure accurate voucher review and payments. OIG has 
closed this recommendation. 

----
- -
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(U) OTHER AUDIT MATTERS 

(U~ Improving NRO's Acquisition of Commercial Services. 

(U~ The OIG assessment of Silver Eagle and other NRO commercial contracting 
activities 18 noted that the NRO acquisition workforce has experienced challenges with having an 
understanding of what service or product they are acquiring that is available in the commercial 
market place, and how the commercial market place would acquire, contract, and pay similar 
commercial requirements on a FFP basis. Considering the FAR states the government to 
acquire services on a commercial basis, the NRO would benefit from increased emphasis 
educating the acquisition workforce on commercial acquisitions best practices. Training should 
highlight best practices to include surveying the market place to establish procedures for 
verifying and paying for commercial services and supplies. 

18 (LIi'tf70U~ Transformers Project Number 2012-009 J, Report dated 11 February 2014 and IT services Project 
Number 2012-001 A Report dated 30 September 2013 
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(U) APPENDIX A: SUMMARY OF AUDIT RECOMMENDATIONS 

(U) Recommendation #1 for the Director, COMM: 

(U/7'r'9UQl Consistent with the tenants of the NRO's Services Acquisition policy, assess the 
Silver contract to ensure that the current contract requirements with the 
performance objectives as intended. Document the benefits and challenges of revising the 
current contract requirements. At a minimum, future services acquisitions should 

• define each approved objective in measurable terms; 
• define the current baseline performance level and performance goals; 
• trace the approved performance objectives to the contract requirements (e.g. award 

criteria and service level agreements); and 
• detail the provisions for measuring and reporting progress consistent with the approved 

performance objectives. 

(U) Recommendation #2 for the Director, COMM: 

(U~Consistent with the NRO's Acquisition policy and procedures, solicit, 
assess, and incorporate stakeholder requirements and priorities into the Silver baseline or 
replacement contract. 

(U) Recommendation #3 for the Director, COMM: 

(U~Modify the Silver customer satisfaction metric to consider NRO 
stakeholder input on the quality of service received under the Silver Eagle contract. 

(U) Recommendation #4 for the Director, COMM in coordination with the Director, 
Office of Contracts: 

A. (U~Develop and implement oversight activities that ensure accountability for FFP 
and performance-based requirements. 
B. (U~Assess whether an equitable adjustment is required for the Silver Eagle 
contractor's performance shortfall for and performance-based requirements. 

(U) Recommendation #5 for the Director, COMM in coordination with the Director, 
Office of Contracts: 

(Uh'FOT IQlRevise the Silver Eagle SOW to require all contractor personnel performing IA 
functions to have the proper and current certifications in accordance with ND 50-5 and 
DoD 8570.1-M. 
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(U) Recommendation #6 for the Director, COMM in coordination with Director, Office of 
Contracts: 

(U/~Ensure that the Silver 
and Award Fee Plan. 

award fee determinations are consistent with the 

(U) Recommendation #7 for the Director, COMM in coordination with the Director, 
Office of Contracts: 

A. (U/~At a minimum, validate the requirement baselines, contract pricing, and 
payment terms for CLINs 0001, 0002, 0003, 0005, and 0007. Payment terms should detail the 
basis for payment and the method of verification the CO will use for payment. 
B. (UI/fi'ttHQ~Assess whether an equitable adjustment is warranted for the Silver 
contractor's inability to deliver the full scope on CLINs 0001, 0002, 0003, 0005, 0007, and 
0010. 

(U) Recommendation #8 for the Director, COMM in coordination with the Director, 
Office of Contracts: 

(U/lF9UQl Assess and document the price reasonableness for CLIN 0006 servIce 
pricing for year two. 
(U~ Assess whether an equitable adjustment is warranted for CLIN 0006 

service pricing for year two. 

(U) Recommendation #9 for the Director, COMM in coordination with the Director, 
Office of Contracts: 

(U//FQ.lIQl Assess ODC vouchers, including vouchers 11031, 11032, and 11034 and 
supporting information to determine and document whether an overpayment exists and the 
merit of obtaining reimbursement. 

(U) Recommendation #10 for the Director, COMM in coordination with the Director, 
OS&CI: 

----
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(U) APPENDIX B: CONTRACT VALUE AND PRICED OPTIONS 

(UII~ Silver Eagle is a commercial, finn-fixed-price (FFP), award fee, Fixed-Price 
Labor Hour type contract. For Silver is used to acquire standard services and 
labor hour for non-standard services. Table 1 details the current contract line item numbers 
(CLIN), their description, contract type, and value, excluding options not yet exercised. 

CLlN 
0001 
0002 

0003 

0004 

0005 

0006 

Table 1: (U Contract Line Item Number Structure 
DESCRIPTION TYPE VALUE CLlN DESCRIPTION TYPE VALUE 
Service Center FFP 0008 Incoming Transition LH 

FFP 0009 Outgoing Transition LH 

Government Site FFP 0010 Service Enhancing Tool Suite FFP 
Standard Services Integration 
Government Site Non- Labor 0011 Other Direct Costs (ODCs) CR 
Standard Services 

Tail Site and Other LH 0012 Award Fee FFP 
Operating Location 
Support 
Portable Electronic FFP 
Devices (PEDs} 
Suppor~ 

Subtotal 

This table is Unclassified 

(UI ~ Table 2 details the total price of the options by CLIN. 

0013 Patriot Enterprise Management LH 
System Operations & 

1----
Maintenance (PEMS O&M) 

This table is unclassified 
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(U) APPENDIX C: SCOPE AND METHODOLOGY 

(UlfFOrrQl The Office of the Inspector General (OIG) performed this audit from 
December 2013 to November 2014 accordance with Generally Accepted Government Auditing 
Standards issued by the Comptroller General of the United States. Those standards require that 
the OIG support its work with sufficient, appropriate evidence that provides a reasonable basis 
for the findings and conclusions based on our audit objectives. The OIG assessed the internal 
controls deemed significant within the context of the audit objectives. During the audit planning 
work, the OIG noted that the acquisition and structure of the Silver contract 
merited a closer look to addresses the National Reconnaissance Office's (NRO's) acquisition 
oversight process of the Silver Eagle acquisition planning, acquisition strategy, and contract 
implementation. Any information system data used by the auditors or included in this report for 
informational purposes was not audited, and is not significant to the audit findings. 

(U~ To accomplish the audit, the OIG reviewed and documented relevant 
acquisition and laws and regulations, and NRO guidance, policies, and procedures. The OIG 

"",,,,,,,",uwhether the NRO governance implementation of the Silver Eagle acquisition included 
tracing the Acquisition Panel (ASP)-approved acquisition strategy for Silver through to 
contract implementation. This included evaluating the contractor's compliance with the 
Statement of Work (SOW) and Department of Defense 8570.01-M, "Commercial Certification" 
requirements for individuals performing information assurance requirements, and assessing the 
potential Silver insider threat by testing and the NRO's monitoring and 
polygraphing of privileged users consistent with the SOW. 

(Uh'FQ.UQ,LThe OIG analyzed the Office of Contracts Compliance Review Reports and 
its recommendations for the Silver Eagle request for proposal and contract recommendations to 
determine implementation. The OIG assessed the implementation ofthe NRO's Silver 
Government Quality Concept document, and the Silver Eagle contract. The contract assessment 
included evaluating the NRO's oversight and contractor compliance with elements of the SOW, 
Award Plan, payment terms, contractor's labor hours, and portable electronic device pricing, 
Work Breakdown Structure, Contract Data Requirements (CDRL), and Data Item 
Descriptions. 

(U~ The OIG analyzed the NRO and the acquisition office's effectiveness in 
using its oversight mechanisms to oversee and verify Silver contract performance. The 
oversight mechanisms applied to the Silver included the Award detenninations, the 
contractor's service level reporting; contractor's delivery of the tool suite, and training and 
reference manual; and review and approval of Silver vouchers and invoices. 

(U~ OIG evaluated the Communications Systems Directorate's (COMM's) 
Award Fee detenninations for three six-month periods covering eighteen months of contract 
performance from 1 October 2012 through 31 March 2014; and the acquisition office's 
assessment of the General Dynamics Information Technology, Incorporated (GDIT) 
Level Agreement (SLA) contract reporting from 1 October 2012 through 30 November 2013 
within the award fee process. The OIG evaluated the government's acceptance and payment for 
the delivery of the GDIT's CDRL 0010, the Tool Suite Design Description and Tool, and the 
GDIT Tool Training and Reference Manual. 
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(U//f:.()T TO).. To detennine the scope of the policies, procedures, and processes GDIT 
implemented, the OIG assessed additional oversight mechanisms. Included in the OIG 
assessment were the contractor's delivery and government acceptance ofCDRLs. The CDRLs 
consisted of the Program Management Plan, Program Security Management Plan, Configuration 
Management Plan, Communication Plan, Quality Control Plan, Organizational Conflict of 
Interest Plan, and Innovation Report, Program Monthly Review briefs, and the Business Monthly 
Review briefs for October and November 2013. The OIG also assessed GDIT's Asset Inventory 
Report dated 17 September 2013, and GDIT's Monthly Procurement Reports dated September 
and October 2013. 

(U//~ To detennine the effectiveness of the NRO's review and approval of Silver 
vouchers and invoices, the OIG used a non-statistical sampling approach. The sample 

included one voucher or invoice and payment for each of the active Silver Eagle CLINs 0001, 
0002,0003,0004,0005,0006,0007,0011,0014 for the period 1 July 2013 to 30 June 2014. 
The total universe this period and these CLlNs consists 101 vouchers or invoices. 
In evaluating the vouchers and invoices, the OIG compared the pertinent contract payment terms, 
contractor's labor hours and portable electronic device pricing to the applicable invoice. 

CLIN 0010, the finn-fixed-price tool suite, the OIG evaluated 11 of27 vouchers and 
payments. This sample included selecting the first voucher, skipping the second voucher, 
selecting the third voucher, skipping the fourth and fifth vouchers, selecting the sixth voucher, 
skipping the seventh voucher, selecting the eighth voucher, and continuing the same pattern for 
the remaining vouchers the OIG reviewed. 19 OIG did not use the results of a non-statistical 
sample to project our conclusion on the universe of payment vouchers. Still, the sample items 
represent the universe, and therefore provide a sufficient basis of validity to support our related 
audit findings and conclusions. The OIG also assessed the completeness and validity of the 
invoice data. 

19 (U//f"SUQ,LThe sample for CLIN 0010 consisted of eleven vouchers, voucher numbers 10001, 10003, 10006, 
10008,10011,10013,10016,10018,10021, 10023, and 10026. 
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(U) APPENDIX D: PATRIOT AUDIT RECOMMENDATIONS 

(U) In 2007, the NRO OIG issued a report on the Silver predecessor contract entitled Audit 
of the National Reconnaissance Office of the Patriot Program (Project No. 2006-008A), 
dated 8 June 2007. In this audit, the OIG reported significant performance challenges the NRO 

Table 1 provides details recommendations and their closure dates. 

Table 1: (U) Audit ofthe NRO Management ofthe Patriot Program dated 8 June 2007 

Patriot Recommendations 

# 1 b: Document and incorporate the baselines and scope changes into the Patriot contract. 

#1 c: Develop an accelerated to improve NRO ICT support by 
• eliciting proactive COMM senior and commitment to Information 
Technology Infrastructure Library (ITIL), based and Patriot success, 
• ensuring resources to implement and complete customer SLAs and service catalog, and 
• cstablishing a schcdulc with milestones. 

users apprised of performance standards and planned Patriot changes including costs 
that will impact the customcr. 

#3: Conduct periodic reviews ofSLAs to ensure currency and validity in accordance with the 
contract 

#4b: Hold the contractor accountable for invcntories or havc the contractor provide 
consideration to the for inventories not completed. 

#5: For future contracts, ensure that contractor property systems and plans are approved prior to 
transferring property responsibility to the contractor. 

#7: Hold Harris Technical Services Corporation (HTSC) accountable to provide the skilled 
personnel they indicate are required to meet the contract requirements through the award fee 
process or other means. 

#8: Require the contractor to provide and implement an action plan to achieve and sustain accurate 
invoicing and Contract Funds Status Report 

#9: Address audit delays with Defense Contract Audit Agency Management 

# lOa: Ensure HTSC an effective tool capability to support COMM JCT ITIL and 

Ensure all contract changes are formally tracked and consideration documented. 
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25-Mar-ll 
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27-Jul-07 

20-Nov-09 
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(U) APPENDIX E: SIL VER EAGLE AWARD FEE SUMMARY 

(U) Table 1 details the Silver Eagle contract award fee available and earned through 
30 September 2014. 20 

20 (U) Silver 

Total 
table is unclassified 

contract modification 60, attachment 3, Award Fee Plan 
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(U) APPENDIX F: MANAGEMENT COMMENTS 

{U/~ ReeommQndation #1 for the Director consistent with 
the tenants of the NRO's Services Acquisition policy, assess the 
Silver Bagle contract to ensure that the current contract requirements 
align with the performance objectives ss intended. Document the 
benefits and challenges of revising the current contract requirements. 
At a minimum, future services acquisitions should 

a. define each approved objective in measurable terms, 
b. define the current baseline performance level and performance 

goals, 
c. trace the approved performance objectives to the contract 

requirements (e.g. award fee criteria and service level 
agreements), and 

d. detail the provisions for measuring and reporting progress 
consistent with the approved performance objectives. 

UNCLASSIFIED/fi;>gw;.:i 
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{U/~ Recommendation #2 for the Director, COMM: Consistent 
with the NRO's Service Acquisition policy and procedures, solicit, 
assess, and incorporate stakeholder requirements and priorities into 
the Silver Eagle baseline or replacement contract. 

(u/~ Recommendation #3 for the Director, COMM: Establish a 
Silver Eagle customer satisfaction SLA metric that considers NRO 
stakeholder input on the quality of service received the Silver 
Eagle contract. 

(U) Recommendation #4 for the Director, COMM 
the Director, Office of Contracts 

coordination with 

a. (UffpmUll Develop and implement oversight activities that ensure 
accountability for FFP and performance baaed requirements. 
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b. (U/~ Assess whether an equitable adjustment required for 
the Silver Eagle contraotor's performance shortfall for FFP and 
performance based requirements. 

(u/ ~ Recommendation #5 for the Director COMM in 
coordination with the Director, OC: Revise the Silver Eagle SOW to 
require all contractor personnel performing IA functions to have the 
proper and ourrent IA certifications in accordance with NO 50-5 and 

8570.1-M. 

Recommendation #6 for the Director, COMM in coordination 
with I OC: Ensure that the Silver Eagle award fee 
determinations are consistent with the NAN and Award Fee Plan. 
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(U) Recommendation #7 fo~ the Di~ector, COMM in coo~dination with 
the Di~ector, OC: 

a. (UI ~ At a ml.nJ.mum, validate the requirement baselines, 
contract pricing, and payment terms detailed in the findings 
above for CLINs 0001, 0002, 0003, 0005 and 0007 Payment terms 
should detail the basis for payment and the method of 
verification the CO will use for payment. 

b. whether an equitable adjustment is warranted 
Eagle contractor's inability to deliver the full 

scope on CLINe 0001, 0002, 0003, 0005, 0007, and 0010. 

(U) Recommendation 18 
the Director, OC: 

the Director, COMM coordination with 

a (U/7'1!'eUQl Assess and document the price reasonableness for CLIN 
0006 PED service pricing for year two. 

b (uHFouQl.. Assess whether an equitable adjustment is warranted for 
CLIN 0006 PED service p~icing for yea~ two. 
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UNCLASSIFIED/~ 

(U/~ Recommendation i9 for the Director, COMM in 
coordination with the Director, OC Assess vouchers 11032, 11031 and 
11034 and supporting information to dete~ine and document whether an 
overpayment exists and the merit of obtaining reimbursement 

--
----
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