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(U) SECTION I - INTRODUCTION 

(U) In accordance with the National 
(NRO) Governance Plan, s NRO Direct 

ssance Office 
(ND) defines the 

scope, authorit s, and respons ilit c to NRO 
Bus ss Function (NBF) 110. with 
appropriate stakeholders, and is the NBF owner, with 

istrat approval of the rector, Office of Policy and 
(OP&S). Official record cop s are by OP&S. 

(U) establishes the policy, act t s, and roles 
and respons ilit s for how NRO, the Office of Public Affairs 
(OPA) , and the Office of ssional and Public Affairs (OCPA) 
shall conduct social a. 

(U) SECTION II - APPLICATION 

(U) All NRO personnel who perform tasks or have dut s 
specific to NBF 110 11 comply with is ND and its 
corre ng instructions. When work to be performed under an 
NRO contract must comply with s rect 
ins ons, program office shall list se 
reference documents in the contract statement of work. 

(U) SECTION III - REFERENCES/AUTHORITIES 

a. (U) Pres 
Government, 21 

's Memorandum on Transparency and 
2009 

b. (U) Pr Act of 1974, as Amended (5 United States 
Code 552a) 

c. (U) NRO Governance Plan, 25 October 20 1 

d. (U) NBF 110, S c Communications, 3 l 2012 

e. (U) NRO Direct (ND) 50-7, iate Use of NRO 
Information Technology, 7 March 2012 

f. (U) ND 10 0 2 8, NRO Information ise Account 
Authent cat on Po icy, 30 st 20 2 

4 

g. (U) ND 55 1, Information Privacy, 7 May 2013 

UNCLASSIFIED/7FOR OE'E IC!Af.i SSE o~r.y 

Approved for Release: 2016/11/22 C05095813 



UNCT ~pproved for Release: 2016/11 /22 C05095813,:E.¥ 
J..1.ft;:);:).l.J::.L.C..IJ//.E:V.l:'I. V.E:.E:.1.0....LAJ.A Vo::>J::i VU 

ND 110-6, Public Affairs Social Media Use 
FY 2014 

h. (U) ND 55-2, Pr 
2013 

Breach and Complaint 
7 

i. (U) NRO Instruction (NI) 5 6-2-2, 
26 February 2013 

lication 

j. (U) NI 55-2-1, Pr 
2013 

Breach and Complaint 
2 

ew, 

ing, 

k. (U) of Defense (DoD) Instruction 5400 .13, 
Public Affairs (PA) Operations, 15 October 2008 

l. 
Federal 
Council, 

(U) Guidelines Use of Social Media 
s, Version 1.0, Federal CIO 

m. (U) Direct Memorandum 09 026 Respons and 
Effect 
of De 

Use of nternet-based lit s, Secretary 
se, 25 2010 

n. Community ( C) Standard 500-16, 
Password , Office of Director of National 
Intelligence (ODNI), 16 March 2011 

28 
o. (U) IC Direct 

st 2013 
205, Anal ic Outre 

p. (U) FORM 4414, Non-Disclosure 

(U) SECTION IV - POLICY 

a. (U) OPA the Bus ss Plans and 

I ODNI, 

ions 

20 3 

Directorate (BPO) shall establish and maintain an 
on s ect ly chosen unclassified social 
NRO's presence on the chosen websites shall a 

NRO presence 
ites. 

be open and 
ac 

b. (U) NRO's official unclassi social a presence 
and activities shall support NRO strategic communication goals, 
increase l c awareness and unders ng of the NRO, 
reinforce the NRO's un role in the IC, and he align NRO 

th the Pres 's Memorandum on Transparency and 
Government, 21, 2009. 

5 
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c. (U) NRO's social a presence shall follow DoD-
contracts th the respect social a s. 

(U) SECTION V - ROLES AND RESPONSIBILITIES 

(U) Management of Social Media Accounts and Web Applications 

a. (U) The Director or Director of OPA ( OPA or 
DD shall approve access for social media managers to 
maintain NRO's selected social a websites and to use Web 
app ications (apps) that social a activit s. The 
Office of Securi and Counterintelligence (OS&CI) shall 
a securi file of social a managers before are 

access as privi users of NRO website accounts. OPA 
shall limit number of managers to minimum necessary to 
properly administer the NRO's social media websites and shall 

and val the managers' need for access annually. 

b. (U) S al a managers shall monitor and ma in 
social a accounts and Web apps, access to 
social media accounts upon the 

nation of a social a manager. 

c. (U/~ Social a managers shall access NRO social 
a websites only from NRO Unclassified Information 

System (UMIS) workstations to or post content to a 
website. 

d. red by policy (reference i), or 
, DD deem appropriate and 

e, OPA 11 consult OS&CI 
when 
appli 
Of ce (CIO) before post data 

ief Information 
rmation on the Internet 

ication, or Privacy Act to ensure there are no security, 
concerns. 

~-~e. (U) OPA shall with the OP&S 

~-~ 

before posting any content conta n ng domestic imagery. 

f. (U/ ~ OPA shall coordinate the creation of any 
soc al a webs te account and ts ilities, features, or 
add-on enhancements with OS&CI and the Office of General Counsel 
(OGC) prior to lementation to conduct a securi risk 
assessment and to obtain approval for usage. 
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(U) Password Protection 

a. (U) a managers shall use only one shared 
account for a website, but shall employ a 
credential has been 

by OS&CI. ensure access and 
accountabili for each social a manager pos ing to NRO 
social a websites. Prior to the acquisition of such 
s ces, managers shall document their l activit s on 
each website. 

b. (U) Social 
follow ND 100 28 or 

allowed by each website. 

a managers shal use s passwords 
current ND on record to the extent 

rs must be iant th proper 
s for access and use of the NRO nformation 

(NIE) at all times. 

c. (U) Social a managers shall ma in awareness of 
individual sites and change passwords if the owning 

organization s securi settings or a breach of site 
securi becomes known. 

(U) Access Control 

(U) NRO social a managers 11 access NRO ites via 
UMIS workstations only. s shall not use personal social 

a accounts to manage NRO social a websites or to perform 
any official NRO s a activities. s 1 use 
only the unclassified email address for 

~~~~~~~~~~~~~~ 

all NRO social a accounts. 

(U) Content 

a. (U) In accordance with NRO policy (reference i) , or 
when D DD , D/OCPA, or DD/OCPA deem necessary, social 

a managers shall ensure that the CIO Information 
Services Office Information and Release Group (IRRG) 

ews content shared via social a prior to release 
social a to veri that it is licly releasable. The IRRG 
shall consult the appropriate stakeholders to ensure that their 
concerns are addressed and shal ew content ss ons as 
quickly as poss le. 

7 

b. (U) Social a managers shall work with content 
rs to ensure, to the best of their ability, that all 
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content is accurate, relevant, and does not reflect adversely on 
the NRO, the IC, or the federal 

c. 
class if 

a managers shall ensure that 
formation is not posted to or tran tted over the 

open nternet. 

d. (U/~All personnel lved a 
shall also ensure that propr , privi sensit 
unclassified, and FOUO information is not tran tted over the 
unclassif Internet. use classif formation 
systems for the tran ssion of such information. s of 
such in ion include, are not limi to: 

1. (U) nformation concern official trave ; 

2. (U) The identi t s of 
conferences that are not open to the 

in meetings or 
ic; 

3 . (U) of conference attendees at events 
that are not open to the general lie; 

4 . (U) Username, passwords, and network details; 

5 . (U) ical securi l sties; 

6. (U) ssion lit s and l tations; and 

7 . (U) Details of oyees relation with the 
NRO. 

(U) Release Authority 

(U) D or DD are the release authorit s for content 
lished on NRO social a websites, even if the al has 

been for public release for other purposes. However, 
when D/OPA, DD/OPA, OCPA, or OCPA deem necessary, content, 
in tion to IRRG ew, shall be vetted OS&CI and 
CIO and by or OCPA before pos 

8 
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(U) Incident Reporting 

a. (U) NRO OPA personnel shall immediately all 
known or su securi events, idents, and 
known or suspected data spills to the 

I land the OS&C ~-~-----~-----------~ 

I I 

b. (U) NRO OPA personnel shall ately report all 
known or su pr breaches to the CIO. 

c. (U) 
personnel and 
and the NRO Pr 
assistance 

f an event occurs, al lved NRO 
and assist OS&CI, 

personnel th whatever 
to conduct assessments, lement 

any other actions 
ion and clean up. 

d. (U/~ LJand the OS&CI s 11 
guidance for containing the incident, for eradicating the cause 
of the , and for restor the social a website and 
account to pre-inci onal status. OPA personnel shal 
not post or delete content from the social a website and 
account lved a security and shall preserve al 

dence until the investi ion is complete. 

e. (U) If a social a account is attacked, hacked, or 
se al in any way wi ization, may 

~-~ 

authorize OPA personnel to contact the vendor ate y to 
rega control of the account or restore the page. 

(U) Interactivity and Monitoring 

a. (U) In the NRO' s social a websites, the 
social a managers shall not follow, like, or otherwise 
endorse any non-U.S. government or commercial social a 
website unless specifically authorized to do so D/OPA. 

ng other U.S. soc al a webs tes is 
tted. 

b. (U) Social 
approval, share content 
governmental third 
have been for 
This may include posting 

9 

a managers may, with D/OPA or OPA 
created a al or non 
that relates to NRO if the materials 

c release and are unclass f ed. 
ations from previously 
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content; lishing news headlines or brief descr ions of 
articles or events; and creat s le summar s of articles, 
videos, or o files wi icable copyr laws. 

s may include or torial 
content roduc these materials. 

c. (U) Social a managers shall seek to public 
comments and or remove any ic comments that are posted. 
Social a managers shall not rectly re to ic 
comments made on NRO social a websites. If deemed 
appropriate by D or DD managers may t or share 

tiona content that addresses the ect matter of a 
comment wi directly re ing the comment or commenter. 

d. (U) Social a managers shal content in 
accordance wi on of is Social 

a managers shall hide or remove any materials or content 
deemed iate f sensit or c assi 
information is pos site from any source, social media 
managers shall follow s outlined in the "Incident 

section of s document. 

e. (U/~ The OS&CI ting 
software to monitor and he identify iate 

, sensit , or classified in 
shall noti social a managers 

~-~-

or material, ch social a managers 
remove. If OS&CI discovers sensit 
classif materials on a website, the branch shall ately 

lement its response s and noti the social a 
managers and BPO program security officer (PSO). 

(U) Counterintelligence 

a. (U/ /~ Social a managers shall ately 
to and the OS&CI any act ty or post 

on an NRO social a to have originated from 
a foreign intelligence or secur ce, terrorist 
organization, or other enti that may be threaten 
collecting information, ing to recruit U.S. persons or 
inf uence ions, or conducting i l c t activit es against 
the social media website. 

10 
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b. (U) OS&CI shall ew any acti vi or posting believed 
to communicate a threat and, if necessary, it to the 
appropriate counterintelligence or law enforcement agencies. 

~---c~. (U) Social a managers shall notify the OS&CI ----
----~ 

of the scovery of any unauthorized soc a website 
ing to represent the NRO. The social a managers 

shall then contact and engage the website r to remove the 
unauthorized website. 

(U) Privacy 

a. (U) 

own pr 
website is 

Each i 
policy. 

ect to that 

social media 

po icy. 

b. (U) The NRO's use of social a shall 

its 

y with 
statutory, regul , and po icy requirements (references b, g, 
h, and j) cting personally i ifiable in ion (PII) 
and records covered under the Pr Act. OPA shall 
with NPP before post materials that may contain P to social 

a websites. 

c. (U) NRO social a websites shal k to and from 
NRO.gov website. 

website us a link 
notice that the 
for a 

(U) Media Contacts 

or 
DD 

(U) Social 

(U) Abuse 

selecting an NRO social 
from the NRO.gov website shall 

l is the NRO.gov 
ite. 

a managers shall refer any a 
NRO social a websites to 

a 
website 

or 

(U) Social media managers shall or remove any material 
or content deemed inappropr ate or abus 

11 
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SECTION VI - DIRECTIVE POINTS OF CONTACT 

( LJ) D rm are the ma points of conlacl fo~ a~ 
po cy and/or 

ated to 
process questjons ssociatod with NRO 8ocial ntcdlu 
the implementation and opcrallon ol ll1~u 

Dlr:(-;c:Ll 

APPROVING SIGNATURE 

As the owner fer St. c C'.ornrnur1ica ;_ions, T 

ccJr1ilrrn t.hat tl1 s dc)Cl1ment provides a complete:.: rcprcsc:ri~aLlo.n <.)i 

ND llC) 6, !:,ub Lj c Affairs Social Csc, arid Ll1D.L l1c; t 

11as f)ccr1 coo e<i with stakehol rlers in s pr(Jccss. 

[')t,rategl c 
01BF Owner 

cat icn1.s / 

I~ ! 

Du.Le 
l)~rector, Office of cy 

uncl St 

) 
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(U) APPENDIX A - GLOSSARY 

(U) Content 

(U) Domestic 
Imagery 

(U) NRO Personnel 

(U) Official 
Release 

(U) Prepublication 
Review 

(U) Social Media 

13 

sual, or mult a 
shared or posted on a social 

les of NRO content may include: 

a. Historical mater ls produced by or 
for the NRO's Center for the S of 
National Re ssance ( 

b. Selected launches of NRO space 
cles, and 

c. Announcements of a new Director, 
Prine l Director, or Director 
of the NRO. 
(U) ry covering the fi United States, 
the strict of Co a, U.S. territories, 
and possessions, inc ng all areas 

twe nautical mi seaward from 
a U.S. land mass used for of al NRO 

purposes s document, the 
are cons NRO personnel: all 

, government, and contractor 
oyees of or assignees to the NRO. 

(U) A record or document that l be 
released by the NRO or an NRO component as 

of its mission and function. 
process es lished to control 
the release of unclassified 

about, or affect the 
policies, programs, or operations of 
the IC, or the U.S. Government. 
(U) The collect use of online platforms, 
applications, and techno es used to share 
information, and create 

static websites. 
ract 

Social 
content 
a 

ludes soc al netwo websites, deo 
websites, weblogs, and other Internet 
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(U) APPENDIX B - RECOMMENDATIONS FOR INTERNET CONDUCT 

(U) Purpose 

(U) B 

appropriate Internet 
the latest ve sion of 
amended as technology 

des NRO personnel recommendations on 
use. NRO personnel should regularly review 

these recommendations, ch 11 be 
develops and/or polic 

(U) Background 

(U//~ Internet, including Web sed tools 
social networking websites, 
life, but a so pose securi 

value to daily 

personal other sensi in 
the IC, NRO personnel should recognize and 
risks. For example: 

isks to 
on. As members of 
understand these 

a. (U/~ Non-state actors use social networking 
websites for communication, research, and analysis. Personal 

IC personnel on these ites are vul e. 

b. (U/~ Fore 
harvest information about C 
activities from these websites. 

se ces act 
locations, and 

c. (U/~ IC personnel have been the vict 

ly 

of 
suspicious, somet s aggress 
networ websites, 
other unsolicited contact 

social 
requests, and 

and acquire 
sensit or classified 

(U) Scope and Applicability 

a. (U/~ These recommendations apply to all NRO 
components and personnel, including government, military, 
contractor, and ass gnees to the NRO, but do not restrict 
authorized activity in of NRO missions. Please refer 
questions regarding the applicability of these recommendations 
to such activi to OGC and the Office of Public Affairs (OPA). 
References to "you" and "your" in these recommendations 
all NRO personnel as de above. 

14 
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if content may reveal classified or sensit unclassified 
formation, or 1 any way characte ize the NRO, IC 

elements or personnel, ligence data or es, 
whether us personal s and ces or U.S. Government 
systems. NRO personnel consent to monitor of their use of 
U.S. Government systems. Vio ators of security regulations may 
be s ect to NRO discipline and criminal prosecution (reference 
p). 

c. (U/ /~ ths ng any recommendations s 
ND, all NRO personnel must still t all content for 

ic ss ion to the IRRG for lication if it 
ifies or characterizes the NRO IC elements or 

rsonnel or data or act t s reference i . 
The IRRG wi l appropriate stakeholders to ensure 

ir concerns are ssed. es of ic online content 
that NRO personnel should avo posting and that would be 

ect to an IRRG lude, but are not imited to: 

a. (U) Blog posts on ics related to the 

b. (U) Tweets or posts your j or 
performance 

c. (U) s about your 
coworkers, supervisor, or NRO leader 

d. (U) s of NRO or IC facilities; 

e. (U) of NRO or IC personnel, 
unless taken in a personal capacity and with their prior 
consent; 

f. (U) All resumes or other descr ions of 
official duties and respons ili s; 

IC; 

g. (U) Bi s that refer to your NRO or IC 
af l ation, such as for alumni or professional 
and 

ications; 

h. (U) Launch s, status, and related 
activity. 

15 
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(U) Recommendations for Mitigating Risk: 

a. (U) Follow professional standards and conduct, common 
sense, and sound j when using the Internet, Web-based 
tools, or social he t many ial sks. 

1. (U) Protect your online privacy-do not rely on the 
provider. Use website features to limit who can see your 
personal profile(s). The default for most social a websites 
is that everyone can see your in on. When establi 
and ma a a page or profile, cons what formation you 

, understand the pr controls and sett and set 
appropriately to your in ion, and routi y 

and sett as p rs may 
or return them to a default sett 

when per s. Do not post personal ils, 
such as hometown, 
trave , which make 

school, mother's den name, or personal 
you eas and are often answers to 

password recovery securi 
limit posting of personal 
facia recognition techno 

questions. You also may choose to 
, due to devel s in 

ogy. 

2. (U) Protect your personal information. 
Adversar s, fore 11 and 
crimi elements, can, using spyware, i ing, or any 
number of other methods, obtain personal information from 
unprotected systems. 

your home 

email addresses 

16 

a. (U) of the foll ng may be stolen from 
r or other ces thout your 

1. (U) Email logs and content; 

2. (U) Software stration records; 

3 . (U) le structure; 

4 . (U) Network logons; 

5 . (U) Cache; 

6. (U) Names, addresses, numbers, and 
of you and your personal contacts; and 

7 . (U) t card numbers, bank accounts. 
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b. (U) You can further protect your personal 
in on 

1. (U) Turn off Internet coo s; 

2. (U) larly ing anti-virus 
software th new def itions; 

3 . (U) Us fferent passwords for each 
website; 

passwords 
characters, 

4. (U) Protecting your passwords; 

5. (U) Creat accounts us s 
i a mix of uppercase, lowercase, al 

and numbers; 

6. (U) Setting your browser for maximum 
security; 

7 . (U) Using only securi software 
that s cally; 

8. (U) Configuring your system to monitor 
unusual events; 

or foll 

9. 
le websites only; 

(U) Partic ing in subscr logon at 

10. (U) Not opening emails or attachments 
ng links from people you do not know; 

11. (U) Establi email spam filters on 
your personal email account; 

12. (U) Using secure connections when 
making bank transactions or order ng online; 

13. (U) Not runn applications from a 
soc a a webs te; and 

14. (U) Maintaining a list of blocked 
websites for your network. 

17 
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3 . 
not use 

identity. Do 

writ 
to a personal profile, 

ks to other content, that 
could needlessly expose your affiliation with NRO. Be 
cautious when joining, foll ng, or liking any 
person or organization onl NRO personnel may list 
their employer as the U.S. Government or NRO, but should not 

the NRO office in which work without clearing it 
the IRRG NRO personnel under cover should 

a. (U) les of online or NRO 
personnel should not engage in lude, but are not limited to: 

1. (U) Friending, liking, post 
commenting on, reposting from, linking to, or 
officia or unofficia C agency webs tes or prof les; 

2. (U) Routinely posting or lin 
articles on a icular 11 topic; 

3. (U/~ Post 

to, 
fans of 

to news 

of other 
NRO or IC personnel, unless taken a personal capacity and 
wi r prior consent; 

4 . (U/~Post of NRO or 
IC facilit s and activit s. 

b. ~ Your personal social a 
presence, such as on Facebook, Linkedin, Twitter, blogs, or 
other Internet usage may clues to your 
af liation. A adversary can build a picture of your 
preferences analyzing your links, individuals and websites 
you follow, your online friends, bl 1, and other cators. 
We all leave an onl whenever we use the Web; 
consider whether your footpr make you a 
statements you make or actions you take onl ne may s ect you 
to 1, ethical, or other repercussions. Carefully cons r 
whether, through your personal communications, you could reveal, 

mission 

18 

ne, or adversely affect the IC, ts ons, or its 
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1. (U) Jo certa 
s of a cular debate; 

groups or foll 

2 . (U) ress sol th certa 
causes cs, icons, badges, or se; 

3. (U /7'Ftrtffii i your 
a filiation with NRO or the IC (al overt NRO personnel may 
list their employer as the U.S. Government or NRO, consider 
whether it is appropriate to do so); 

4 . 
reflects upon, criticizes, or 
job, sor, or the polic 
NRO; or 

ing in ion 
rega 

Government, 
your 

C, or 

5 . (U) Fai to manage appropriate y the 
various 
network 

and settings offered each social 

c. (U) Additional consi ions when posting 
s onl 

1. 
facial recognition and 

(U) Social networking ites contain 
tools that can be used on any 

you post. your s may be i 

s es to link analysis of your 
contacts, your contacts' contacts, etc. 

2. (U) 
information in the metadata of 
poss le for adversar 
you visit based on your 
on mos cameras and s can be turned 

3. (U) Many website user 
i cate that information and s posted 
prope of the website. Carefully all 
sure you understand and are comfortable with them. 

of GPS 

locations 
feature 

become 
s to be 

4. (U/fPGUO) Protect the professional identities of 
others. Your respons 1 t es to your coworkers extend to all 

ic spaces, both ical and virtual. Your onl ne or 
could lead to un consequences for those linked to you. 

19 
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Be cognizant of and help the cover status of others. 
Also, your onl fr could be t if you expose them 

your affiliation with NRO or the IC. 

5. (U/TEOoOt-Project a professional impression. You 
represent NRO and the U.S Government. Ensure that your 
profile(s) and all content you pos , even if solely personal in 
nature, is consistent th how NRO professionals and federal 
employees should present themselves, does not violate the 
trust associated with your position, and conforms to the 
standards of cal conduct, especially if you i 

yourself as a U.S. Government or NRO oyee, or have a 
position for which your association is licly known. 

6. (U/~ Do not reveal sensitive information 
about your job responsibilities. Do not establish relation 
with groups, professional associ ons, or IC related 
profiles, whether officia or unofficia , if do so would 
reveal, even i ly, classified or sensit in 
about your job responsibilities. Carefully research the 
of the on groups and associations you cons join 

ns 
to be 

sure you unders ir missions and membersh 

7. (U/~ Exercise sound judgment when performing 
Internet searches. Internet searches related to 11 
issues, whether on personal rs and 
Government systems, can reveal s of or 
to our saries, just as your Internet 
marketers to your consumer preferences. 

8. (U/~ Avoid mixing your personal and 
professional lives online. Col s, sors, and our 
adversar s often have access to the onl content you post. 
NEVER sclose lie information or post 

else that you would not want them to see. 

9. (U) Be cautious when making friends online. 
dentities before ng fr end requests or se 

ma associations a the Internet. Fore 11 
services may attempt to friend IC officers and others as an 
assessment vehicle and to ver associat ons with other peop e, 
places, or events. Be certain you know with whom you are 
associating. Remember that foreign contacts and associations, 
even only social a, must be to your PSO. 

20 
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10. (U) Report your concerns. If you see or 
exper suspicious act on a social networ website, 
if suspicious duals repeatedly to contact you, or 
if you have any questions about possible securi issues 
associated th your social networ presence, contact your 
PSO and the OS&CI via secure or NROnet. Do 
NOT to identify suspicious individuals or to contact 
them thout gu from appropriate NRO autho s. 

11. (U) Educate your family members. Discuss with 
ly 

activit 
members their onl profiles, social networ 

s, and the information Be sure 
recognize 
personal data, 
profiles and 
or personal in 

ial s to your ssional identi 
pr Veri ldren's onl 

not revea your work 

12. (U/n"6UO) ..Do not indicate NRO or IC approval. Do 
not suggest official approval NRO or other IC elements in 
your personal postings. Do not use logos, seals, or official 
acronyms that i NRO or other IC elements in any posts, 

ics, usernames, es, or screen names. 

13. (U/~Report any media interaction. ly 
news media inquiries relating to NRO or IC, 
from bloggers or Internet a sources, to OPA. 

14. ~Know that information on the Internet 
is permanent. rdless of how you use the Internet, all of 
your onl act ty (post , search terms, social 
networking activit s, and browsing habits) will remain in the 

and may be analyzed for malicious purposes. world forever 
Once formation or are lished onl are 
part of a 
them or 

record, even if you later remove or delete 
to make them anonymous. Before post 

, you should cons 

profile data? 

21 

a. (U) Who owns the website? 

b. (U) Who are their s? 

c. (U) Where is s website hosted? 

d. (U) Who has access to your postings and 
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rd party? 

post ? 

e. (U) Why do need s formation? 

f. (U) Does the website sell information to a 
websites are data brokers) 

g. (U) What can an adversary glean from your 

h. (U) Do your postings reveal information about 
what NRO or the IC does and how? 

i. (U) What can be gained obs your 
actions or re your onl ? 

j. (U) What is your current web presence? 
(Perform a web search on yoursel be sect.) 

b. (U/~ These recommendations will he you limit 
ial from social i ng, and 

general Internet use. As an C profess ona , you should 
unders securi counterintelligence s, and ensure 
that your onl or does not harm you, your colleagues, 
the NRO or other U.S. organizations, or the ted 
States. 

c. 

22 

(U) stions about these recommendations should be 
to OPA. 
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