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1. Description: National Reconnaissance Office (NRO) Satellite Vehicle (SV) programs must begiveI1 
security protection to prevent uiuiuthorized disclosure of information on mission objectives, 
capabili~i~soperational configurations, and vulnerabilities; schedules and manifests revealing 
replenishments needs or strategies; prognun and SV plans or requirements; arid constellationlhealth 
and system needs. All program documents, wi:Iether classified or unclassified, including this 
lilfotniation Protection Guide (JPG), will be given minimum distribution cOIlsistent wjth operational 
requirements, need-to-kilow, and sound security practices. 

2. Derived Classification: Classification guidance provided is either from Original Classification 
Authority (OCA) of the Director, NROiOffice of Space Launch, or derived from guj(hmce 
provided/documented in the National Space Policy, dated 14 September 1996, theNRO SCG, dated 
14 October 1995, and other applicable documents. 

3. Supersession: this IPG supersedes and rescinds integration and launch classification guidance 
contllined in the Security Classification Guidefor the Integration a1ui Launch ofNRO Satellites on 
the Titan and Atlas Launch Vehicle SysteTfJs, dated 8 April 97, the Security Classification Guidefor 
Integration and Launch ofNRO Programs A-F on the Evolved Expendable lfJunch Vehicle System, 
dated 8 Apri-197, Space Technology Experiment SecUrity Classification Guide, dated 8 April 97, the 
Inter~m Security Gl!idancefor NaJional Reconfl!1issance Office Launch-I, dated 26 February 1998, 
and the Interim Security Guidancefor National Reconnaissance Offic:e Requi!stfor Proposal, dated 
21 October 1998. 

4. Purpose: The NRO J"aUilch IPG providt<s a single source of protection requireinents for the 
integration and launch process ofNRO SVs on various families oflau~ch velll!:les. Colltact the OSL 
or applicable Contracting Officer prior to implementing this IPG if increased costs are anticipated. 

5. Authority: This guide is issued under autl10rity of the Director, NRO; NRO Directive 82-1, NRO 
Space Launch Management Directive; and DoD 5200.1-R1 AFI 31-401, Ir!lol71/ation Security 
Program Regulation. 

APPROVED BY: 

lsi 

STEPHEN A. WOJCICKI 
Colonel, USAF 
Director, Office of Space LaUilch 
National Reconnaissance Office 
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1. Purpose: This NRO Launch Infonnation Protection Guide (IPG) provides protection strategies and 
guidelines for the protection ofNRO information and assets that requireprotec.tion il) tlte i11terest of 
I)atiollal security. Security requirements and classification guidance provided in this document are 
intended to serve as a t>as~line for alI NRO la,unches. 

2. Scope: NRO SV pro grantS must be given security protection to prevent ooauthorized disclosure of 
information on mission objectives, ca,pabilitjes, operational configurations, and vulnerabilities; 
schedules· and manifests revealing replenishments needs or strategies; program and SV plans or 
requirements; and constelIatioil health and system needs. Infonnation protection requirements 
specified in this guide are consistent with the security objectives set forth in Executive Order (EO 
12958, Classified National Security Infor",otion, dat~d 17 April 1995; National Space Policy, dated 
14 September 1996; DoD Space Policy, dated 4 February 1987, as amended; and applicable DCI 
Directives and NRO Policies. This section contains general instructions including implementation 
approach~s. Specific classification requirements are provided inSection III. 

3. Office of Primary Responsibility: This guide is issued by the NRO Office of Space Launch (OSL). 
The NROIOSL is the cognizant office for the integration and launch ofNRO satellites. The bSL is 
the focal point for integration and launcll classification issues and wiII coordinate with NRO SV 
System Program Offices (SPOs) for resolution. Address inquiries to: 

Office of Space Launch Security 
14675 Lee Road 
Chantilly, VA 20151-1715 

4. Supersession, Classification Authority, and Applicability: 

a. This IPG supersedes and rescinds cl.assification guidlmce contained in the Security Classification 
Guide for the Integration and Launch of NRO Satellites on the Titan and Atlas Launch Vehicle 
Systems. daled 8 April 97; the Security Classification Guidefor Integration and Launch ofNRO 
Progra,,!s A-F on the Evolved Experu!able Launch Vehicle System. dated 8 April 97; the Space 
Technology Experiment Security Classification Guide, dated 8 April 97; the Interl", Security 
Guidancefor National Reconnaissance Office Launch-I, dated 26 February 1998; and the Interim 
Security Guidance for National Reconnaissance Office Request for Proposal. dated 21 October 1998. 

b. This gUide will be cited as the classification authority for material generated in connection with the 
integration and launch of AFPs, Programs A ... G, experimental and developmental prograntS, and 
NROLs listed in Section II, Category Assignment Table. Infonnation and material requiring 
protection based on other efforts which support NRO launches WiII be claSsified in accOrdance With 
(lAW) the appropriate classification guide. The provisions of this IPG do not cover launches 
occwring prior to Dec 1996 and the classification gui.dance for those launcheS remains.in effect. 
Questions on applicability of this IPG to any other past and/or present NRO launches should be 
referred to the OSL. 

c. This guide applies to alI participants, contractor and government employees, involved in the 
integration and launch ofNRO SVs. NRO participants include, but are not limited to, SV SPOs, 
SateIiite Vehicle Contractors (SVCs), and osL operations at Cape Canaveral Air Station 
(CCAS), Los Angeles Air Force Base (LAAFB); Onizuka Air Station (OAS), Schriever Air 
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Force Base (SAFB), and Vandenberg AJr force Base (V AFB). Other organizations and agencies 
supporting NRO launches include, but are not limited to, Air Force Space Command (AFSPC), 
AFSPC's Space wings, Space LaUnch Squadrons, and Air Force SateIlite Control Network 
(AFSCN), Air Force Material COll11l1and's Space, and MissHe Systems Center (SMC), Launch 
VehiCle Contractors (LVCs), Launch Vehicle Integration ContractOrs (LVICs), and Launch 
System Integration Contractors (LSICs). Prime or associate cO,ntractors are responsible for 
ensiJring that their subcontractors are aware of and contractually obligl!.~ed to comply with the 
requirements of this gilide . 

.5. Approach: The Launch IPG is developed for use by organizations or agenges supporting NRO 
launches and provides guidelines for the protection ofNRO information and assets during I&L 
processing. The integration and launch process begins when initiallalitlch requirements are provided 
to launch service providers and ends wi~ post-launch turnover of the SV to the applicable cOntrol 
node .. The following definitions apply to NRO information in the I&L environment: 

a. SV Opera90ns Da~ - Inform~on that is not required by LV Iirission plaililets and will not be 
released. This includes information tha~ describes the SV operational mission in terms of: 

(l) SV mission, objectives, capabilities, operiitioilallimitatioIis, and vulnerabilities; 

(2) Priorities and plans for space-based intelligence activities; 

(3) Critical, unique to program, adv@ced s~e-of-the-art hardware technology; 

(4) Satellite constellation health, system needs, and replenishment strategies; and 

(5) NRO operation:al infrastructure, elements, and control nodes. 

b.. SV Descriptive Data - Informa#()n that describes the SV's shape, mechanical characteristics, and 
structural dynamics. Information required by the LV mission planners to successfuIJy, integrate 
and laUnch a satellite Will only be released at the NRO's discretion. 

c. Planning and Scheduling Data - Information that provides insight into the operation!li phulIling 
and requirements of a launch flow. . 

d. Launch Mission Profile Data - Information that describes the LV mission requirements, e.g., 
target orbit, predicted injection aCCuracy, LV orbital mechanics, attitude, roll rates, coast 
maneuvers, sV separation point, state vector, orbit options, etc. In other words, information that 
describes LV operations. 

6. NROL Categories: Three laUnch classification policy baselines have been established as launch 
categories based on existing national security requirements to identify the levels of protection for 
each NRO launch. the laUnch category is defined by the SV SPO at program introduction and 
explicitly identified in the Program Requirements Document (PRO), Operational Directives, etc. 
SVs may be re-categorized if the NRO determines thllt an SV's requirements have changed and that a 
category change is appropriate. SVs are iisted by category in Section II. The three launch categories 
are: 

a. Category A " The NRO programs in this category require protection of SV Operations Data, SV 
Descriptive Dati; an,d Planning and Scheduling Data, to include information that reveals reflight. 
Launch Mission Profile Data does not require protection. This category is most restrictive in 
protection requirements. Specifics are identified in Section III 
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b. Category B - The NRO programs in this category require protection of SV Operations Data, SV 
Descriptive Data, and infonnation that reveals reflight This category is less restrictive in the 
protection ofPlanriing and Scheduling Data. Launch Mission Profile Data does not require 
protection. S~cit:ics are idt:ntified in Section m. 

c. Category C - The NRO programs in this category require protection of SV Operations Data, but 
do not require protection of most SV Descriptive Data, Planning and Scheduling Data, or L8!Jllch 
Mission Profile Data. Infonnation that reveals reflight is to be protected. This category is the 
least restrictive in the protection of these types of infonnation. Specifics are identified in Section 
Ill. 

7. NRO Launch Designators: 

a. NROL designators are now used to identify NRO launches and are the official NRO launch 
identifier. An NROL designator will be used only once. To assist those integrating and 
launching multiple programs at one given time, NROL designators may include the category 
icientifier; e.g., NROL-#(A). 

b. New prograIils Will be assigned an NROL designator and a category as they are manifested. 
NRO SV programs currently in a launch flow that were introduced as AFP or Program A ... G may 
continue with their current identifier or may change to the NROL designator at an event or time 
as detennined by the SV SPO-LSIC launch teaI11. This IPG includes AFP and Program A ... G 
classification detenninations to assist users in the transition from AFPlProgram A ... G uS.age to 
th.e NROL system. 

c. In the past the NRO used several mechanisms, including AFP numbers and Programs A ... G 
(fonnerly Programs A-F), to protect infonnation related to. multiple NRO launch activities; 
reflight, constellation size, and NRO SV identifiers. AFP nwnbers and Programs A ... G are no 
longer official launch designators. Infonnation classified under Programs A ... G or those AFPs 
will be remarked in accordance with guidance conta.ined in paragraph 20 of this section. 

Since the AFP numbers and Programs A ... G were used for more than one launch integration flow, 
associatil1g them wi.tb infonnation in the I&L community may have revealed a launch date, 
number oflaunches, launch rate, or planned constellation s.ize, requiring protection of the 
association with the designator. Associating an NROL designator with infonnatioll in the I&L 
community is an acceptable risk; therefore, inforimition content and not the association drives the 
classification. 

8. Launch Vehicle Designators: Launch vehicle activities are unclassified unless they reveal 
infonnation specifically classified under this IPG or other applicable classification guidance. 
References or designators for specific laun(:h vehicles, e.g. Titan K-18, mission B-26, AC-109, do 
not inherently identify an SV program or payload. Likewise, references or d~signators for LV 
configuration,.e.g., Titan 401, Atlas AC-109, and Delta IV do not reveal an SV program or payload, 
However, SV characteristics and mission planning iilforil1ation may drive LV planning or mission 
analyses to become classified. The classification tablesidentiry these circumstances. Re-use or 
reflight of an LV configuration or hardware set becomes classified if it positively confinhs that it is 
relaunch of an SV or SV payload. Inferences or speculation r~lated to indicators of reflight is not 
classified, but is handled as For Official use Only (FOUO) infonnation (see Section l, paragraph 12). 

9. (U) Need-To-Know Information: All classified or FOUO infonnation must be controlled on a strict 
"need-to-know" basis. Dissemination must be made on the basis of a positive detennination, by the 
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holder of the information, that the intended recipi~nt has a d~monstrated requirement for the 
requested information. See Defmitions. 

10. (U) Substitute Identifiers: Substitute identifiers are used to avoid association and classification 
issues related t() identifYing a particular actiyity or operation. A substitute identifier may be aliy 
combination ofnilrnbers, letters, or an unclassified name. With the impleme\)t~ion of the NROL 
sYStem, the Wu:lliSsified NROL designator wIll be used to identifY the NRO launch activity, making 
the use of substitute identifiers wme~ssary. Information relative to SV mission, capability, 
vUlnerability, and operations mayNOT be declassified through disassociation or by use of a 
substitute identifier. . 

II. (U) Special Access Information: Items in this guide addressing information that is Special Access 
are identified With a rertuirk. The NRO, as the originator of the information, controls dissemination 
of the information. All information covered in these items, either requested or discovere.d by 
integration and launc1.1 perso\)\)el, will be handled lAW the folloWing: 

a. (U) Infoimation that is Special Access and is NOT needed for integration and Ia1lI1c1.1 purposes 
will NOT be decompartrnented and provided to the integration and launch community and 
requests Will be deJ)ied. This includes, but is not limited to, SV operations datIL. Anyone 
discovering this information, either directly, deduced, or implied, Will protect it as SECRET, XI, 
4, and immediately notify the NRO through secure channels. The NRO Will detennine the 
requirement for limited distribution, or any system, facility or personnel access needs. 

b. (U) Information needed for integration and launch purposes Will be decompartrnented at the 
NRO's discretion and provided only when absolutely necessary. This includes, but is notJimited 
to, SV descriptive data, 'planning/scheduling data, and launch niission profile data. Information 
Will normally be released in OSUSV SPO endorsed documentation. Other requestS for this 
information should be forwarded to the OSLo 

c. (U) Information that MAYbe required for illtegr8tion and launch will be determined by the SV 
SPO When a need for this information has been established. Since some, or all, of this 
inforniation may be decompartinented and released into the collateral security system or 
declassified, the protection levels could range from minimal through SPecial Aceess. 

12. (U) For Official Use Only Information: Information that is not classified but can provide insight 
into NRO SV requirements, characteristics, and operations is designated as "UNCLASSIFlED//FOR 
OFFICIAL USE ONLY" or "U//FOUO". FOUO information Will be afforded protection in 
accordance with the FOUO handling instructions ill Sect.ion IV. 

13. (U) InteroetlIntranet Use: All information maintained on a computer system connected to the 
Internet has become unclassified public access information. Under no circuinstances Will any NRO 
information be posted to the Internet Without specific prior approval of the NRO. UnclasSified NRO 
information may be posted on an organization's Intranet, the computer network internal to an 
organization if the ~ is behind a protective fireWall. Posting ofNRO FOUO infoJ;lIl~ion to an 
organization's Intr3net Will be handled lAW the instructions in Section IV. 

14. Public Release ofInformation: Public releas.e. of any informat.ion, irrespective of classification, 
regarding the NRO Will be at the determination of the DNRO, DDINRO, or Office of Corporate 
CommUriications (OCC). Unilateral public release of information pertaining to the NRO and its 
SV programs, operations, and launches is expressly prohibited. All NRO related pubIlc releases, 
whether Government or Contractor originated, must be coordinated With the NRO's OCC. 
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a. the Director, NRO, and the Director, NROIOSL, as OCAs, ilave established a risk management­
based classification system and program protection process. The ultimate goal is effec9ve and, 
where deemed. appropriate; selective application of securitY coUrttermeasures to protect essential 
program information, technologies and systems while Ilvoiding extreme costs and operational 
impacts associated with traditional regulatory requirements. 

b. Numerous factors affect the degree of da.mll.ge to national securitY that the oompromise of 
classified information may Cause. Also, different elements of infont:Ultion within thesaIile 
classification level can result in different impacts. Even the time in which classified ~nf6rmation 
is eitber <iecl.~sified, downgraded, or compromised dtiring the integration and launch flow can 
be a significant factor. 

c. Users are not only encouraged, but ate eXpected, to identify system and operational condi90ns 
tbat m.IlY be ~d~<:ing the effectiveness of security protection measures. Early recognition of such 
conditions may indicate where the ris.k manag~ent process would enhanceNRO security 
programs; These system and operational conditions should be identified to theOSL. (See 
paragraph 23 of this section.) 

d. From time-to-time it may be necessary for theI&L communitY to subrn.it II request for waiver and 
deviation from the classification requirements of this IPG. Rationale for a waiver request wj.ll be 
closely scrutinized and will only be approved (1) if the security infrastrUcture is notID place to 
protect information as required, (2) iftbe prognuIl would incur undo cost or schedule impaCts to 
enhance the security infrastructure, and (3) if the NRO determines that assets are not exposed to 
unacceptable levels of security risk by granting the request for waiver. 

(1) All re.quests for wajver shall be <ii.rected via se.cure means to the OSL Director of SecuritY 
and shall include (a) a reference to theclassificatiol) call in que~ti.on, (b) rationale for the 
requested Waiver, (c) an explanation of proposed security methods to be implemel)ted in lieu 
of the waivered securitY requirement, lind (d) Ii security risk analysis that includes a 
desqiption of the security measures that will be implemented to ensure lin acceptable level 
of securitY risk, 

(2) Requests f6twaiver must be silbmitted with sufficient time prior to an operational or 
implelllel)tation requ~rement, a minimum of 90 days, to allow for coordination With the 
appropriate NRO SV SPO. Users must comply wi~all provisions of this IPG until a request 
for waiver has been granted, in writing, by the QSL or other appropriate authoritY. 

Operations Security (OPSEC): An hllpOrtant pl!l1 of the NRO's risk management philosophy is the 
application ofOPSEC principles to reduce systC;lm vulnerabilities to an acceptll.ble level. OPSEC is the 
m:ethodology for protecting unclassified operational, administrative, and logistical activities that may 
reveal classified I&L information. A key element of OPSEC in the I&L environment is the identification 
and control of unclassified indicators and observables which cOuld provide an adversary with Insight into 
classi.fied NRO SV activities, phms, or opera90ns. 

a. The NRO I&L risk management philosophy includes an OPSEC approach to: 

(1) Identify NRO I&L activities that c01l1prQI!lise classified informa9Qn or ~.at expose high 
value hardware to an unacceptable level of risk and that can be observed by knowledgeable 
adversaries. 
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(2) Determine the indicators hostile intelligence systems might obtain that could be interpreted 
or pieced together to derive classified info11Illl~ion in time to be useful to adversaries. 

(3) Select an<i implement measures that mask or obscure selected NRO I&L activities and 
therefore reduce the likelihood of adversary observation. 

b. The OSL requires all participants in NRO launch related activities to establish a sound security 
program that incorporatc:san OPSEC approach consistent With govel1llIient regulations, the NRO 
Contract Security Specification (NF4.470~), or other contract security specification (e.g., DO 
Form 254 ) as applicable to their organization. Questions related to I&L OPSEC requirements or 
implementation measures should be directed to the OSLo 

17. Classification Marking: Classification designations, time limits; derivative marking proCedures, and 
other requirements of EO 12958, are to be applied to information classified purs\Jant to this guide 
IAW 000 5200.1~R1AFI 31-401 and 000 5220.22-M, National Industrial Security Program 
(}pf!rating Ma.nU(lI. 

18. C1llssificationIDeciassification Instructions: Classification designations specified in this guide are 
identified with "s" for SECRET, and "u" for UNCLASSIFIED. Information handling instructions, 
such as "SCI" for Sensitive Compartrnet1ted Infonnation (see paragraph II) arid "U//FOUO" for 
UNCLASSIFIED//FOR OFFICIAL USE ONLY (see paragraph 12) are also used. Classification 
tables in Section in assign classification level, identify the- appropriate classification reason 
i.appropriate, and provide declassification instructioIis. 

a. (U) The classification reason is identified as "1.4" (for the amended EO 12958 Section 1.5) plus 
the letter(s) corresponding to the appropriate cla:ssification categoryin the EO 12958, e.g., L5(b). 
Acceptable categories or reasons for classifying information are: 

1.5(a) Military plans, weapons systems, or operations; 
1.5(b) Foreign government information; 
1.5«:) Intelligence activities (including special activities), intelligence soUrces or methods, or 

cryptology; 
1.5(d) Foreign relations or foreign activities of the United States, including confidet1tial 

sources·; 
1..5(e) Scientifi,c, technological, or economic matters relating to the national secUrity; 
1.5(t) United States Government programs for safeguarding nuclear materials or facilities; and 
1.5(g) Vulnerabilities or capabilities of systems, instaIiations, projects or plans relati_ng to the 

national security. 

b. Declassification instructions are either identified as a specific event of activity or an exemption 
category if the information has been exempted from automatic declassification. When a specific 
date or event within 10 years cannot be established, the classifier will apply the date that is 10 
years from the date of the original decision. Upon determination tbJIt the informationmust 
remain classified beyond 10 years, the classifier will apply the letter "X" plus a-brlefrecitation of 
the exemption category(ies) or the letter "X" plUs the riilmber that corresponds to that exemption 
category(ies) from Section 1.6(d) of EO 12958. Manual Review declasSIfication code shoUld be 
used when a:nY varietY of manual review needs to take place before declassification. Allowable 
exemptions are information that would: 

Xl Reveal an intelligence source, method, or activity, or a cryptologic system or activity; 
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X2 Reveal information that would assist in the development or Use of weapons of mass 
destruction; 

X3 Reveal information that would impair the development or use of technology within a United 
St~~s weapons system; 

X4 Reveal United States military plans, or national secUrity emergency preparedness plans; 
X5 Reveal foreign government infonnation; 
X6 Damage relations between the United States and a foreign goveI1lIlJ.e.nt, reveal a confidential 

,source, or seriously undermine diplotna:tic activities that are reasonably expected to be 
ongoing for a period greater than 10 years; 

X7 Impair the ability of responsible United States Governmentofficials to protect the President, 
the Vice President, and other. individuals for whom protection services, in the interest of 
national security, are authorized; or 

X8 Violate astatut(:, treaty, or international agreement. 

c. Classified information shall not be declassified automatically as a result of any unauthorized 
disclosure of identical or similar infomiation. Unauthorized disclosures will be reviewed by the 
OSL to determine appropriate and/or necessary course(s) of action. 

19. Contractor Proprietary Information: When a contract?r releases proprietary information to the 
Government, the contractor will mark the infonn.ation appropriately and, if necessary, infomi the 
recipients of required protection measures. The Government has the resPQnsi.bility to protect the 
information in accordance with the contractor's gUidance. 

20. PreViously Generated Information: This IPG changes the classification requireIIleIlts for some 
information items. Archived documents that were created and classified under previous guidaItce, 
prior to the effective d~te of this lPG, need not be remarked. Any newly created docliments, 
including extractions, changes, revisions, and/or updates of documents classified uilder previoUs 
gUidance, must have current classification markings, to im:lude use of this lPG as the classification 
authority. 

21. Compilation ofInformation: A compilation or aggregation of items of information Which are 
individually unclassified may be classified if the compiled infonnation reveals an additional 
association, relationship, or piece of information that meets the standards for classifi~tioll UJ;lder the 
tables contained in this guide and is not otherwise revealed in the individual items of information. 
For example, certain inf01lIultion refen;nced in this lPG when standing alone is unclaSsified; 
however, this information may be classified or FOUO when associated with iII~IJigence community 
overhead recoilnaissance or the NRO. It.is the individual's responsibility to make compilation 
classification detemiinationS. When necessary, OSL will assist with any compilation classification 
decisions. ' 

,22. Classification Recommendations: 

8. lAW EO 12958, users ofNRO information who, in good faith, believe that its classification is 
improper are encouraged and expected to cllalle.nge the cl~sification of the information. If 
progress in any phase of system development indicates th.at classifi.c~~ol) changes are appropriate 
and advisable, doclimented reconimeildationS, to include informal recommendations, should be 
submitted to the OSL, which will coordinate with the applicable NRO SV SPO. Assistance in 

, IIlaintainiIlg current, effective and adequate classification criteria is solicited of all participating 
government and industrial organiiations. See paragraph 15d in tbissection for gujdllllce on one­
time waIvers. 
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b. The OSL shall be notified when the accuracy of an assigned classification is qu(!stioned. 
Infomiation shall be protected lAW this guide pending reply to the inquiry. The infonnation 
shall not be regraded or declassified unless so directed by the OSL,. which Wili coordinate With 
the applIcable NRO SV SPO. 

23. Reporting Program Vulnerabilities and/or Weaknesses: Individuals who believe they have 
identified a potential vulnerability or weakness to an NRO SV program Will assign a tentative 
classification of SECRET to the infonnation and immediately contact, via secure communications, 
the OSL for further guidance. The OSL is the focal point for integration and launch classificati.on 
issues and Will coordinate With NRO SV SPOs f.or resolution. The NRO Will evaluate the validity of 
the concern, assign a classification, reas.on for classificati.on, and d.owngra4:Jjng instructi.ons t.o the 
inf.onnationand take other actions as necessary. 

24. Reporting Elicitations: Participants in the integrati.on and launch .ofNRO SVs shall rep.ort all direct, 
purposeful, .or probing elicitations by any individual. regardless of nati.onality, t.o gain insight into 
classified, FOUO, business proprietary,.or non-releasable technical infonnation regarding NRO . 
programs, activities, or operations beyond the scope of their need-to-know. Elicitation attempts may 
be made by visitors to any of the organizations under the auspices of this guide or when I&L 
participants ate visiting other .organizations, either foreign or domestic, or attending syI\1.posia, 
seminar, exhibitions, conferences, etc. The report to NRO/OSL must inchide the name(s), position, 
area(s) of interest, date, and place of occurrence, as well as the name and telephone number of the 
reporting il)dividual. 

25. Classification ConfliCt Resolution: This IPG is applicable to the integration and launch of those 
a<;tivities identified in Section 11, Category Assignment Table. C.onflicts between this and any other 
guides Will be addressed to the OSL. The OSL is the focal point f.or integl'ation and laUIlch 
classification issues and Will coordinate with NRO SV SPOs for res.olution. Pending resolution of 
the confliet, infonnation Wilt be pr.otected at the highest classification given. 

26. Reproduction and DiSsemination: Local reproduction of this guide is auti)orized. All program 
documents, whether classified or unclassified, incliJding this lPG, Will be given minimum 
distribution consistent with operatj.onal requirements, need-to-know, and sound security practices. 

27. Classification Currency: The OSL Will make revisions to this guide by distributing corrected pages 
(or in.serti.on i.n pl.ace of superseded pages, issuing pen and ink changes or, when cOnsidered 
appropriate, issuing a completely revised guide. 
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For Official Use Only Handling Instructions 

.1,- JYl ~~I!e-,"I!I~ ____ ~ ___________________ .. ___________________________ ~ ,: = .;.;Fi;;;eI;;d~. COde;,; ... ;;; .. ~ .. ,;;;<:ha;;;;. ;;,;ng::;ed;;;..,,======( 

. a. (U) "For Official Use Only" (FOUO) is official government infonnation that does not meet ~;~~, ;.:Fi;.;;eId~~Cod;;;; .. ;;;.~:,;;Cha~ ... ;;;.I1ged=.~=====~ 
requirements for classification but still requires protection. As such, FOUO is an administrative \~~:,', ).:Fi:.:.eI=d:;.;;;COde=:.;;Cha;;;.~·IIged~. ;;;;.;;.....-...,..-=-=-i 
marking that is used to limit dissemination of certain categories ofunclassi.fied information from \\\',.~Fl:;;;:eI:::d.;COde=·:.:;Cha;;;;;;· 'nged~' ~'==='=======i 
public disclOsure. \, \ Field COde Changed 
. "".~::::::=~;;;;;~============i 
b. (U) official government information needed by selected recipients outside the NRO iii \\,;,;.;FI;;;;eI;;;d:,;;COde;;;;;;;;.;Cha=ng=ed============< 
furtherance of the NRO's mission, may be released at the discretion of the individual holding such \ Field Code Changed 
information. Sllch release does not constitUte authority for its public:atio~ and a dist:laimer to that \"~~;;;;~;;;'d';;;Cod;;;;;;;e:";Cha=nged=;;;""--=-="""""'=< 
effect should be attlit:hed, such as: "The infon'nation contained herein is for the exchlsive use of ... ",.~ .. ::: ... :::.. =:. :::'::=~=--:-=~~~,----0 
(name of recipient) and is not for further distribution." Ultimate respOnsibility for the protection of 
FOUO information from public release lies with the user, who will be held accountable. 

c. (U) FOUO information may be withheld from the public under exemptions 2-9 of the Freedom of 
Information Act (U.S.C. 552). Most FOUO information generated or handled in support of the NRO 
Will be exempt from mandatory disclosure under exemptions 3 aIld/or 5. d. (U) FOUO 
information may be released to the public; however, the Government m\1St review it prior to its 
release. FOUO infomtat.ion must be reviewed by the Contracting Officer's Technical Representative 
(COTR) and the Contracting Officer's Security Repn:sentative (COSR) prior to release. 

2 .. _ (!J) !4.e!l!iti~a!i!l1! M.a!"~!Igs! __ ~ ________________________________________ ~ _ - -{I.:Fi:.:leI=d=-=-Cod=e~Cha=n,-!!gedc::::::,.. "'"".,-,-___ -,-,----;' 

a. (U) An unclassified document containing FOUO information will be mwked 
"UNCLASSIFIED//FOUO" on the outside of the front cover (if any), on the first page, on each page 
containing FOUO information, on the back page and on the outside of the back cover (if any). For 
convenience, all pages, even those that do not cont$ FOUO information, may be marked in 
documents generated by an automated system. 

b. (U) Individual portions/paragraphs in unclassified documents that coiitain FOUO information 
may be marked with "U//FOUO" to alert users and assist in review. Documents prepared for 
dissemination outside the NRO must have individual paragraphs and portions marked. In this context, 
the NRO incll,ldt<s tl)e Government and its contractors. 

c. (U) individual pages within a classified document that contain both FOUO and classified 
inf()rmation will be IlI.arked at the top and bottom with the highest secUrity classification of 
infOrmation appeari~g on the page. Individual portions/paragraphs containing FOUO information but 
no classified infomtatjol) will be marked "U//FOUO". 

d. (U) The covet or the fIrst page of unclassified documents containing FOUO i.nfomtation will be 
marked with the following statement: 

This docUment contains information 
EXEMPT FROM MANDATORY DISCLOSURE 

under th.e Fo/A. Exemptions (b)(3) and (b)(5) apply 
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SECTION V - Definitions (Continued) 

e. (U) Certain classified material will be downgraded by the Original Classification Authority to 
UNCLASSIFIEDIIFOUO. When classified material approved for declassification to DIIFOUO is 
used, extracted, reissued, transmitted andlor updated, it must be reviewed and appropriat~ly marked. 

3 ~ _ (Y2 J~n§l!I!s~i~l@!s~eJl!i~~t!o.!l[S~~l"!Ige.! Au!h~rj~ ~I!~rs,_ c.!>~_u!~js_lI!l~ w:.lI!lteC~S }I!ay ____ ~ -1'-.-Fleld-;c-.. ~ •. ",-c Code""c.c,"". c",," ••• ~C~ha~n.:ged"'-. ____ ~,,_,_~ 
transmit/disseminate FOUO information internally, to each other and U.S. Government components . 
and officials ofD.S. Gov~~nt components who have a legitimate need for the information. The 
folloWing gUidelines apply: 

a. (U) FOUO information may be discussed over non-secure telephones and other electronic 
instnmlents. Cordless, cellular and mobile telephones should be avoided. 

b. (U) Secure facsimile is the preferred method offax transmission; however, FOUO information 
may be transmitted over non-secure facsimile equipment. 

c. (U) Documents or facsimile transmission~ containing FOUO material or with FOUO material 
attached mUst be marked to identify any FOUO contents or attachments. 

d. (U) FOUO informati()n may be sent via US Postal Service or commercial carrier as long as the 
shipping package is not marked as containing FOUO material. 

e. (U) Ifauthori~ by the COSR, FOUO information may be transmitted, processed and stored on 
corporate or private Automated Information Systems, electronic mail, arid other similar systems or 
netWorks .. Requests for authorization should, be submitted to the PSO along withjustification arid a 
written plan describing how FOUO data will be protected. Holders wilJ not use user-all, general, 
broa<icast or universal mail addresses to distribute FOUO information. FODO info11I).)!cti()n will not be 
~sted on the Internet on home pages, bulletin boards, or any other public forums. FOUO 
information may NOT be used with persona)ly owned Internet accounts. See Item 6 below for 
approval requirements. 

f. (U) FOUO information may be reproduced on unclassified cOpiers or Within designated 
government or contractor reproduction areas. c 

g. (U) During w()rking hours, FOUO information shall be used in a manner that limits 
access by persons who do not have an official need for the information. During non-working hours 
and when internal building security is provided, FOUO waterial may be filed with other ooclassified 
records in unlocked files or desks. When there is no internal building security, locked buildings or 
rooms will provide adequate after-hours protection or the material can bestore.d in locked receptacl~s 
such as file cabinets, desks, or bookcases 

64 ... (!J) p!sP~Sjt!O-'l~ ___________________________________________________ c _ ·~.1F1e1d ~ ChangtId. .: 
a. (U) When no longer needed, FOUO info11I).lltion should be disposed of in a manner to hinder 
reconstruction, e.g. by shredding or tearing each sheet into pieces an<i placing in a recycle or trash 
container or by initiaiizing, degaUssing or shredding magnetic media. 

b. (U) FOUO material may be recycled. safeguard the FOUO documents or information until 
recycling. Recycling contracts must include agreements on how to protect an4 destroy FOUO 
material. 

c. (U) Removal of the FOUO status can only be accomplished by tile government originator. The 
COTR and the COSR will review arid remove, or authorize the removal of, FOUO sta~ for 
mJ()rmation. 
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5 .. JYl Y !ll!l!t~l!riZe~ !>!s~l~u_r~. _Qo'y~J!U!l~l!t .!U.!<i <;:<!.n!r~c..t<!r Jl~~!!n~'-~l!St l!cHo Jl!<!.t€!.c!f9119 ______ -:~ {'---,F_leI"-,-d-,'-COde---,,:, __ = __ ~C!1a=: -'--'rnI-=-ed= ___ -,--~~-~---' 
- information under their control from unauthorized disclosure. Government and Contractor - -- -
organizations must inform the COTR apd the COSR of any unauthorized disclosures of FOUO 
information. Unauthorized disclosure, intentional disregard or gross I)egligence in the handling of 
FOUO information does not constitute a reportable security violation. However, the respol)sible 
organization should investigate and, when substantiated, take appropriate disciplinary action. 
Unauthorized disclosure of FOUO information containing Privacy Act information Iilay also result in 
civil or criminal sanctions_ 

6. (U) Implementing Inst~ctions for FOUO on Unclassified Systems: hi the event NRO FOUO 
information is to be placed on unclassified system or network, the requestor will submit Written 
justification and supporting protection plan to the COSR for approval. Th,e plan will detail how 
FOUO information Win be protected frOm uriauthorized access and / or release while resident on the - , .-.: 
unclassified syst~m. The Protection Plan will include: 

- Description. General size and description of the network / unclassifjed sys~em. 

- Location of Network. 

- COl)trolling Authority. Description of Entity controlling network elements. 

- Access Controls Employed. Description of administrative procedures, as well as technical 
mechariisms, used to restrict access to FOUO files / information to authorized users. Note: 
The network must provide 

Identification & 
THIS PAGE INTENTIONALLY LEFT BLANK Authentication 

mechanisms to uniquely 
identify and authenticate the users. The network structure must defme and control access 
between n_am~ users and named objects (e.g., files and progtaiDs). 

- Internet Connectivity. Description of any connections and controls employed. Note: Data 
transmission over the Internet Will employ commercially available encryption or other 
similar methodology which can be reasonably expect!ld to Prolli.bit the data from being 
obtained (';hljacked';) by unauthorized users. 

- Description of Audit features. Auditing is not a requirement, buJ Qescribe features ifused. 
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Air Force Satellite Control Network. The AFSCN controls over 80 
communication, navigation, missile warning, and meteorological satellites and 
other miSsions for 000, NASA, and the United KillgdoIll,. It consists of (1) 
two operational control nodes located at Schriever Air Force Base, CO, and 
OnizukaAir Stat,ioll, CA; (2) 17 TT &C antennas at Iilile geographical 
locations worldwide; (3) a communicatiol)S cl!ii1:l!ation site at Camp Parks, 
CA; (4) space vehicle checkout facilities at CCAS, FL, and V AFB, CA; and 
(5) commllIlications connectivity among these locations. 

Aerospace Ground Equipment. Any electrical (EAGE) or mechanical 
(MAGE) ancillary equipment to support the flight hardware This may include 
test sets, battery cOJ1<ijtioners, or adapters. All equipment, excluding Real 
Property Installed Equipment (RPIE), necessary to support a spaeelift system 
throughout production processing and launch operations 

. The spacecraft commll1ld and control element that assuitles responsibility for 
the command and control of the spacecraft after launch. 

Aerospace Support Eql!ipment. The ASE consists of the hardware and 
software that provides the physical ll1ld functional interface of the SV and the 
LV. 

Contamination/Collision Avoidance Maneuver. 

Communications Security - the protective meas.ures taken to dellY 
ilIiauthorized persons' access to information derived from telecommunications . 
of the United States Goveritnient related to national security. 

Department of Defense. 

Evolved Expendlible Launch Veiticle - the Air Force, as the 000 lead agency 
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SECTION V - Defmitions (Continued) 

EMC 

EMI 

EO 

External View 

FOIA 

FOUO 

FTS 

GSE 

i&L 

ILC 

Internet 

Intrailet 

IPG 

IRON 

Launch Date 

Launch Mission 
Profile Data 

Launch Time 

Launch Period 

for expe.ndable launch vehicles, has initiated an EEL V program thatwill 
eventually repla~ the current llleQium and heavy lift vehicles. The EEL V 
Program concept is envisioned to be a single family of l~up.ch vehicles with 
significantly improved reliability, operabiiity, and cost over current US 
expendable launch vehicles. 

Electromagnetic Compatibility. 

Electromagnetic Interference. Any EM disturbance that interrupts, obstructs, 
or otherwise degrades or limits the effective perform,ance of e.lectronics or 
electrical equipment It can be induced intentionally, as in some fOl11)s of 
electronic warfare, or unintentionally, as a result of spurious emissions and 
responses, intermodulation products. 

Executive Order. 

See SV Launch Configuration. 

Freedom of Information Act. The FOIA requires that Executive Branch 
agencies respond to requests for information from the public. Requests 
submitted to the NRO are processed through MS&OIIARC. 

For Official Use Only. 

Flight Termination System. 

Ground Support Equipment. Ground equjPrnent required to perform spacelift 
mission operations and maintenance. Consists of AGE an<i RPIE. GSE can be 
either common use (e.g., range GSE) or dedicated (e;g., Titan. . 

Integration and Launch. 

Initial Launch Capability. 

A set of computers that are networked together throughout the world. 

A set of computers that are networked together behind an organization's 
firewall. 

Information Protection Guide. 

Inter-Range Operations Number - a four-digit number used to schedule and 
identify AFSCN support for booster, launch, and/or on-<>rbit operations. 

Date when a space launch is/was scheduled to occUr; year, quarter, month, 
week or day. 

Information that describes the LV mission requireIllet)ts, e.g., target orbit 
predicted injection accuracy, LV orbital mechanics, attitude, roll rates, coast 
maneuvers, SV separation point, state vector, orbit options, etc. In other 
words, information that describes LV operations 

The planned launch time is usually the opening of the launch window 

A time span (that envelopes the lllJl.llch wi).1dow) d\lling which an LV launch is . 
intended to occur. Used to define the beginning and end of area clear and 
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Launch Window 

LCO 

LON 

LSIC 

LV 

MCC 

Mission Director 

Need-To-KnoW 

advance warning notices when ships, aircraft, trains, and personnel are 
prohibited from the restricted hazlirdous area or zone. 

A specified period, including duration an4l0r time, during Which a space' 
launch must occur to satisfy technical constraints and requirements. The 
launch window is based on LV capabilities and/orSV requirements. 

Launch Communications Office. 

Launch On Need. 

Launch Systems Integration Contractor. 

LaUnch Vehicle - consists of the entire space delivery system including, as 
appropriate, the booster, core vehicle, upper stage, and the payload fairing 

Mission Control Center. 

Director, OSL, as ~e Mission Director, is the final authority for all NRO 
space launch systems Commit to LliIJDch, The Mission Director is 
accoUntable for SV launch processing & operations during the launch 
countdown and successfui SV deployment 

A determination made by an autho~d holder of classified or FOUO 
information that a prospective recipient requires access to specific information 
in order to perform or assist in a laWful and authorized function. 

I ~------------------------------------------------~----------------~ 

National Reconnaissance Office Launch. As used in this document, the term 
inciudes both NRO launch activities and the NROL designator. NROL 

NROL 

NRO/OCC 

NRO/OSL 

OCA 

OD-4 

OPSEC 

OSL 

Pathfinder 

designators are used to identify an NRO launch, NOT an NRO satellite 
vehJcle. 

National Reconnaissance Office/Office of Corporate Conl1:mll1ic~ions. The 
only office Within the NRO With the authority to publicly release unclassified 
information related to NRO activities. 

National Reconnaissance Office/Office of Space Launch; the OCA. 

Original Classification Authority. An mdividual, authoriZed in writing, either .­
by the President, or by agency hell.~ or other officials designated by the 
President, to classify information in the first instance. 

Operating Division 4, a user of the AFSCN and operator of several AF8CN 
MCCs. 

Operations Security. 

See NRO/OSL. 

A test to verify the compatibility of the LV elements with each other; ground 
facilities, and AGE ' 
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Payload 

Planning aIld 
Scheduling Data 

PLF 

POCC 

Program 

Public Access 
Infonnation 

Real-Time 

Reflight 

S 

SAF/SL 

SAF/SO 

SAF/ST 

(U) SCG 

(U)SCI 

(U) SCTS 

(U) Sensitive 
Infonilation 

The hardware item(s) carried into space by the SV to perfonnan operatiollal, 
research. or test mission. 

Information that provides insight into the operational planning and 
requil'l;Illents of a launch flow. 

Payload Fairing - an aerodynamic shell used for environmental protection of 
the SV during ascent. 

Payload Operations Control Center. 

The facilities, equipment, b,ardware, software, funds, personnel, and activities 
involved in a concerted effort to achieve a predetermined mission/objective. 

Open source information is publicly available information (Le., any member 
of the public could lawfully obtain the information by request or observation), 
as well as other unclassified information that may have limited public 
distribution or acceSs. Open source information also includes any 
information that may be uSed in ail unclassified context without C()mprolllisipg 
national security or intelligence sources and methodS. If the information is not 
publicly available, certain legal requirements relating to collection, retention, 
and dissemination may apply. 

Refers to the <iatll collected as an evellt occurs. The resUlting data is thereafter 
referred to as actual or real-time versus planned or theoretical data. . 

Any verbal or written reference to a relationship between one or more 
launches that provides a defmitive statement that two launches carry the same 
type ofSV. Examplesofdefmitive statements are: "NROL-XX SV is the 
same as ofNROL-YY SV" or "The K-XX SV is areflight of the SV flown on 
B-25". Inferences or specUlations based on LV configuration are not 
considered confirmation of SV reflight. An LV that consists of a similar 
C()nfiguration (hardware software; procedures, processes, ASE GSE etc.), and 
that may be supported by the same personnel, as a previously flown LV is an 
example of LV reflight. 

SECRET security classification. 

Office of the Secretary of the Air Force/Space Launch. 

Office of the Secretary of the Air Force/Space Operations. 

Office of the Secretary of the Air Force/Science & Technology. 

Security Classification Guide. 

Sensitive Compartmented Infon:nation. 

Space Cargo Transportation System. 

Any information, the loss, misuse, or modification of which, or unauthorized 
access to, could adversely affect the national interest or the conduct of Federal 
Programs, or the privacy to which individuals are entitled under 5 USC 552a 
(the Priva<:y Act), but which has not been specifically authorized under criteria 
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(U) SGLS 

(U) SMC/AXP 

(U) SMC/CL 

(U)SMC/CLX 

(U)SMCIlMO 

(U)SMCIMV 

(U) SOC 

(U) Spacecraft 

(U) Specific LV 

(U) Specific SV 

(U) SPO 

(U) Substitute 
Identifier 

(U) SV 

(U) SV Descriptive 
Data 

(U) SV Envelope 

(U) SV Laun«h 
Configuration 

(U) SV Profile 

SV Identity' 

SVC 

SV Operations Data 

established by an EO or Act of congress to be kept secret in the interest of 
national defense or foreign policy. 

Space Ground Link Systems. 

Space and Missile Center, Systems Acquisition Protection Director. 

Space and Missile Center~ Launch Programs Office; the SPO for Titll.ll and 
Atlas LVs. 

Space and Missile Center, Operations Support and Integration Office. 

Space and Missile Center, Infonnation Manllgement Office. 

Space and Missile Center SPO for the EvolVed Expendable Launch Vehicle 

Spacecraft Operations Center. 

See SV. 

A launch vehicle identified by serial number or sequence number, e.g., K-I, 
Titan lVI, AC-I09, Deltli IV-IO, or any other identifier. 

See SV Identity. 

System. Program Office. 

Any randomly selected name, nUlll.ber, or other designator used to avoid 
classification issues related with identifying th~ SV program. . 

Satellite Vehicle - the spacecraft bus and its mission enabling payloads. 

Infonnation that describes the SV's shape, mechanical characteristics, and 
structural dynamics. Information required by the LV mission planners to 
successfully integrate and launch a satellite will only be released at the NRO's 
discretion. 

Dimensions of a non-SV shape revealing "box" used to determine the volume 
that the SV uses or displaces with1n the payload fairing. 

The SV in its final mechanical state and ready for encapsulation 

An outline drawing of the SV that confonns to the SV shape and reveals its 
physical shape or specific dimensions. 

The NRO SV program iden~ty or name. Also see NROL. 

Satellite Vehicle ContractOr. 

Information that is not required by LV missioI) platlllers lI.Ild will not be 
released. This includes information that describes the SV operational mission .', 
in tenns of: (1) sv mission, objectives, capabilities, operational limitations, 
lI.Ild vulnerabilities; (2) Priorities and plans for space-based intelligence 
activities; (3) Critical, unique to program, a4vanced state-of-the-art hardware 
technology; (4) Satellite constellation health, system needs, and replenishment 
strategies; and (5) NRO operational infrastructure, elements, and control 
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SECTION V - Definitions (Continued) 

Trailblazer 

U 

USAF 

V illrterability 

nodes. 

A test to verify the compatibilitY of the SV and its interfaces with the BV, 
upper stage, PLF SV ASE aIld AGE 

UNCLASSIFIED. 

United States Air Force. 

A weakness, shortfall, or uncorrected deficiency that could be exploited to 
degrade or' defeat the effectiveness of a system. 
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Additional distribution is the responsibility of the receiving office. 
Local reproduction is authorized. 

45 
FeR OFFICIAL USE ONLY 

Approved for Release: 2018/12/21 C051 02047 

(b)(3) 

L'!i ,. 



NRO Launch IPG 

Approved for Release: 2018/12/21 C051 02047 

P OR OffICIAl::. YSE O)lI V 

SECTION VII - Distribution (Continued) 

46 
..,OR: 9FFIeIXL uSE ONLY 

20 July 1999 
Change 1, '7 Aprii 2000 

Approved for Release: 2018/12/21 C051 02047 

, . 

, ,.:. " 

"I, • 

'i. 

-.' . 

. (b)(3) 

. I , ' 

, 
. , 


	0005102047_0001
	0005102047_0002
	0005102047_0003
	0005102047_0004
	0005102047_0005
	0005102047_0006
	0005102047_0007
	0005102047_0008
	0005102047_0009
	0005102047_0010
	0005102047_0011
	0005102047_0012
	0005102047_0013
	0005102047_0014
	0005102047_0015
	0005102047_0016
	0005102047_0017
	0005102047_0018
	0005102047_0019
	0005102047_0020
	0005102047_0021
	0005102047_0022
	0005102047_0023
	0005102047_0024
	0005102047_0025
	0005102047_0026
	0005102047_0027
	0005102047_0028
	0005102047_0029
	0005102047_0030
	0005102047_0031
	0005102047_0032
	0005102047_0033
	0005102047_0034
	0005102047_0035
	0005102047_0036
	0005102047_0037
	0005102047_0038
	0005102047_0039
	0005102047_0040
	0005102047_0041
	0005102047_0042
	0005102047_0043
	0005102047_0044
	0005102047_0045
	0005102047_0046

