
Approved for Release: 2018/12/21 C05102145 

TOP SECREtlerA-LENT KEYWOLEiJlRiIiN,NOFORNH-26X1 

(U) National Reconnaissance Office (NRO) 

(U) Imagery Systems Acquisition and Operations 
Directorate (IMINT) 

(U) IMINT Program Classification Guide 
(IPCG) 

//Signed// 
Scott F. Large 

Version 4.0 
21 MllY 2005 

(U) Director, Imagery Systems Acquisition a,nd Operations Directorate 

CI,.By: I I 
CL Reason: 1.4c 
DECL On: 25X1 
DRV From: NRO CG 5.1 

1 MAY 2000 
RFC IMS-0024 

fOfl Sl!eRl!lWfALENT KEYIIOLEHRSEN,NerORNNiS>E1 

Approved for Release: 2018/12/21 C05102145 

i 

(b)(3) 

! 



Approved for Release: 2018/12/21 C05102145 
TOP SEGRET1FFALENT KEYIIOLEHRSEN,NOFORNNi5X1 

IPCG 

(U) Section I 

1.0 (U) Record of Change 

'"'U"""5'." from the prevIous 
version were made. 

RFC IMS,.0024 

TOP SEGRETJITALENT KEYIIOLENRSEN,NOFORNN25X1 

Approved for Release: 2018/12/21 C05102145 



Approved for Release: 2018/12/21 C05102145 
TOP SECRETt'ffALENT t(EYIIOLEfJRSEN,NOFORNH2S)(1 

IPCG 

(U) Table of Contents 

(U) Section I ........ ~ ........................................................................................................................... i 

1.0 (U) Record of Change ..................................................................................... : ....................• i 

(U) Table of' CoilteiltS .......... · .............. : .. : .. _ ................................................. !' ••••••••• "' •••.•••.•.•.•••.••. '!I .••.•.• ~ ••••••••••.••.••.•.•.••.•.•••.••• 1 

1.1 (U) How to Use This Guide ................................................................................................... 5 

1.2 (U) Foreword ....................................................................................................................... 5 

1.3 (U) Introduction: ................................................................................................................. 5 
1.3.1 (U) Preface .......... ; ....................................................... ~ .................................•.•.•... 5 
1~3.2 (U) Purpose .................................................................. ; ...... ;.; ... ; ................... ;.; ............. 6 
1.3.3 (U) Scope .. ; .......•. ; ............... ;.; ................................ , ... , ........ , ........................................... 6 

1.4 (U) OverView-Background ................................................................................................ 6 
104.1 (U) Rethinking.Classification ................................................................................ 6 
1.4.2 (U) Executive Order 12958, as amended .............................................................. 7 
1.4.3 (U) The Levels of Classification ........................................................................... 7 
1.4.4 (U) Special Access Programs ......................•..................................... ~ ................... 8 

1.5 (U) Security and Classification ......................................... ; ............................................ , .•..•..•. 9 
1.5.1 (U) Classification or Control System Resolution .................................................. 9 
1.5.2 (U) Classification Levels .. , .............................................................................. : ...... 9 
1.5.3 (U) CI~sifica,tion Authority ....•............................................................................. 9 
1.5.4 (U) Classification Sources ................................................................................... 10 
1.5.5 (U)Reason for Classification .........................................................•.............. ; .• ; ... 10 
1.5.6 (U) Declassification Instructions ...............•.•.•................................•.•...•.•....... , ... ;.,. 11 
1.5.7 (U) Portion .Marking .•.•.. -.............. , ....... , ... , ............................................................... 12 
1.5.8· (U) Original Classification Authority (OCA) ..................................................... ·12 
1.5.9 (U) Releasability / Disclosure Instructions ..........................•.............................. 13 
1.5.10 (U) Compilation / Aggregation of Information ....................................... ;.; .......... 15 
1.5.11 (U) i What Are We Protecting ? ... ; ...................... , ..... , ................ , ................. 16 

1.6 (U) Classification Criteria .................................................... ~ ................... ; ................. '.i.; ....... •.. 22 
1.6.1 (U) BYEMAN (BYE) ....... ; .... ; ..................................... , ..................... · ......................... 22 
1.6.2 (U) TALENT KEYHOLE (TK) ............................................................... ~ .......... 22 
1.6.3 (U) A Note About FOUD .................... ; ..........................................................•.•.. 23 

1.7 (U) Changes to this Guide ....... ~; .................. :..; ... ; ... , ....... ~ ..................................................... 23 

(U) Section II .... -.. _ .......................... ~ .. ~.~.~ ....................................................................................•.•.•.. 24 

2.0 (U) Reference Documents .................................................................................................. 24 

2.1 (U) Executive Orders ......................................................................... .-..........................•. ;. 24 
2.1.1 (U) Executive Order 12356 ...................................................•...•........ ; ................. 24 
2.1.2 (U) Executive Order 12951 ............................................... ; ....................•.•.......... 24 
2.1.3 (U) Executive Order 12958, as amended ......................•. ; .................... ; ....... ~ .. , ... 24 

RFC IMS-0024 
TOP SEGRETfR"ALENT I<E¥IIOLENRSEN,NOFORNN25)(1 

Approved for Release: 2018/12/21 C05102145 



Approved for Release: 2018/12/21 C05102145 
TOP SE6RE:r:ITALENT I<:E¥IIOLEHRSEN,NOFORNN~5*4 

IPCG 

2.2 (U) Director ofCentral1ntelligence Directives (DCIDs} ................................................. 24 
2'.2.1 (U) DCID 6/6 ....................................................................................... , ............... 24 

·2.3 (U) DoD Documents ........................................................................................... , ............. 24 

2.4 (U) NRO Related Documents ................................... ,., ........................ , ........... : ..... : •. : ..•.•. : •. ,., .. : .. 24 

2.5 (U) ClaSSification Sources,', .................... , ............... ·.: .... , ........................ , ....... , ........... , ............ 25 

2.6 (U) Program DOcllment(s}.: ................................... ; ............................................................ 25 

(U)' Se'ction ill - GENE'RA:L SEGMENT ................................................................................. 26 

3.0 (U) Imagery Intelligence Community Organizations ............... : ....................................... 26 
3.0.1 (U) MisceiIaneous ............................................................................................... 26 
3.0.2 (U) Interfaces (Relationships Between Organizations) ......... .'., ........................... 27 
3.0.3 (U) Satellite DesIgnators ........ ~; ................................... : .......... : ......... : ... : .... : ......... ,.,.28 
3.0.4 (U) Codewords ............. : ......... : ................ , .. , .. .' ... , ..................... , ................................................... 29 

3.1 (U) General SatellitelNRO Facts.: ..................................................................................... 30 
3.1.1 (U) Miscellaneous ............................................................................... , ................ 30 
3.1.2 (U) Contracting .................................................................................................... 32 
3.1.3 (U) System Iilfonnation ...................................... , ........................... · ...... , .•.•. , .... · ..... :.33 

(U) Section IV - SATELLITE VEIDCLE SEGMENT .............. , ••••••••••••.••...•••••• , ........................... 33 

4.0 (U) Gen.eral Issu'es .•. : .. : .... : .. ~ ................................................................ ; .................................... 33 
4.0 .. 1' (U) Contracting ...................................................................................................... 33 
4.0.2 (U) System Iilformation ........................................................................................ 34 
4.0.3 (U) Capabilities and Limitations ........................................ ::-:~~:.-.~:.~ .. -.-.~ ......... ; ..... 37 
4.0.4 (U) Payloads and Sensors ................................................................................. ·., ..... 38 
4.0.5 (U) Operational Data ............. , ......... : ....... : .. : ...... , ....... :.: .... : ........................................................ 38 
4.0.6 (U) Reliability, Availability and M~intainability ................................................ 40 
4.0.7 Launch Data .................................................................................................. 41 

RFC IMS-0024 
TOP SIiCAETJITALENT KEYHOLENASEN,NOFORNH25*4 

Approved for Release: 2018/12/21 C05102145 

(b)( 1 ) 
(b)(3) 



Approved for Release: 2018/12/21 C05102145 
TOfi SECIU:TfFf1<LENT ttEvHOLeHRSEN,NOFORNN2SX1 

----

4.4 (U) Historical Platforms & Information (Retired) ........................................................... 50 
4.4.1 (U) Contracting .... ; ............................................................................................... 50 
4.4.2 (U) System Intonnation ........................................................ : .............................. 50 
4.4.3 (U) Capabilities and Limitations ......................................................................... 52 
4.4.4 (0) Payloads and Sensors ................................... :: ...................•..................... , ...•. 52 
4.4.5 (U) Operational Data ............................................................... , ......................... ,.,.53 
4.4.6 (U) Reliability, Availability and Ma,in~ipabi1ity ................... , ............................ 53 
4.4.7 (U) Launch Data ........................................................................................................ 53 

(U) Section V - GROUND SEGMENT ...................................................................................... S4 

5.0 (U) Collection Inj"ormation ............................................................................................... 54 
5.0.1 (U) GenerallMiscellaneous ................................................................ ,., ............... , .. 54 
5.0.2 (U) Targeting ............... : ........................................ , ........................... : .... ,., ...................... , .. ~4 
5.0.3 (U) Tasking ........................... , .................. : ........ , .... , ..... , .......................................... , ...... 55 . 
5.0.4 (U) Collection. Details .......................................................................................... 55 
5.0.5 (U) Requirements Management System (RMS) ................................. : ............... 55 

5.1 (U) Mission Ground Stations ............................................................................................ 57 
5.1.1 (U) GenerallMiscellaneous .................................................................................... 57 
5.1.2 (U) Functions ............................................•........................ : ............. : ....... : .... : ...... , .................. 60 
5.1.3 (U) Software and Documentation ......... ,.,., .......................................................... 62 
5.1.4 (U) Hardware and Doc1.l,Jllentation ............ ~ ......................................................... 62 
5.1.5 (U) ICOOP / Back-Up Issues ........................... : .................................................. 63 

5.2 (U) Imagery/Product(s) .................................................................................................... 64 
5.2.1 (U) lmagery/Product(s) ........................................................................................... :. 64 
5.2.2 (U) Product Dissemination ...•. : •.•.. : ........................................................................ 69 
5.2.3 (U) Exploitation., ................................................................................................... 71 
5.2.4 (U) Special TechniqueslProcedures (Post IOC / Operational) ........................... 72 

(U) Section VI -COMMUNICATION SEGMENT ................................................................ 75 

6.0 (U) Genera' ....................................... : .......... , ......................................................................... 75 

.6.1 (U) Up-Link ........... , ...... · .... : .................................................................................................... 76 

6.2 (U) Down-Link ........................... : ................................ ~ ....................................................... 77 

6.3 (U) Cross-Link ....................... ,: ............................................................................................ 78 

RFC iMS-0024 
TOP 8EGRETNTALENT KE¥HOLENR8EN,NOFORNff,25JE1 

Approved for Release: 2018/12/21 C05102145 

(b)( 1 ) 
(b)(3) 



Approved for Release: 2018/12/21 C05102145 
TOP Sl!e~~Ti/T)\LI!NT t(I!YHOLI!;;ftSCN,NOfOftN;;2~ 1 

IPeG 

6.4 (U) Terrestrial Communications .................. : ................................................ , ................. , ....... 79 

6.5 (U) Cryptographic Equipment (Use on a Program) ......................................................... 79 

(U) Section VII - FUTURE ACTIVITIES SEGMEN·t .......................................................• .-.79 

7.0 (U) lMiNT R&T Activities ..................................................... : ............................................ 79 

7.1 (U) FlA Activities .................................................. · ..•.•...................................................... ~ •.•. 79 
7.1.1 (U) Contracting ....... .-................. .-............ '.' ............................................................. ".'" ......... 79 
7.1.2 (U) System lnfomla.tion .......................................................... : ....... : ...................... 80 
7.1.3 (U) Capabilities and Limitations ......................................................................... 81 
7.1.4 (U) Payloads and Sensors ...................................................... : ............................. 82 
7.1.5 (U) Operational Data ............................................................................................ 82 
7.1.6 (U) Reliability, Availability and Maintainability ................................................ 82 
7.1.7 (U) Launch Data ................................................................................... ; ...................... · ....... 82-

7.2 (U) ElS Activities ................................................................................................................... 82 
7.2.1 (U) Contracting ........................................................ : ........................................... 82 
7.2.-2 (U) System Info11l1ation ................................................... ; ................................... 82 
7.2.3 (U) Capabilities and Limitations ....... : ................................................................. 84 
7.2.4 (U)··payloads and Sensors .................................................................................... 85 
7.2.5 (U) Operational Data ........................................................................................ .-.. 86 
7.2.6 (U) Reliability, Availability and Maintainability ................................................... 86 
7.2-.7 (U) Launch Data ............................................................................................ ; ...... 87 

(U) Section V1II Appendixes ............................................................................................................................ ~ ... ~ 91 

8.0 (U) Acronyms ...................................................................................................................... 91 

8.1 (U) Definitions .................................................................................................................... 96 
8.1.1 (U) Security Te11l1s ........................... · ............................................... · .............................. 96 

8.2 (U) Index (Alphabetized) ..................................................................................................... 100 

RFC IMS-0024 
TOP SEGRETfITALENT KEYIIOLEh'RSEN,NOFORNN25X1 

Approved for Release: 2018/12/21 C05102145 

(b)( 1 ) 
(b)(3) 



Approved for Release: 2018/12/21 C05102145 
TOP SEGRETJITALENT KEYHOLENRSEN,NOFORNIJ.2iX1 

1.1 (U) How to Use This Guide 

(U) The IMINT Program Classification Guide (IPCG) was not designed to be re~dfr()m 
coVer to cover. The IPCG was designed with the expectations of it being a softcopy' 
document (Adobe Acrobat document), thus users would use the relatively powerful "Find;' 
& "Find Again" functions to locate the specific information they desired. However, for 
those who prefer to, or must work with a hardcopy document (NOT RECOMlv1ENDED -
SINCE THE IPCG IS A UV.ING DOCUlv1ENT AND IS CONSTANTLY UPDATED), the 
IPCG was designed exactly as most books and reference documents you would commonly 
use. It has a comprehensive "Table of Contents" and a very detailed "Index" to aid users in 
locating a specific topic .. 

(U) It is reCOIiImended that you treat this guide as you would any other reference document, 
utilizing the "Table of Contents" or "Index" to locate the topic of interest. The IPCG is 
brokell down into eight sections, with the core of the document contained betWeen Section 
III & Section VII. These five sections contain classification tables, which are divided into 
specific segments. This will assist you in navigating and searching throllgh the manY 
categories of infonnation, and in locating specifi,c topics contained within the guide. 

1.2 (U) Foreword 

(U) The security objectives of the IMINT Directorate are to streamline and modernize the 
security policies and practices and to incorporate risk management strategies. Each 
classification decision must recognize the necessity-of classifying only the information that 
requires protection. Executive Order 12958, as ~mended, dictates that the classification, or 
declassification, of our activities must be gUided by clear goals and principles based on the 
identified threat. The classification level of the elements contained.in the classification 
tables in this guide were chosen only after taking a number of factors into account- the 
cha,nging national security environment and the issuance of Executive Order 12958, as 
amended, being the primary drivers. 

(U) The use of an item in this guide to Chlssify a document is considered a derivative 
classification decision. . Should there be discrepancies between this guide and program 
contractual specifications, the current contracts take precedence. For classification 
decisions on informlltion not referenced in this guide, users should coordinate with an 
IMINT Program Security Officer (PSO) and, if appropriate, submit it Request For Change 
(RFC) to update this document. 

1.3 (U) Introduction 

1.3.1 (U) Preface 
(U) This IMINT Program Classification Guide establishes the general 
classification guidance relating to the IMINt Program including detailed gUidance 
for IMINT System(s)/subsystem(s), Computer Software Configuration Items 
(CSCIs), Hardware Configuration Items (HWCIs), and relationships between those 
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components, as well as organizational relationships during the total life cycle of 
IMINT Program phases and. activities. 

(U) A significa.t1t chlillge in . this guide was caused by the retirement of the 
BYEMAN Control System. All information formerly marked as BYEMAN has 
been recompartmented to the tALENT KEYHOLE control system. The term 
BYEMAN is obsolete at the close of business 20 May 2005, and has been 
declassified. The term may still be seen on older intelligence information, but 
must be changed to TALENT KEYHOLE with . appropriate disseIliin~tion 
controlsbefore the information can be redistributed. 

1.3.2 (U) purpose 
(U) The purpose of this document is to ensure the proper classification 
determinations for IMINT activities in order to protect sensitive satellite 
intelligence sources and methods within the TALENT KEYHOLE security control 
system. It serves to standardize categories of infomiation and to promote unifortn 
implementation of the TALENT KEYHOLE Security Control System consistent 
with intelligence sources and metho~s protection. 

1.3.3 (U) Scope 
-(SffRB~ This document ensures the proper classification determinations for all 
IMINT activities, including but not liIliited to, relationships aild data relating to 
IMINT Research & Development (R&D), engineering design,specificatioIiS~ 
algorithms, interface controls, test plans, operations manuals, and reference 
docilmentS~ equipment and computers involved in the operation of the IMINT 
System to include laWlch vehicle(s), spacecraft, sensor(s), and mission ground 
station equipment; computer programs used to operate IMINT hardware to include 
launch, spacecraft maintenance, command and control, targeting, sensor operation, 
image data conversion, processing, and exploitation operations,' as well as the 
overall and detailed funding profile for both. the development and operation of the 
!MINT System. 

1.4 (U) Overview"'- Background 

1.4.1 (U) Rethinking C13ssi{ication 
(U) There have been serious efforts in recent yeatS to improve classification 

. management practices. Part of that effort is a growing recognition of the need to 
repl~ce a risk avoidance approach, which seeks to. anticipate all risks in the 
protection of assets, with a risk management approach which attempts to 
concentrate liIliited resources on those assets, the loss of which would bave the 
most profoood effect on the mission. The number of special access programs and 
compartments designed to provide additional protection beyond the 
CONFIDENTIAL, SECRET and TOP SECRET levels have been reduced. 
Progress has been made in moving large quantities of information out of the 
remaining compartments/programs and into the three classification levels, where a 
broader range of "customers" more easily useS it. 
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(U) A meaningful assessment of the need for protection over the long term requires 
revisiting the initial decision to classify throughout the period in which the 
information is of value (throllghout the life cycle of that information). This life 
cycle approach recognizes that both classified and unclassified infofIIlation exists 
throughout a life span in which decisions must be made with respect to creation, 
management and use, and final status (destruction/preservation/release). The 
management of classified information should include the important initial 
consideration of whether the infonnl!-tion should be classified at all. The "life­
cycle risk assessment" of classified information should encompass an analysis at 
each stage of the information's "life" of whether the informatioll requiJes 
protection, given the risks, threats, and vulnerabilities, as well as the cost of 
protecting or declassifying the information. It is understood that this approach 
may lead to different results at different stages of the life cycle. 

1.4.2 (U) Executive Order 12958, as amended 
(U) Executive Order 12958, as amended, like prior executive orders, lays out the 
rules governing the identification and protection of information, the unauthorized· 
disclosure of which could cause "damage . to the national security." . What 
distinguishes this order from those of the past is its emphasis on declassification. 
the (03/25/03) Amendment [known as EO 13292] continues the emphasis on 
declassification, but has given the community an extension to the automatic 
declassification guidance provided in the original executive order. The new 
declassification deadline i.s 31 Decerober 2006 and affects all records that are 
currently 25 years old or older @d are determined to have historical value. 
Previous executive orders focused on classification, how to make original 
classification decisions and how to continue classification into out years. 

(U) Even though Executive Order 12958, as amended, emphasizes declassification, 
it defines categories of informatiol) that should be consicJered for cll!-Ssification. 
Again, what distinguishes this executive order from those of the past is that for the 
first time, EO 12958, as amended, includes thresholds for ciassification. In 
previous executive orders, any information concerning the "foreign relations and 
foreign activities of the United States" could be considered fot classification. 
Under EO 12958, as amended, such inforirultion is still eligible fot classification, 
but only if it would impair those "relations" or "activities," theoretically requiring 
classifiers to make a reasoned evaluation of whether the information truly warrants 
classification, The EO amendment uses slightly different words, but the intent is 
the same. 

1.4.3 (U) The Levels of Classification· 
(U) When it has been decided to classify a piece of information, the level of 
classification of that information must be detetIhined. Executive Order 12958, as 
amended, preserves the three classification levels of Confidenti.l!-l, Secret @d Top 
Secret that have long . served as the foundation. for protecting classified 
information. While the specifics of these three classification levels have varied 
oVer time, their basis has remained based on the concept of "damage" since the 
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1950s. EO 12958, as amended, requires classifiers to be able to "identify and 
describe" the dartiage to the national security if the infortnation Were disclosed. 

(U) The amount of "damage" caused by the urtauthorized disclosure of information 
determines the classification level assigned to that . information. the damage 
descriptions and associated classifications are detailed in paragraph 1.2.2. 

(U) The dissemination of classified information is intended to be limited to those 
who both (1) hold the appropriate clel:U'ance(s), and (2) need the iI)fonnation to 

· properly perform their duties. The extent to which the "need-to-know" principle is 
adhered to is becoming more and more difficult to enforce with the advent of the 
"information highway." Intelink,.which allows cleared personnel access to a wide 
range of classified information, is a notable example of how need-to-know is 
becoming harder to enforce in the "Infortnation Age." 

1.4.4 (U) Special Access Programs 
(U) Access to infonnation considered to be particularly sensitive is controlled 
through a range of special access programs, which involve access controls and 
·securIty measures typically in excess of those normally required for access to 
classified information contained in the three-tiered collateral claSsification systein. 

(U) President Eisenhower approved the establishment Qfthe TALENT ICEYHOLE 
· (TK) Security Control System, to protect Satellite reconnaissance information and 
products, on August 26, 1960. The BYEMAN (BYE) Control System was 
established, to control information regarding sensitive reconnaissance satellite 

I design, acquisition and operations, on December 20, 1961. The BYEMAN 
Control System was officially retired 20 May 05. 

(U) The BYEMAN (BYE) and TALENT KEYHOLE (TK) Security Control 
Systems were instituted to protect critical satellite reconnaissance systems and 
programs - through the research, development, acquisition, operations and 
exploitation phases. Selective system/sensor data, which included general 
capabilities . of the systems, was made available. in both control systems. The 
TALENT KEYHOLE (TK) user cominunity used this information for satellite 
tasking and intelligence product analysis. To· assist in makjrtg classification 
decisions, and in response to the user community, the first BYEMANITALENT 
KEYHOLE Classification Guide was published in November 1970. the guide 
was updated in August 1977, April 1994, September 1994, August 1995, and 
October 1995. 

(U) The classification policy for National Reconnaissance Programs evolved as the 
NRP and NRO became increasingly "overt." 

• President Cart¢r admitted the "fact of' satellite photoreconnaissance in October 
1978. 
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• The unclassified provisions of National Security Decision Directive-42, and 
National Security Directive-30 on National Space Policy revealed certain 
"facts about" satellite reconnaissance. 

• The Acting Secretary of Defense issued a Memorandum on September 18, 
1992 that declassified the existence of the NRO and certain facts about its 
organization and the NRP. , 

(U) The end of the Cold War and the "globalization" of space techilologies also 
caused a broadening of U.S. national security strategy, a changed focus of 
overhead collection and a reassessment of the nature and scope of defense 
intelligence needs. These changes served as a basis to re-examine the BYEMAN 
Security Control System. 

(U) The BYEMAN Control System waS also re-examined after the terrorist attacks 
of Sep 11 tho To comply with the Horizontal Integration movement across the 
Intelligence Cotninunity the NROdecided to retire the BYEMAN Control System 
so its intelligence infonnation could be shMed with the rest of the community. 

1.5 (U) Sectlrity aml Classification 

1.5.1 (U) Classification or Control System Resolution 
(U) The classification tables in this guide specify the classification and/or control 
system pertaining to inform:ation relating to IMJNT systems, products, 
relationships and data. Where thesecllrity control system or classification is not 
rt~adily apparent from the table(s) or other information in this guide - information, 
products, relationships and activities will be protected at the applicable level with 
the most limited distribution, pending a control aild classification system review. 

1.5.2 (U) ClasSificatioll Levels 
(U) Executive Order 12958, as amended, states that information may only.be 
cla,ssified at. one of three levels: Top Secret - applied to information, the 
unauthorized disclosure of which reasonably could be expected to cause 
exceptionally grave damage to the national security that the original classification 
authority is able to identify or describe; Secret - applied to information, the 
unauthoriZed disclosure of which reasonably could be expected to ca,use serious 
danIage to the :J;lational security that the original classification authority is able to 
identify or describe; and Confidential - applied to information, the unauthorized 
disclosure of which reasonably could be expected to cause damage to the national 
security. 

1.5.3 (U) Classification Authority 
(U) With the implementation of Executive Order 12958, as amended, only a 
limited number of NRO officials have Original Classification Authority. All 
remaining NRO personnel have the authority to classify information derivatively. 
In establishing the information ca,tegories and cla,ssification levels of an item of 
information, the EO further directs that the Original ClCiSsifica,tion Authority must 
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be able to identifY or describe why unauthorized disclosure would result in either 
damage, serious damage, or exceptionally grave damage to the national security. 

1.5.4 (U) Classification Sources 
(U) For completeness, this lMiNT Classification Guide contains information that 
deals with programs outside the management and cognizance of the Director of 
Imagery Systems Acquisition and Operations. These items were derivatively 
classified after consulting a m,unper of documents to identifY the Original 
Classification Allthority for the specific items of information. The documents are 
listed in Section 2. 

1.5.5 (U) Reason for Classification 
(U) Under the provisions of Executive Order 12958, as amended, infonnation may 
not be considered classified unless it falls under one or more of the categories 
listed below. Additionally, the reason(s) for the classification decision must be 
documented. To meet this requirement, EO 12958, as amended, specifies that, at a 
minimum, reference to the pertinent classification category or categories described 
in Section 1.4 of the Executive Order plus the letter or letters that cortespond to the 
category or categories should be listed. The classification categories preceded by 
their corresponding letter designators are: 

(a) "Military plans, weapons systems, or operations." 

(b) "Foreign government information." " 

(c) "Intelligence activities (including special activities), intelligence sOurces or 
methods, or cryptology." 

(d) "Foreign relations or foreign activities of the United States, including 
confidential sources.'"' 

(e) "Scientific, technological, or economic m.atters relating to the national 
security, which includes defense against transnational terrorism." 

(f) "United States programs for safeguarding nuclear materials or facilities." 

(g) "Vulnerabilities or CllPa,bilities of systems, installations, infrastructures, 
projects, plans or protection services relating to the national security, which 
includes defense against transnational terrorism." 

(h) "Weapons of mass destruction." 
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1.5.6 (U) Declassification Instructions 
(U) E~ecutive Order 12958, as amended, maintains the automatic decla~sification 
requirement, but has given the community an extension to the deadline illlPosed by 
the original executive order. The new deadline is 31 December 2006. This affects 
all tecords that are currently 25 years old or older and are determined to have a 
historical value. Individuals with Original Classification Alithority may determine 
that certail1 infonnCl,tion must remain clCissified beyond the date specified in the 
Executive Order. In those cases, the infOrmation must be annotat~d with the letter 
"X" plus a numerical designation that corresponds to Ii specific exeD1ption 
category or set of exemption categories described in Section 3.3 of EO 12958, as 
amended. The NROusesthe number 25 in front of the X exemptions to depict that 
the information is further exempted from being automatically declassified after 25 
yeats. (See: NRO Directot of SecUrity Note 03-009, 18 Dec 2003, for 
implementing instructions). The X markings an<,l corresponding declassification 
exemptions are: 

Xl "Reveal" the identity of a confidential human source, or a human 
intelligence source, or reveal information about the application of an 
intelligence source 01' method." 

X2 "Reveal information that woul<,l assist ill the development Or use of 
weapons of mass destruction." 

X3 "Reveal infonilation that would impair U.S. cryptologic systems or 
activities. " 

X4 "Reveal information that would impair the application of state of the art 
technology within a U.S. weapon system." 

X5 "Reveal actual U.S. military war plans that remain in effect." 

X6 "Revel:!,l . information, inclllding foreign goverrunent informCition, that 
would seriously and demonstrably impair relations between the United 
States and a foreign government, or seriously and demonstrably 
undermine ongoing diplomatic activities of the United States;" 

X7 "Reveal iriformation that would clearly IWd demonstrably iD1pair the 
current ability of United States Government officials to protect the 
President, Vice President, and other protectees for whom protection 
services, in the interest of the national secUrity, ate authorized." 

X8 "Reveal information that would seriously and demonstrably impair current 
national security emergency preparedness plans or reveal current 
vulnerabilities of systems, installations, infrastructures, or project relating 
to the national security" 
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X9 "Violate a statute, treaty, or international agreement." 

On 15 June 2000, the IPSCOM ([DCI's] Imagery Policy and Security Committee) 
approved a standard marking convention for all NTM imagery and annotated NTM 
imagery. The new policy indicates that the reason for classification is "EO 
12951," and that only the DCI is authorized to declassify the data. Those 
Information Elements in the guide referring to primary imagery/imagery products 
reflect the above nomenclature in the appropriate columiIs. 

1.5.7 (U) Portion Marking 
(U) Executive Order 12958, as ~e1Jded, mandates that all clas~itied information, 
regardless of its physical form, indicate which portions are classified. The NRO 
has been granted a limited waiver from the requirement· to portion mark 
information. The NRO is not required to portion mark information generated and 
maintained within the NRO by its govetilInent staff and/or contractors. 
Information produced by the NRO that is disseminated externally must be portion 
marked. In this case, the term external is defined as any organization or entity 
outside the management cognizance of the Director of the NRO. Prior to 
disseminating this classification guide to an organization external to the NRO, 
permission from the Director ofOONT Security must be obtained. 

1.5.8 (U) Original Classification Authority (OCA) 
(U) "Original classification aqthority" means @ ind,iviciua1 authorized in writing, 
either by the President, the Vice President in the performance of executive duties, 
or by agency heads or other officials designated by the President, to classify 
information in the first instance. 

(U) The Director Central Intelligence (DCI), has delegated the following officials 
from the National Reconnaissance Office (NRO) with original classification 
authority: 

(a) Director, National RecoiJ.iJ.aissance Office (DINRO) 

(b) Deputy Director, National Reconnaissance Office (DDINRO) 

(c) Chief of Staff (C05) 

(d) Deputy Director for Military Support (DDMS) 

(e) Deputy Director for National Support (DDNS) 

(f) Deputy Director Business PlanS @dOperations (BPO) 

(g) Deputy Director for System Engineering (DDSE) 

(h) Director, IMINT Systems Acquisition and Operations Directorate (IMJNT) 
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(i) . Director, SIGINT Syste111s Acquisition and Operations Directorate (SIGINT) 

G) Director, Communications Systems Acquisition and Operations Directorate 
(COMM) 

(k) Director, Advanced Systems and Technology Directorate (AS&T) 

(1) Director, Management Services and Operations Office (MS&O) 

(m)Director, Operational Support Office (OSO) 

(n) Inspector General (IG) 

(0) Director, Office of Contracts (OC) 

(P) Director, Office of Security (DOS) 

(q) Director, Office of Space Launch (OSL) 

1.5.9 (U) Releasability / Disclosure Instructions 

(S//N'F~ Entries that are marked NOFQRN (Not Releasable to Foreign Nationals) 
may not be released or disclosed under any circumstances without prior approval 
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from the NRO Designated Intelligence Disclosure Official (DIDO) in accordance 
with DCIDs 6/6,617 .. 

(~Ifl*1 Infonnation is to be considered NOFORN if it falls into the foliowing 
categories: 

(a) Information that reveals information about the recipient country derived from 
u.s. Intelligence collection 

(b) Infonnation that reveals information obtained from a liaison service without 
prior approval of that cotliltry 

( c) The infonnation contradicted U. S. laws, agreements, or treaties 

(d) The infonnation constitutes intelligence on a U.S. perSon 

(e) the information jeopardizes a liaisQn relationship or diplomatic, intelligence, 
national security, or law ¢nforcement activities 

(f) The infonna~ionjeopardizes HUMINT sources, methods, plans and targets 

(g) The information reveals details of SIGINT, IMINT or MASINT activities 
expected to jeopardize collection opportunities 

(h) The information reveals U.S. Counterintelligence activities 

(i) The infonnation could be used against the U.S. orjeopardize U.S. sources and 
methods . 

(j) Intelligence that would jeopardize the safety and welfare of individuals 
connected to an intelligence activity 

(k) Information that could be reasonably expected to be acquired by a hostile 
entity 

(1) Information that reveals NRO budget data in totality and/or substantial subSets 

(m) Infonnation protected in the RESERVE cOlllparttp.ent that foreign nationals do 
not have the need.,.to-know 

(n) Infonnation that pertains to a classified association that parties do not wish to 
reveal 

(0) Infonnation that . reveals vulnerahilities of an entire NRO system or 
architecture 
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(P) Information that contains operational or mission specific details, which would 
reveal sensitive U.S. activities 

(q) Information that pertains to the application of leading edge technologies that 
are beyond the scope of existing cooperation guidelines 

1.5.10 (U) Compilation I Aggregationoflnformation 
(U) Executive Order 12958, as amended, Classified National Security Information; 
1.7 (e) Compilations of items of information that are individually unclassified may 
be classified if the compiled information reveals an additional association or 
relationship that: (1) meets the standards for classification under this order;.and 
(2) is not otherwise revealed in the individual items of iilfortnation. As used in this 
order, "compilation" means an aggregation of pre-existing unclassified itetnS of 
information. 

• (U) Documents 
In SOIne instances, certain information that would otherwise be 
unclassified when standing alone may require classification when 
combined or associated with other unclassified information. When 

. classification. is required to protect a compilation of such information, the 
overall classification assigned to the document shall be conspicuously 
marked or stamped at the top and bottom of each page and on the outside 
of the front and back covers, if any. The reason for classifying the 
compilation shall be stated at ail appropriate location at or near the 
beginning of the document. In this instance, the portions of a document 
classified in this manner need not be marked. 

• (U) Portion of a Document 
If a classified document. contains certain portions that ate unclaSSified 
when standing along, but classified information will be revealed when 
they are combined or associated, those portions shall be marked as 
unclassified, the page shall be marked with the highest classification of 
any information on the page, and a statement shall be added to the page, or 
to the document, to explain the classification of the combination or 
as.sociation to the holder.· This method of marking may also be used if 
classified portions on a page, 01' within a document, will reveal a higher 
classification when they are combined or associated than when they are 
standing alone. 

Note: (U). Users of this guide need to be sensitive to issues of compilation / 
aggregation. It is the individual's responsibility to make compilation classification 
determinations. When necessary, 1M/NT Security will assist with any compilation 
classification decisions. 
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1.5.11 (U) i What Are We Protecting? 
(U) The iilfortnation contained within this section describes in basic tenns what we 
are trying to protect by classifying a specific item. 

• tS/lttEL) National Reconnaissance Office (NRO) 
Now that the NItO is an openly acknowledged organization, inany facts, 
including its structure and purpose have been placed in the public domain 
as unclassified. We continue to protect detailed organizati nal s ecifics 

ersonnel affiliations and some relationshi s 

• ~S,l,l.RJi:L) Satellite System Designators & Codewords 
. IMINT mission numbers and codewords have been down 

SECRET. 
ded to 

Earlier KH designators are unclaSsified, while thqse of later (some retired) 
systems remain classified (GAMBIT, HEXAGON); rule of thumb is if the 
program is classified; so is the designa~or. 

• (U) . Miscellaneous Facts 
. Many "general facts" about what IMINf does are unclassified. Specifics 

of how we do it, and how successfully, are invariably classified. It is also 
easy to assuine something is unclassified just because it's a familiar 
subject ot the irtfotmation has been "published" that may in fact not be the 
case; even though it may be an "open secret," it may be classified. The 
other caution is that of association. Two (or more) totally unclassified 
statements may reveal classIfied information when associated 

• (U) Contracting 
In the past, all contract actions were protected as BYEMAN (officially 
retired). In today's more "open" environment, (in many instances) the 

. fact of a contract and the Identity of the contractor are unclassified. The 
details of the contract (scope, statement of work and dollar value) are still 
usually classified, but not necessarily under the TALENT KEYHOLE 
umbrella. Sihce the contracting process varies, and changes from time to 
time; one should consult with the appropriate Program Security Officer or 
Contracting Officer for specifics. 
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• (U) Contractor Roles/Identities 
Even though more an4 more contractors have unclassified relationships 
with IMINT, at various· levels, some relationships remain classified. 
Identities and locations of those contractors are often ptotected to hide 
classified/sensitive missions, operating locations or ·even at) advanced or 
specialized technological expertise. Since this varies from contractor to 
contractor, one should consult with the Program Security Officer or 
Contracting Officer for guidance. . 

• (U) AcqU:isition Documentation 
Detailed IMINT acquisitIon documentation and associated activities ate 
almost always classified - the level of classification depending on factors 
such as level of detail,· technology involved, IMINT/contractor 
association, ,etc. System/segment developmelJ.t and/or design 
specifications are usually TALENT KEYHOLE because of the detailed 
technical coIitent. Many procedural documents are SECRET Or 
UNCLASSIFIED; however depending on the capabilities they reveal, they 
may be protected in the TK compartment. It should be noted that FIA 
employs a new acquisition process and care must be used not to confuse 
the "traditional" acquisition documentation with that used by FlA. 

• (U) Funding 
Specific Program cost and budget figures, including system/SUbsystem 
costs ate almost always classified, although the level of classification 
usually is dependent on the particular program/system. Funding levels cart 
reveal particular interest or increased activity in a unique area, and/or Inay 
indicate a potential new technology, Source and method, etc. Since this 
varies from project to project, one should cOlJ.sult with the Program 
Security Officer or Contracting Officer for gujdance. . 

• (U) Plans. Schedules and Status 
. Detailed engineering specifications and documentation are generally 

protected in TALENT KEYHOLE channels. Detailed transition, 
integr~tion, etc. plans are usually in the TK compartment. Many "}:1igh­
level" schedules are classified SECRET. Generally if the level of detail 
reveals (faitly reliable) dates of new capabilities, schedule slips that may 
reveal "gaps" in capabilities, health of systems, or information that reveals 
(potential) vulnerabilities, the information is protected in sci channels. 

• tS/JR:KL) Satellite systems Information 

RFC IMS-0024 

KH-I through KH-6 systems have been declassified; KH-7 imagery and 
KH-9 mapping camera imagery have also been declassified; but all 
programmatic data [e.g., capabilities] pertaining to these systems remain 
chlssified at the TALENT KEYHOLE level, as does everything about the 
KH-8 system except the program designator GAMBIT and mission 
numbers which are SECRET. Capabilities of current systems, such as 
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exact response tinles, etc. are usually protected at TK; - future 
systellls/capabilities are TK and technical/engineering details of current 
and future systems are usually TALENT KEYHOLE. These "rules of 
thumb" often don't hold true due to the classification/declassification 
processes that are sometimes lengthy - some items in the guide are 
awaiting -declassification 

• tS/ffKlffl:Et) -Capabilities and Limitations 
S stem ca abilities and llniitations are almost always classified (b)( 1 ) 

• \",.1 I J Payloads and Sensors 

• ('fS//TKJ~_L) Operational-nata 
As a eneral rule, 0 erationa1 data is clasSified. 

(b)(3) 

(b)( 1 ) 
(b)(3) 

(b)( 1 ) 
(b)(3) 

• (U) Reliability, A vailabilityand Maintainability _ 

RFC IMS-0024 

System reliability and avalIahlIity information is generally protected atthe 
TK level, the reasoning being that some in the user community need that 
type of data for planning purposes. Maintenance related data (MTBF 
[mean time betweel) failure], etc.- that could possibly reveal 
vulnerabilities in the form of downtimes, and/or related outages is 
generally protected ~s TALENT KEYHOLE. Any specific anomalies are 
almost always TK (fact of, return to service, info, etc.) in order to 
communicate to the user community need these details. 
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• (U) Launch Data . 
Future IMINT launch dates are classified; dates to the nearest year are 
usually whil d tes to the nearest inonth and ears are iCall 
SI!TK. 

o (TS/ffKlIltEL) Collection Information 

(b)( 1 ) 
(b)(3) 

The great maiority of classified Information in this category is classified 

• (U) Mission Ground Stations 
The fact that IMINT oper~tes satellite InlSSlOn ground stations is 
unclassified,. Information that reveals general locations of those facilities 
is SECRET. If the specific location of the ground station is revealed that 
data is treated as SIITK. (b)( 1 ) 

(b)(3) 

• (TSIITKhREL) .ImagervlProduct 
"Standard" IMINT products are classified SECRET. Those same products 
when associated with technical su oft data rna be classified at a hi er 
level. ,-----_~~~..______~,..,.........____.____-~~(b)( 1 ) 

~_-.------:--~-:--.-_----.-.,"" are generally SI ITK or TSI ITK beclillSe ey (b) (3) 
reveal a technical capability deserving protection. 

• (~;ff'KI;'iU;L) Product Dissemination 
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• (U) Exploitation· 
The "standard" IMINT product is SECRET (due to the need to make the 
product available to. the "warfighter"). Generally speakin the 

(b)( 1 ) 
(b)(3) 

ex loitation of the roduct is done at the SECRET leveL (b)(3) 

• (U) Communication QMINT Related) 
The coinmuriTcatlons Infrastructure supporting !MIN (b)( 1 ) 

(b)(3) 

Relay Satellites are necessM)' for near real-time IMINT operations - the 
fact that we need and use them is urtclassified. The identification of a 
specific relay used by an IMINT system is protected in the TK 
compartment. 

• (U) Up Link 
IMINT command frequencies· ~d characteristics are protected in the 
TALENT KEYHOLE com artment 

• (U) DownLink 

(b)( 1 ) 
(b)(3) 

IMINT telemetry frequenc~i~es'?1'/c""!h~ara~c~te40ri~sti!-!" c""s,--"ar!-!,'e~UL!,l~""'--"~LI."'--~""""'.l1.I._ 
KEYHOLE com artment (b)( 1 ) 

(b)(3) 

o (~//TK/IR£L) Cross Link 

RFC IMS-0024 

Cross-links are commUnications paths between IMINT mission satellites 
and relay satellites. The fact that we have and need them is up:classified. 
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• U Terrestrial Communications 

• (U) Cryptographic Equipment (Use on the Program) 

(b)( 1 ) 
(b)(3) 

Classification vanes rrom lJNCLASSIFIED (the fact that the NRO uses 
crypto equipment) to TALENT KEYHOLE (information/details related to 
techniques, design or implementation of such equipment). Gerleraliy 

(b)( 1 ) 
(b)(3) 

(b)( 1 ) 
(b)(3) 

o (U) FIA Activities 
FIA is a future IMINT system and as such is generally protected in TK 
channels. However, since the user community, developed the FIA 
requirements as active participants dUring pte-acquisition activities, some 
FIA details normally ptotected at TK may be treated as SECRET or even 
unclassified. 

o (U) EISActivities 
The IMINT Program Office, as a rule, protects future activities and 
capabilities in the TALENT KEYHOLE compartment. The majority of 
the Infortnation Elements in this section are classified SECRET or top 
SECRET TALENT KEYHOLE because EIS is a future system/capability. 
Much of the information will not be protected in the TK compartment 

I land will be classified generally at the SECRET level, in (b)(3) 
order to make operational data available to a wider audience. 

o . (b)(1) 
(b)(3) 
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• 

1.6 (U) Classification Criteria 

(U) In some instances IMINT information may be Unclassified or UNCLASSIFIEDIFOR 
OFFICIAL USE ONLY. Classified information about !MINT and its systems may be 
exclusively TALENT KEYHOLE (T~), or SECRET COLLATERAL. As a general rule, 
products" product characteristics and information revealing, or- contributing to an 
understaIlding of, general program capabilities fot collection tasking purposes should be 
classified SECRET. Future capabilities infortnation is most often controlled within the 
TALENT KEYHOLE (Ti<.) Control System. 

1.6.1 (tJ) BYEMAN (BYE) 
(U) BYEMAN was an SCI compartment used to protect information revealing 
sensitive sources and methods used in the research, development and operation of 
space-based reconnaissance systems; program/project budget and funding details; 
command arid control capabilities and operations; key design, development and 
technological details; and survivability and vulnerability of systems. BYEMAN 
officially retired 20 May 2005, all data that was 1i1arked BYEMAN has been 
recompartmented into the TALENT KEYHOLE control system. 

1.6.2 (tJ) TALENT KEYHOLE (TK) 
(U) Infonhation controlled in the TALENT KEYHOLE Control SyStem includes 
budget and funding details, specific capabilities and related collection ta,rgeting 
and tasking, data, and certain products of overhead collection. 
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1.6.3 (U) A Note About FOUO 
(U) FOUO - For Official Use Only - is an administrative marking that is used to 
limit dissemination of certain categories of unclassified infoimation. It is not a 
classification category, and does not afford any protection of classified 
information. Its use should never be used, as a substitute for classification and the 
marking can never be attached to information that is not otherwise 
UNCLASSIFIED. 

• (U) The NRO guidance for the use of FOUO is contained in (NRO) Policy 
Directive 50-12. 

1.7 (D) Changes to this Guide 

(U) The iMlNt Program Classification Guide is under IMINT Configuration Control 
(IMCCB). Changes to the doclittlent may only be made via the RFC process, and submitted 
through the normal CCB process. ~ 
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(U) Section II 

2.0 (U) Reference Documents 

(U) The following documents are applicable to the IMINT security program as stated herein. 

2.1 (U) Executive Orders} 

2.1.1 (U) Executive Order 12356 
(U) (April 1982 - Effective August 1982) National Security Infonilation. 
Prescribes a uniform system for classifYing, declassifYing and safeguarding 
national security information. . 
(Revokes EO 12065 - June 1978) 

2.1.2 (U) Executive Order 12951 
(U) (February 1995) Release ofImagery Acquired by Space-based National· 
Intelligence Reconnaissance Systems. 
Declassifies all imagery from CORONA, ARGON, and LANYARD. 
Is used as the authority for imagery marJ4ng and declassification 

2.1.3 (U) Executive Order 11958, as amended 
(U) (MliI'cb 25,2003) Classified National Security Information. 
Prescribes a Uniform system for classifying, safeguarding, and declassifYing 
national security information. EO 12958, as amended, provides the guidance used 
to produce this document. 

2.2 (U) Director of Central Intelligence Directives (DeIDs)} 

2.2.1 (U) DeID 6/6 
(D) (April 1995) Security Controls on the Dissemination of Intelligence 
Information. 
Provides a policy statement that reflects a risk management approach to the 
dissemination of intelligence. Eliminates NOCONTRACT and WNINTEL. . 

2.3 (U) DoD Documents 

1. (U) DoD Guide to Marking Classified Documents, DoD S200.I-PH 

2.4 (U) NRO Related Documents 

1. (U) NRO Classification Guide, Version 6.0 

1 Note: Although, there are numerous Executive Orders and DCIDs, only the ones applicable to this document have 
been sighted above. 
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2.5 (U) Classification Sources: 

1. CU) National Geospatial-IntelligenceAgency Imagery Policy Series 

2. CU) Signals Intelligence Security Regulations CSISR) 

4. (U) Security Implementation Plan for BYEMAN Compartmentation Restructure, 
November 18, 1993 

5. CU) Implementation Plan for Further Decompartmentation and Declassification of 
the National RecoI)na,issance Office, April 24, 1995 

6. CU) Executive Order 12951, Release oflmagery Acquired by Space,.Based Nationa,l 
Reconnaissance Systems, February 22, 1995 

7. CU) Declassification of the terms "TALENT KEYHOLE" and the satellite mission 
designator "KH" and their general relationship to intelligence, February 23, 1995 

8. CU) Presidential Decision DirectiveINSC-49 & NSTC ... 8: National Space Policy 
September 14, 1996 

2.6 (U) Program Document(s) 

1.1 
~------------------------------------------------------~ 
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(U) Section VIII Appendixes 

8.0 (U) A«!ronyms 

(~,LrrKl/RBq Classifying acronyms can sometimes be a tough call; therefore, we have removed the 
portion markings from the acronym list. Acronyms are classified when the "context" in which they 

. . as ociation term source andlor method 

If you have questions on whether or not to 
~~==~=====--=-=-CC==~=-'-'====::-;l"re::-::C:curity Officer (PSO). 

5D 
AJD 
AFP 
AFSCN 
AFT 
AFWA 
AMP' 
API 

I ' 

ASPA,M 
AWBC 
BUCS 

BYE 
C 
CAAS 

CCF 
CCS 

CIA 
CWOD~E 

CIO 

CMG 
COMlREX 

COMM 

(U) Demand Driven Dissemination of Digital Data 
(U) Analog to Digital 
(U) Air Force Program 
(U) Air Force Satellite Control Network 
(U) Array Flight Test 
(U) Air Force Weather Agency 
(U) All-Mode Processor 
(U) Activity Planning Item 

(U) Atmospheric Slant Path Analysis Model 
(U) Alternate Wideband Communications (System) 
(U) , Bl:!.C:kuP Control ~ysteQl 

(U) BYEMAN (officially retired as an SCI control system) 
(U) CONFIDENTIAL 
(U) Contracted Assistance and Advisory SerVice 
a D Collection Activitv SchedulelProcessinl! Control Data 

(U) 
(U) 

(U) 
(U) 
(U) 

(U) 
(U) 

COrrimunications Control Facility 
Command and Control System 

Central Intelligence Agency 
Central Intelligence Agency/Office of Development & Engineering 
Central Imagery Office - now known as CITO (Central Imagery Tasking Office), a 
component ofNGA 
Control Moment Gyro 
Corrimittee on Imagery Requirements and Exploitation - no longer exists, 
function(s) performed by NGA 
Communications 

(b)( 1 ) 
(b)(3) 

(b)( 1 ) 
(b)(3) 

(b)(3) 

COTS 
CPAT 
CPCI 

RFC IMS-0024 

(U) 
(U) 
(U) 

Commercial-Off-tbe-Shelf 
Collection Planning and Targeting 
Computer Program Configuration Item 
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CSCI 

DIA 

DCI 
DCID 
DDP 
DDS 
DEM 
DMSP 
DNRO 
DoD 
DPE 
DPIF 
DSCS 
DSM 
ECS 
EELV 
EIS 
EO 
EO 
ESD 

·ESD 
ESR 

FlA 
FOC 
FOUO 
GCP 
GEO 
GGIS 
GPE 
GPS 
GPU 
GRA 
GRD 
GRT 
GS]) 
GSR 
HANU 
REO 
HQ USAF 1 

I&W 

liS 
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(U) 
(lJ) 

(U) 

(U) 
(U) 
(U) 
(u) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(li) 
(U) 
(U) 

(U) 
(U) 
(U) 
(U). 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(tJ) 
(U) 
(U) 
(U) 
(U) 
(U) 

: 

Computer Software Configuration Item 
Covariance SUODort Data 

Digital to Analog 

Director of Central Intelligence 
Director of Central Intelligence Directive 
Defense Dissemination Program 
Defense Dissemination System 
Digital Elevation Model 
Defense Meteorological Satellite Program 
Director of the National Reconnaissance Office 
Department of Defense 
Data Provider Element 
Data Processing/Facility 
Defense Satellite Communications System 
Data System Modernization 
Enhanced Collection System. 
Evolved Expenciable La,unch Vehicle 
Enhlilllced Imaging System. 
Electro Optical 
Executive Order. 
Exploitation Support Data 
Ephemeris Support Data 
Engineering Study Request 

Future Imagery Architecture 
FinallFull Operating Capability 
For Official Use Only 
Ground Collection Planning (and Targeting) 
Geostationary/Geosynchronous Ea,rth Orbit 
Global Geospa,tial Infonriation Services 
Ground Performance Evaluation 
Global Positioning Systerp/Satellite 
Ground Privacy Unit 
Gyro Reference Assembly 
Ground Resolved Distance 
GroUnd Real-Time (Support) 
Ground Sample Distance 
Glint Smear Reduction 
High Accuracy Navigation User (GPS) 
Highly Elliptical Orbit 
U.s. Air Force Wea,ther Agency 

. Indications and Waming 

ImaglIlg Satellite 

! 
TOfi Sl!e~I!1i'fTALENT I(EYIIOLEWRSEN,NOFORNN~5)(1 

Approved for Release: 2018/12/21 C05102145 

(b)( 1 ) 
(b)(3) 

.(b)(1) 
(b)(3) 

(b)( 1 ) 
(b)(3) 

(b)( 1 ) 
(b)(3) 

(b)(3) 

~ 
~ 



ICA 

I 

mp 

IMINT 
IMPS 
IOC 
IPCD 

JWICS 
KH 

LDT 
LEO 
LIR 

LV 
MASINT 
MC&G 
MCC 
MCS 
MGS 
MIND 
MLE 
MMD 
MSD 
MOA 
MSK 

NASA 
NGA 
NGAIIA 
NIIRS 
NIS 
NOFORN 
NPIC 
NRO 
NROL 
NRP 
NSA 
OCA 
OP-4 
ODPE 
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(U) 
fIn 

(U) 
(U) 
(U) 
(U) 

(U) 
(U) 

(U) 
(U) 
(U) 

(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(tJ) 
(U) 

(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 

Image Chain Analysis 
Imaoerv Derive Product 

Imagery Int«lligen~e 
Imagery Partial Segment 
Initial Operating Capability 
lmal!e Process Control Data 

Joint Wotldwide)lntelligencelIntegrated COiilmunications System 
KEYHOLE 

Large DIameter Target 
Low Earth Orbit 

. Laser Image ReconstructorlRecorder 

Launch Vehicle 
Measurement and Signature Intelligence 
Mapping, Charting & Geodesy 
Mission Control Center/Complex 
Mission Control Station 
Mission Ground Station 
Mission Integration and Development 
Mean Life Es~tes 
Mean Missioll Duration 
MensUration Support Data 
M«morandum of Agreement 
Medium Shift Keying 

National Aeronautics and Space Administration 
National Geospatial-Intelligence Agency 
NGA Imagery Analysis Office (fonnerly NPIC) 
Nationalln)agery Interpretability Rating Scale 
New ~ging System 
Not Releasable to Foreign Nationals 
National Photographic Interpretation Center 
National Reconnaissance Office 
National Reconnaissance Office Launch 
National Reconnaissance Program 
National Security Agency 
Original Classification Authority , 
Operating Division 4 
Optical Data Provider Element 
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OS 
OSL 
OSO 
PIL 
PO 
PDC 

STS 
SYERS 
SV 
TAS 
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(U) 
(U) 
(U) 
(U) 
(U) 
(U) 

(U) 
(U) 
(U) 
(U) 

Optical Sub-system 
Office of Space Launch 
Operational Support Office 
Payload 
Payload Zero 
Processinl! and Distribution Center 

Shuttle Transportation System 
Senior-Year Electro-Optical Reconnaissance System (See IPCGIETP) 
Satellite Vehicle 
Transmission Activity Schedule 
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mps 

TK 
TOT 
TPAS 
TPED 
TS 
TWT 
TWTA 
U 

. USIGS 
VAFB 
WBCS 
WBID 
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(In 

(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 
(U) 

Transducer bata Processinl! Subsvstem 

TALENT KEYHOLE 
Time Over Target 
Target Planning and Scheduling 
Tasking, Processing, Exploitation & Dissemination 
TOP SECRET 
Traveling Wave Tube 
Traveling Wave Tube Assembly 
UNCLASSIFIED 
United States Imagery and Geospatial Information System 
Vandenberg Air Force Base 
Wideband Communications System ' 
Widebarid Image WBID - Wideband Image Data 
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8.1 (U) Definitions 

8.1.1 (U) Security Terms 

Access to Classified 
Information 

Accreditation 

Agency 

. Automated Information 
Systems 

Autom3tic Declassification 

BYE Security Control 
System 

Classification Guide 

C1a.ssified National Security 
Information 

IU'c IMs:'()024 

(Table is UNCLASSiFIEiJ/~ 

. The ability and opportunity for an individual to obtain knowledge of 
infonnation that has been determined pursuant to EO 14291, or any 
successor order, EO 12951, or any successor order, or the Atomic 
Energy Act of 1954, to require protection against unauthorized 
disclosure (EO 12968, Sec. 1.I(d)) 

The formal approval pf a specific pl~ce, referred to as a Sensitive 
Comparttnented Information Facility (SCIF), that meets prescribed 
physical, teclmical, and personnel security standards. (DCID 6/1, 
Glossary) 
Also, official management authorization to operate an Automated 
InforIilation System (AIS) Under various conditioils. (DCID . 6/3, 
Annex C) 

Any "Executive agency," as defmed in 5 U.S.C. 105, the "military 
depa.rttI1~nts," as defmed in 5 U.S.C 102, and any other entity within 
the executive branch that comes into the possession of classified 
information, including DIA, NSA, and the NRO. (EO 12968, Sec. 1.1 
(a)) 

An assembly of computer hardware, software, or firmware configured 
to collect, create, communicate, compui~,dissenlln:ate, process, store, 
or control clata or information. (EO 12958, as amended, Sec. 4. 1 (f)) 

The declassification of information based solely on (1) the occurrence 
of a specific date or event as determined by the original classification 
authority or (2) the expiration ofa maximum time frame for duration of 
classification established tiilder EO 13292. (EO 12958, as amended, 
Sec. 3.3(a)) 

A former DCI Security Control System that protects k~y, specific and 
fragile details of reconnaissance satellite design and operation. 
Officially retired - May 20, 2005 

A documentary form of classification gliidance issued by an original 
classification authority that identifies the elements of information 
regarding a specific subject that must be classified and establishes the 
level and duration of classification for each such element. (EO 12958, 
as amended, Sec. 6.1(g) 

Information that has been determined pursuant to EO 12958, as 
amended or arty pred~cessor order to require protection against 
unauthorized disclosure and is marked to indicate its classified status 
when in documentary fonn. (EO 12958, as amended, Sec. 6.1(h)) 

TOP 8iCRiTJlTALENT KEYHOLE!t~SE.N,NOFO~MIl25X1 
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Codeword 

Collateral Information 

Compartment 

Compromise 

CONFIDENTIAL 

Damage to the National 
Security 

Declassification 

Declassification Authority 

Declassification Guide 

Derivative Classification 

RFC IMS-0024 

(Table is UNCLASSIFIEBPF.fJYOj 

Any of a series of designated words or tenns used with a security 
classification to indicate that the material classified was derived 
througb a sensitive source or method. Constitutes a panicular type of 
SCI, and is therefore accorded limited distribution. (DoD S-5105.21-
M-l) 

'Information identified as National Security Information under the 
provisions of EO 12958, as amended but which is not subject to 
enhanced secUrity protection required for Special Access Ptogram 
Information (DoP 5Z00.1-R) 

A system which s~rict(y controls ,the dissemination, handling and 
storage of a specific class of classified information, limiting access to 
indivIduals with a specific need to know, in order to protect sources 
and methods. (NSAlCSS Classification Manual 123-2, Chapter 1) 

Unauthorized discloSute of classified information (DoD 5200.1,.R) 

Applied to information, the unauthorized disclosure of which 
reasonably could beexpecteci to cause damage to the national security 
that the original classJfication authority is able to identify or describe. 
(EO 12958, as amended, Sec. 1.2 (a» 

Harm to the national defense or foreign relations of the US from the 
unauthorized disclosure of information, to include the sensitivity, 
value, and utility of that information. (EO 12958, as amended, Sec. 6.1 
(j» 

The authorizeci change in the status of information, from classified 
information to unclassified information. (EO 12958, as amended, Sec. 
6.1 (k» 

The. official who authorized the original classification, if that official is 
still serving in the ~ame position; The originator's current Sllccessor in 
function; A supervisory ofticial of either, or Officials delegated 
declassification allthority in writing by the agency head or the senior 
agency official. (EO 12958, as amended, Sec. 6.1 0» , 
Written instructions issued by a declassification authority that 
describes the elements of information regarding a specific subject that 
may be declassified and the elements that must remain classified. (EO 
12958, as amended, Sec. 6.1(m» 

The incorporating, paraphrasing, restating, or generating in new form 
information that is already classified, and marking the newly developed 
material consistent with the classification markings that apply to the 
source information. It includes the classification of information based 
on classification guidance. (EO 12958, as amended, Sec 6.1(n» 
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Decompartmentation 

Downgrading 

Intelligence Community 

Intelligence Sources and 
Methods 

Mandatory Declassification 
Review 

National Security 

ORCON 

Original Classification 

Original Classification 
Authority 

Safeguarding 

RFC IMS-0024 

(Table is UNCLASS/FIEDI7F'rJf:!8j -

The removal of inforrtlation from Ii compartmentation system without 
altering the information to conceal sources, methods, or 'analytical 
procedures. (SISR, Vol. I, Section 1) 

A determination by a declassification authority that infotmation 
classified and safeguarded at a specified level shall be classified and 
safeguarded at a lower level. (EO 12958, as amended, Sec, 6.1 (P» 

Refers to the following agencies or organizations: CIA; NSA; DIA; the 
offices within the DoD for the collection of specialized national foreign 
intelligence through reconnaissance programs (including NRO); 
Buteau of Intelligence and Research, Department of State; the 
intelligence elements of the Army, Navy, Air Force, Marine Corps, 
FBI, Treasury, and Energy; and the staff elements of the DCL (EO 
12222, 3.3(f) 

The classified sources and methods the DCI protects under Section 102 
of the National Security Act of 1947 and EO 12333. (DoD S-5105.21-
M-l) . 

The review for declassification of classified information in· response to 
a request for declassification that meets the requirements under Section 
3.6 of EO 13292. (EO 12958, as amended, Sec. 6.1 (w» 

The national defense .or foreign relations of the US. (EO 12958, as 
amended, Sec. 1.1(a» 

"Dissemin~tion and Extraction of Information Controlled by 
Originator." This marking may be used only on classified intelligence 
that clearly identifies or would reasonably perrtlit ready identification 
of intelligence sources or methods that are particularly susceptible to 
countermeasures that would nullify or measurably reduce their 
effectiveness. (DCID 6/6, Section 10.1) 

The initialdetemiination that information requires, in the interest of 
national security, protection agajnst unauthorized disclosure.' (EO 

. 12958, as amended, Sec. 6.1 (b» 

An individual authorized in writing, either by the president or by , 
agency heads ot other'offici~ls designated by the President, to classify 
information in the first instance that, in the interest of national security, 
requires protection against unauthorized disclosure. (EO 12958, as 
amended, Sec. 6.1 (c» 

Measures and controls that are prescribed to protect classified 
information. (EO 12958, as amended, Sec. 4. I (a» 
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SCI Control System 

SECRET 

Special Access Programs 

1'K 

TOP SECRET 

Unauthorized Disclosure 

RFC tMS-0024 

(Table is UNCLASSIFIEDPFBY€J) 

The system of procedural protective mechanisms used to regulate or 
guide each program established by the Director of Central Intelligence 
as Sensitive Compartmented Information (SCI). A Control System 
provides the ability to exercise restraint, direction, or influence over or 
provide that degree of access control or physical protection necessary 
to regulate, handle, or manage information or items within an approved 
program. (DeID 6/1) . 

Applied to information, the unauthorized disclosure of Which 
reasonably could be expected to cause serious damage to the national 
security that the original classification authority is able to identify or 
describe. (EO 12958, as amended, Sec. 1.2 (a)) 

A program established for a specific class of classified information that. 
imposes safeguarding, and access requirements that exceed those 
normally requIred for information at the same classification level. (EO 
12958, as amended, Sec. 6.1 (k)) . 

TALENT KEYHOLE. A DCI special access control system for 
compartmentation··of in,fo1JIllltion related to, or derived from, satellite 
reconnaissance systems, and products. (SISR, Vol II, Section II) . 

Applied to information, the unauthorized disclosure of which 
reasonably could be expected to cause exceptionally grave damage to 
the national security that the original classification authority is able to 
identify or describe. (EO 12958, as amended, Sec. 1.2 (a)) 

A COininuoication or physical traIlsfer of classified information to an 
unauthorized recipient. (EO 12958, as amended, Sec. 6.1 (n)) 
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