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(U) Preface

(U) This document represents the current policy of the
National Reconnaissance Office (NRO) for the declassification of
all 25-year-old and older NRO information covered by Executive
Order (E.O.) 13526. Such declassification is conducted under
the NRO Instruction 56-2-3 “25-Year Automatic, Systematic and
Mandatory Declassification Review” as approved on 24 February
2014. The Director, National Reconnaissance Office (DNRO) has
appointed the Chief of the Information Review and Release Group
(C/IRRG) in the Information Management Services Office in the
Communications Systems Directorate (IMSO/COMM) as the NRO’s
initial 25-Year Release and Denial Authority. The IRRG is
responsible for the review, pursuant to a variety of mandatory
and discretionary release programs, of 25-year-old NRO
information for declassification or continued protection. The
need to protect sensitive space intelligence operations and
capabilities and to establish policies for the classification,
declassification, and release of related information were
reaffirmed by the President in National Space Policy, dated 28
June 2010.

(U) This Review and Redaction Guide (RRG) is a living
document intended to achieve the spirit of greater public access
to government records as envisioned in E.O. 13526. The IRRG
incorporates policy changes and necessary clarifications (as
vetted by the appropriate equity-holding Directorates and
Offices) into the RRG on an ongoing basis, and interprets and
applies the RRG’'s guidance on behalf of the DNRO. Questions
concerning information contained in this guide, or about
updating it, should be addressed to C/IRRG at
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(U) SECURITY NOTE: All paragraphs in this document designated
REL are REL TO FVEY unless otherwise indicated.

(U) Background

{(U)y On 17 April 1995, the President signed E.O. 12958,
"Classified National Security Information."™ This order,
subsequently amended on 25 March 2003, and replaced by E.O.
13526 on 29 December 2009, directs the automatic
declassification and release to the public of information on a
specific date or event determined by the original classification
authority, or on the expiration of a maximum period for
classification established by the Order. It features two simple
mandates: classify information only when necessary to do so,
and declassify as much as possible as soon as possible. The
order also calls for creating the proper balance between the
free-flow of information to the public--including 25-year-old
information of historical significance--and protecting the
nation’s legitimate secrets, even when they are recorded in
documents of historical significance.

(U) The sensitivity of the NRO’s Cold War mission required
the organization to remain covert until 1992. Significant
amounts of the technology developed by the NRO, and the
methodologies for employing that technology, remain sensitive
today, even though they fall within the 25-year-old information
declassification framework of E.O. 13526. The need to protect
sensitive space intelligence operations and capabilities was
reaffirmed by the President in Presidential Directive-4.

(U) The release of satellite reconnaissance information as
described in this guide is consistent with provisions of
National Security Policy Directive (NSPD)~-49 and with the
Director of National Intelligence’s (DNI) statutory
responsibility to protect sources and methods. The NRO serves
as the Executive Agent for the DNI in providing guidance for
protecting the non-product aspects of satellite reconnaissance
systems.

(U) This declassification guide remains organized around
the applicable exemptions from automatic declassification
contained in E.O. 13526 (Sec 3.3(b)). Eight of the nine
exemptions apply to the review of NRO records based on the NRO
Files Series Exemption Plan. These eight exemptions pertain to
information that would:
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a. (U) "reveal... a nonhuman intelligence source; or impair
the effectiveness of an intelligence method currently in use,
available for use, or under development" (Exemption 1)

b. (U) “reveal information that would assist in the
development or use of weapons of mass destruction” (Exemption 2)

c. (U) "reveal information that would impair U.S.
cryptologic systems or activities" (Exemption 3)

d. (U) "reveal information that would impair the
application of state-of-the-art technology within a U.S. weapon
system" (Exemption 4)

e. (U) "reveal formally named or numbered U.S. military
war plans that remain in effect, or reveal operational or
tactical elements of prior plans... contained in such active
plans" (Exemption 5)

f. (U) "reveal information... that would cause serious harm
to relations between the United States and a foreign government,
or to ongoing diplomatic activities of the United States"
(Exemption 6)

g. (U) "reveal information that would seriously impair
current national security emergency preparedness plans or reveal
vulnerabilities of systems.. relating to the national security"
(Exemption 8)

h. (U) "violate a statute, treaty, or international
agreement" (Exemption 9)

(U) In approving the 2012 RRG update the Interagency
Security Classification Appeals Panel (ISCAP) approved a 50-year
declassification exemption for NRO space systems. NRO Security
Note 2013-03 (3 April 2013) subsequently directed that NRO
classification blocks on derivative classification decisions
related to specific NRO satellites, R&D efforts, or systems
acquisitions will be marked 25X1 and will use a date 50 years
from the date of the document, per the NRO Office of Security
and Counterintelligence Guide to Marking Classified Documents:

CL BY: XXXXXX (Enter Employee CLID)

DECL ON: 25X1 YYYYMMDD
DRV FM: INCG, v. 1.0, 13 Feb 2012
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(U) NOTE: Non-satellite classified information will employ a
three-line classification block, will use a date 25 years from
the date of the document:

CL BY: XXXXXX (Enter Employee CLID)

DECL ON: YYYYMMDD
DRV From: INCG, v. 1.0, 13 Feb 2012
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(U) General Methodology

(U) This document establishes the criteria for determining
what 25-year-old NRO information shall be declassified and what
must remain classified. To maximize the release of information
when a document cannot be declassified in its entirety, residual
classified information will be redacted (rendered unreadable) so
that the rest may be released. Any information that falls under
the purview of another government agency must be referred to, or
coordinated with, that agency for a release determination.

(U) Information reviewed is therefore recommended for one
of three results: Redaction, Release, or Referral to another
authority for further review, coordination, or disposition. The
three potential results are explained below. Referred NRO
information will be redacted as necessary before leaving NRO
control for action by other government agencies. Final approval
for release of 25-year-old NRO records in any form always rests
with the C/IRRG.

(U) Release: All readers should note that the main
objective of review, per the President’s intention in E.O.
13526, is to release as much information as possible without
compromising national security. Information not meeting any of
the E.O0. 13526 exemption criteria for continued classification
or for withholding otherwise authorized and warranted under
applicable law must be recommended for release.

(U) Redact: Redaction involves removing still-classified
information in order to make a document unclassified and
releasable. The actual mechanics of redacting information will
depend on whether hard copy paper records or soft copy
computerized records are being processed. Specific redaction
methodology is explained in the NRO Review and Redaction
Procedures (RRP) (published separately).

(U) IRRG reviewers have authority to redact NRO information
only unless specifically authorized otherwise in this guide or
in written agreements between the NRO and other original
classification authorities.

(U) The basic redaction philosophy calls for redacting only
information that gualifies for one of the automatic
declassification exemptions in E.0.13526, or that is otherwise
covered by applicable law or statute. Information may not be
redacted to avoid revealing poor judgment, an illegal act, or an
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embarrassment to the document's author or any U.S. Government
agency or department.

(U) Redacted information should be limited to the smallest
amount possible that still adequately protects sensitive
information. Rewriting to generalize or smooth the text where
redaction has created disjointed phrases or sentences is not
permitted. However, additional words, sentences, paragraphs, or
entire sections of a document may be redacted for the following
reasons:

a. (U) To prevent easy reconstruction of the deleted material,
or

b. (U) If the required deletion distorts the meaning of the
remaining text or renders it meaningless (this is referred to as
“reasonable segregability.” A document may, in fact, be denied
in full if there is no information that is “reasonably
segregable” from what must remain protected.)

(U) In exercising this authorization to redact additional
words, sentences, paragraphs, or entire sections of a document,
reviewers are not to violate the objective of releasing as much
information as possible without compromising national security.

(U) Refer: Some documents are referred to another
government agency for review and final release authorization
because they were originally created by that agency. Referral
also may be required when documents originally created by the
NRO contain equities of concern to another agency (this is
technically a request for coordination, because the other agency
or agencies will return the document(s) to the NRO for a final
release decision.) In making referral decisions, NRO reviewers
have the authority to redact only NRO information unless
specifically authorized otherwise in this guide or written
agreements between the NRO and other original classification
authorities. The guidelines contained in this document identify
information requiring referral to the extent possible. The
IRRG’s Review and Redaction Procedures manual explains the
mechanics of processing information that requires referral.
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(U) File Series Exemptions

(U) Executive Order 13526, Section 3.3(c), authorizes the
NRO Director to recommend certain file series of NRO records for
exemption from automatic declassification. The series in
question invariably contain classified information falling into
one or more of the nine exemption categories specified in

Section 3.3(b). A list of exempted Records Control Schedule
(RCS) item numbers is contained in the NRO IMSO/IRRG Internal
SharePoint Site. For detailed information regarding NRO

exempted file series, see the NRO File Series Exemption Plan
submitted by the DNRO to the Information Security Oversight
Office (ISOO) on 7 Oct 2010, subsequently approved by the
Information Security Classification Appeals Panel (ISCAP) on 27
Dec 2010.

(U) Continued Exemption from Declassification

(U) All NRO documents exempted from automatic
declassification in full or in part during the initial 25-year
review will be declassified if they are not re-evaluated and
exempted again by 31 December of the year in which they become
50 years old. Any document(s) given follow-on exemption will be
individually marked with the appropriate 50X code and assigned a
future date or event for declassification. See Appendix I for
50-year declassification guidance.

(U) The Application of 25X and 50X Exemptions:

(U) Only 25X exemptions may be applied to records reviewed
in anticipation of automatic declassification at 25 years (i.e.,
in reviews conducted in 2015, for records dated between 1971 and
1995). Other than the 50X1-HUM and 50XZ-WMD exemptions,
approved 50X exemptions may only be applied to records
approaching automatic declassification at 50 years (i.e., in
reviews conducted in 2015, for records dated between 1946 and
1970). 50X may be applied to 50 year old records and the
Executive Order provides for five years headroom for review. A
review of records older than 50 years may begin now that
exemptions have been granted. Example: in 2015 NRO may exempt
records older than 50 years or dating before 1965 AND may begin
exempting records between 1965 and 1970 working in the five year
window allowed by the executive order. Records exempted under
25X will be automatically declassified on December 31 of a year
that is no more than 50 years from the date of origin of the
record, unless an approved 50X exemption is applied within 5
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years of that automatic declassification date. Records exempted
under 50X shall be automatically declassified on a date that is
no more than 75 years from the date of origin of the record,
unless an approved 75X exemption is applied within 5 years of
that automatic declassification date.

(U) Exemption incorporation in classification
guidance:

(U) This guide allows NRO to incorporate its approved
exemptions from declassification into its classification
guidance for information that remains in current use or reveals
capabilities or vulnerabilities of current systems, as allowed
under section 2.2(e) of E.O. 13526. The declassification date
or event for records identified as exempt from automatic
declassification at 25 years at the time of derivative
classification will be no later than 50 years from the date of
origin of the record. As programs become eligible for
declassification as directed by the Director of National
Intelligence and the Director of the National Recconnaissance
Office, the records associated with those programs will be
reviewed for declassification and release regardless of the
declassification instructions marked on those records.

(U) Declassification of IMINT systems- E.O.
12951:

(U) E.O. 12951 requires the DNI to conduct a periodic
review with the objective of making available to the public as
much imagery as possible, consistent with the interests of
national defense and foreign policy. In accordance with E.O.
12951, the determination for declassification rests with the
DNI, in consultation with the Secretary of State and the
Secretary of Defense.

(U) Under terms of E.O. 12951, only imagery data from US
space-based national intelligence reconnaissance systems deemed
obsolete by DNI will be considered for declassification. Legacy
space-based national intelligence reconnaissance systems will,
nevertheless, not be considered “obsolete” if they are of
continued relevance to current or planned space-based national
reconnaissance systems.

(U) D/NGA recommendations for a determination of
obsolescence for space-based national intelligence

reconnaissance systems will require the support of the NRO. The
NRO’s Office of Policy and Strategy (OP&S) chairs the Systems
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Review Working Group (SRWG) which is part of the NGA-led
Historical Imagery Declassification Panel (HID). The C/IRRG
serves as a subject matter expert for the Group. The SRWG
determines that a particular system is obsolete and makes that
recommendation to the HID. The HID report, signed by D/NGA, is
provided to the DNI for his concurrence.

(U) Declassification of the systems themselves rests with
the DNRO, in coordination and concurrence with the DNI.

(U) Declassification of SIGINT and COMM Systems:

(U) There 1is no Executive Order like E.O. 12951 requiring
the DNI to conduct a periodic review with the objective of
making available to the public as much SIGINT product as
possible, consistent with the interests of national defense and
foreign policy.

(U) Declassification of legacy SIGINT and COMM systems
rests with the DNRO, in coordination and concurrence with the
DNI. Similar to the terms of E.O0. 12951, legacy space-based
national intelligence reconnaissance SIGINT and COMM systems
will not be considered “obsolete” if they are of continued
relevance to current or planned space-based national
reconnaissance systems.

(U) For SIGINT systems: DNRO has authority to determine
obsolescence for space-based national intelligence
reconnaissance systems, but declassification will require the
support of NSA. The NRO’s SIGINT directorate works with IC
counterparts to come to a decision. The Chief of the Information
Review and Release Group serves as a subject matter expert on a
working group convened to determine i1f a legacy system still
requires protection under E.0O. 13526. The working group’s
determination is then provided to the DNRO who provides a
recommendation for declassification to the DNI.

(U) For COMM systems: DNRO has authority to determine
obsolescence for space-based national intelligence
reconnaissance COMM systems. The NRO’s Communications
Directorate works with IC counterparts to come to a decision.
The C/IRRG serves as a subject matter expert on a working group
convened to determine if a legacy COMM system still requires
protection under E.O. 13526. The working group’s determination
is then provided to the DNRO who provides a recommendation for
declassification to the DNI.
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(U) Release and Redaction
Guidelines
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(U) Exemption Category 25X1: Reveal Sources

and Methods
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1.1 (U) General Guidance

This section contains general guidance only. Further details
and special cases may be found in the relevant specialized
section of the RRG. Guidance for the release and redaction of
names can be found in Section 10.1 of this guide.

Redact:

a. (U) Redact all Social Security Numbers wherever they
appear. Treat DoD serial/service numbers as Social Security
Numbers for this purpose.

b. (U) Redact all cable address slugs not identified below
for release.

c. (U) Redact administrative, security, and codeword
markings not identified below for release.

d. (U) Redact all digraphs, trigraphs, and other
abbreviations for NRP codewords, etc. regardless of unclassified
status as stand-alone terms wherever their context reveals a
still-classified meaning or otherwise discloses classified
information. For example, the date and location of a
Nondisclosure Agreement (NDA) may preclude the release of such
abbreviations.

Release:
a. (U) Release Document Control Numbers:

(1) (U) Release the BYE prefix to BYEMAN Document
Accountability Numbers (DAN) and numbers
associated with the BYE prefix.

(2) (U) Release BIF DANs/message-cite numbers and
specific program-related document control
numbers/message-cite numbers associated with the
BYEMAN control system.

(3) (U) Release BYEMAN Cover Sheets and BYEMAN
security terminology, to include the word BYEMAN
and its abbreviations "BYE," “Bravo” and
references to "B" system.

11
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b. (U) Release Non-BYEMAN document control numbers or
message cite numbers, or similar designators associated with
officially declassified and acknowledged former BYEMAN programs,

c. (U) Release "SPECIAL HANDLING" caveats that were
predecessors to the BYEMAN control system for protecting
satellite reconnaissance programmatic information.

d. (U) Release identification markings for specific copy
numbers assigned to a document, i.e., "copy 4 of 10 copies.”

e. (U) Release the security channel code words TALENT-
KEYHOLE and the abbreviation "TK.”

f. (U) Release the satellite product code words
RUFF DAFF ZARF
g. (U) Release references to "continued control" control
markings.
h. (U) Release references to the term, "Sensitive

Compartmented Information”" and its abbreviation "SCI.”

i. (U) Release the following SIGINT product code words:
ACORN CREAM FLARE KIMBO PIXIE THUMB
AMBLE KRONE FROTH LARUM SARBRE TRINE
BASTE DAUNT GAVEL MAGIC SAPPY TWEED
CANOE DENIM GLINT MORAY SAVIN ULTRA
CHEER DINAR HERON PEARL SPOKE UMBRA
CHUTE EIDER HYSON PINUP SPRIG USHER
COPSE BOOTY IVORY PIVOT SUEDE WITCH

j. (U) Release the following SIGINT Exchange Designators:

ARCA FRONTO NECTAR SARDINE
DIKTER KAMPUS PROTEIN SEABOQOT
DIVERSITY KEYRUT PYLON SETTEE

DRUID MUSKET RORIPA THESPIS
k. (U) Release the following COMINT flags:

DELTA

ECI

GAMMA

Handle via COMINT Channels Only

12
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Special Intelligence (SI)
Very Restricted Knowledge (VRK)

1. (U) Release the following SIGINT-related paragraph
portion-marking conventions:

(1) (C-CCcO) "CONFIDENTIAL-Handle via COMINT Channels
Only"

(2) (G) "GAMMA"

(3) ($-CCO) "SECRET-Handle wia COMINT Channels Only"
(4) (SC) "SECRET SPOKE"

(5) (SCX) "SECRET MORAY"

(6) (TS/C) "TOP SECRET SPOKE"

(7) ({T8~CCQO)"TOP SECRET Handle via COMINT Channels
only"

(8) (TS-TKC)"TOP SECRET-Handle via TALENT-KEYHOLE
COMINT Control Systems Jointly”

(9) (TSC) "TOP SECRET UMBRA"

m. (U) Release distribution lists as long as classified or
unacknowledged activities and/or personnel that might be present
in such lists are redacted.

n. (U) Release citations of or references to classified
records in the body of the document or as part of a
bibliography, as long as any classified information is redacted
from within the citation or reference itself.

o. (U) Release barcodes.
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p. (U) Release the following cable slugs

Slug What is it?
ADIC OSA/DD/S&T]
BISON SAFSP (LA)
BRISK Eastman Kodak (Hardware)
CHARGE SAFSP (LA)

Alr Force Satellite Control Facility
DITTO (Sunnyvale)
PILOT OSP/DD/S&T. Langley VA
SPECTRE | NPIC
WADDY AFSPPE Westover AFB MA
WHIG FEarly NRO Headquarters

TOP SECRE N/NOFORN
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1.2 (U) About the National Reconnaissance Program (NRP)
1.2.1 (U) Fact of Satellite Reconnaissance

Redact:

a. -TE§77TK++RELL Redact information that reveals:
.

CORONA, GAMBIT and HEXAGON carried color and
infrared film.

° neral iation of‘
with the NRO.

e Any information beyond the fact of NRO radar/synthetic
aperture radar (SAR) intelligence collection from
space, and all mention of such collection‘

except for information about
QUILL identified for release in Appendix H.

‘~T§7fR€LL Redactor’s Note: Redactors will need to differentiate
from context between references to the Space Based Radar/Space
Radar program, generic discussion of radar and
SAR(unclassified), and specific references to ‘

‘ Seemingly generic references
to “space based radar” or “space radar” may refer to the
USAF/NRO Space Radar system, which was openly acknowledged as a
radar system with moving target indication, SAR, and
intelligence collection capabilities until its 2008
cancellation. If in doubt, redactors should consult the
Redaction Quality Control (RQC) Supervisor for guidance.

Release:
a. (U) Release fact of satellite photoreconnaissance for

peaceful purposes, including intelligence collection and
monitoring of arms control agreements.

TOP SECRE N/NOFORN
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b. (U) Release fact that satellite photoreconnaissance
includes a near-real-time capability and is used to provide
defense~related information for indications and warning and the
planning and conduct of military operations.

C. (U) Release fact of satellite photoreconnaissance for
the collection of mapping, charting, and gecdetic (MC&G) data
for the development of global geodetic and cartographic
materials to support defense and other mapping-related
activities, and the fact that such data is released to
authorized federal agencies.

d. EL) Release fact of NRO radar satellite

reconnaissance, including Synthetic Aperture Radar (SAR), after
9 June 2008 but no “facts about” the activity or acknowledgement
of NRO satellite radar reconnaissance prior to that date other
than Quill as a 1964 radar imaging experiment (See guidance in
Appendix H) This guidance does not apply to the former
developmental Space Based Radar/Space Radar system, cancelled in
2008, which remains largely unclassified and releasable.

e. (U) Release fact that scientific and environmental data
and data on natural or human made disasters can be collected by
satellite photoreconnaissance assets and disseminated to
authorized federal agencies. (See guidance RE Civil Applications
Committee in section 10.5)

f. (U) Release fact that photoreconnaissance assets can be
used to image the United States and its territories and
possessions.

g. (U) Release fact that the U.S. conducts satellite
collection of signals intelligence (SIGINT), to include the
SIGINT component disciplines of communications intelligence
(COMINT), electronic intelligence (ELINT), and foreign
instrumentation signals (FISINT).

h. (U) Release fact that U.S./NRO systems perform overhead
measurement and signature intelligence (MASINT) collection(see
section 1.5).

i. (U) Release general facts surrounding official
disclosure of the U.S. satellite reconnaissance program in the
summer of 1962 to all NATO heads of government, Foreign
Ministers, and Permanent Representatives to the North Atlantic
Council.
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4. (U) Release fact of and generic information about the
NRO/NRP association with tactical reconnaissance and the
Tactical Exploitation of National Capabilities (TENCAP) program
within the Department of Defense.

k. (U) Release fact of intelligence sharing relationships
with second-party countries (UK, Canada, Australia, and New
Zealand), and of second-party imagery sharing.

1. (U) Release Fact that NRO systems employ real-time

command and control telemetry.

1.2.2 (U) National Reconnaissance Program Information

Release:
a. (U) Release fact of the NRP and NRO.
b. (U) Release fact of Intelligence Community

participation in the NRO.

C. (U) Release fact that the NRO is an agency of the
Department of Defense (DOD), and that the Secretary of Defense
(SECDEF) has ultimate responsibility, exercised in concert with
the Director of National Intelligence (DNI), for its management
and operation.

d. (U) Release fact that the NRO executes programs through
the CIA and DOD.

e. (U) Release the following "facts about" DNI NRP
responsibilities:

(1) (U) Establishes NRP collection priorities and
requirements for the site-targeting of NRP

satellites and their frequency of coverage,

(2) (U) Establishes the NRP budget with the Secretary
of Defense (SECDEF),

(3) (U) Provides security policy guidance for the NRP,

(4) (U) Guides/participates in formulation of the NRP
through the DNRO.

17
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f. (U) Release fact that the NRP is a part of the National
Foreign Intelligence Program/National Intelligence Program
(NFIP/NIP).

g. (U) Release only those program mission numbers
associated with the declassified imaging systems(see section
1.3.2).

h. (U) Release fact of and general information about the
DNRO’s role in chairing the Interdepartmental Contingency
Planning Committee (ICPC). This body served as a mechanism to

ensure a fully coordinated US Government response to
contingencies relating to satellite or air vehicle overflight of
denied territory.

1.2.3 (U) Organizational Relationships

(U) This section contains redaction and release guidelines
for legacy organizations within the NRO, CIA, and Department of
Defense: Secretary of the Air Force Space Systems (SAF/SS);
Secretary of the Air Force Special Projects (SAF/SP) Program A;
CIA Office of Engineering and Development (OD&E) Program B;
Naval Research Lab and elements of Naval Security Group, Program
C); and Defense Reconnaissance Support Program (DRSP) and its
Defense Support Project Office (DSPO). Guidance for NRP Aircraft
Reconnaissance through July 1974 (Program D)can be found in
section 1.14.

1.2.3.1. (U) SAF/SS

Redact:

a. (S/7F$~AREL) Redact details concerning the association
“of the NRO headqg unit, Secretary of the Air Force Space
Systems (SAF/SS) or above, with the NRO. One specific (b)(1)
example is the \ AJ (b)(3)
| |
‘ ‘organization. ‘
‘ ‘Thus, this fact and any information indicating or
implying a specific individual was the NRO Comptroller needs to
be protected. REDACTOR NOTE: The fact of an NRO Comptroller is
otherwise releasable.

b. TIS/7TEA~RE~ Redact details concerning SAF/SS or
above support provided to personnel at NRO mission ground
stations, ‘ certain government and

18
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contractor activities, and wherever it appears that a SAF/SS
association is other than at the Pentagon headquarters or with
SAF/SP locations releasable under 1.2.3.2 Release A & B.

c. (U) Redact all references to office designations in
SAF/SS in the Pentagon that are not identified in Release below.

d. (U) Redact references to Pentagon 4C1000 and SOC where
linkage between special programs and the NRO remains classified.

Release:

a. (U) Release fact of the creation of the Office of
Missile and Satellite Systems (SAF/MSS) in September 1960 under
the direction of Air Force Undersecretary Joseph Charyk. Fact
that SAF/MSS became the National Reconnaissance Office (NRO) in
September 1961, with its named changed to SAF/SS.

b. (U) Release fact that the NRO was governed by the
“Agreement for Reorganization of the National Reconnaissance
Office” dated 11 August 1965, signed by the Deputy Secretary of
Defense and the DCI. This agreement is releasable.

C. (U) Release fact that NRO is currently governed by DoD
directive No. 5105.23 dated June 28 2011.

d. (U) Release fact that the early NRO satellite
reconnaissance Programs A, B, and C were associated with the Air
Force, CIA, and Navy, respectively. Also the fact that Program A
was associated with high resolution imaging and SIGINT satellite
development; Program B was associated with imaging (to include
electro~optical) and SIGINT satellite development; and Program C
was associated with SIGINT satellite development.

e. (U) Release fact that in early 1964 an NRO Executive
Committee was established and its members consisted of Director
of Central Intelligence (DCI) McCone, Deputy Director of Central
Intelligence (DDCI) Carter, Deputy Secretary of Defense
(DEPSECDEF) Vance, Office of the Secretary of Defense/ Director,
Defense Research and Engineering (OSD/DDR&E) Fubini, and
Director NRO (DNRO) McMillan.

f. (U) Release general information regarding SAF/SS. From
1961 to April 1995, SAF/SS was the unclassified designator for

the advisory element of the NRO that performed staff functions
for the Director and Deputy Director. The following “facts of”

TOP SECRE N/NOFORN
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and “facts about” SAF/SS and its SAF/MSS predecessor
organization also are releasable.

(1)

(6)

(7)

(8)

(U) Release fact that personnel assigned to SAF/SS
and SAF/MSS provided support to the Secretary,
Under Secretary and Assistant Secretary of the Air
Force (Space) on aircraft and space reconnaissance
matters.

(U) Release names of all past SAF/SS and SAF/MSS
Staff Directors.

(U) Release general association of with SAF/SS
declassified NRO programs.

(U) Release general description of SAF/SS
operations and support functions if not associated
with currently classified NRO information.

(U) Release SAF/SS office designators and
respective titles only for SS-1 through S5-9, P&B,
L&A, S&T, Programs & Budget, Policy & Security,
Liaison & Administration, Systems & Technology, DD
for Systems, DD for R&D, DD for Programs &
Analysis, Assistant for Security, and Director
TENCAP, all of them located at the Pentagon
headquarters.

(U) Release fact of the SAF/SS role as Secretariat
for the Interdepartmental Contingency Planning
Committee (ICPC). Release fact of and general
information about the DNRO role in chairing the
ICPC. Release fact that this body served as a
mechanism to insure a fully coordinated US
Government response to contingencies relating to
satellite or air vehicle overflight of denied
territory.

(U) Release location of SAF/SS in the Pentagon.

(U) Release fact of the Satellite Operations Center
(SOC) located in the Pentagon and generic
infeormation surrounding its function of forwarding
collection reqguirements from the U.S. Intelligence
Board (USIB) for implementation/tasking by the
satellite ground stations.

TOP SECRE N/NOFORN
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g. (U) Release the existence of a position titled ™“NRO
Comptroller,” subject to the guidance in Redact A, above.

1.2.3.2. (U) SAF/SP (Program A)

Redact:

a. (U) Redact any references to the identity, functions,
missions, and locations of the wvarious office components of the
Secretary of the Air Force Special Projects (SAF/SP) designated
SP-8 and higher.

b. (S//TRI7TEEFY Redact anv references to‘ ‘ (b)(3)
in connection with the NRP
or NRO.
Release:
a. (U) Release general information regarding the fact

that SAF/SP was the overt office designator for NRO Program A
and was based in Los Angeles, CA. Fact that its Director
overtly served as Deputy Commander of the Air Force Ballistic

Missile Diwvision and its successor organizations. Release fact
that other acknowledged SAF/SP locations included Los Angeles
Air Force Station (AFS), CA (later named Los Angeles Air Force

Base [AFRB]), Sunnyvale AFS (later named Onizuka AFB), CA,
Washington, D.C., Vandenberg AFB, CA, and Cape Canaveral Air
Station, FL. SAF/SP offices designated SP-1 through SP-6, along
with the office titles, can be released unless such disclosure
would reveal information regarding classified operations and
technologies.

b. (U) Release SAF/SP office designated SP-7, along with
the office titles, when associated with the GAMBIT and HEXAGON
programs unless such disclosure would reveal information
regarding classified operations and technologies.

1.2.3.3. (U) CIA (Program B)

Release
a. (U) Release fact that CIA/Office of Development and

Engineering (OD&E), previously the Office of Special Activities
(0SA), a part of the Directorate of Science and Technology

TOP SECRE N/NOFORN
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(DS&T), was the overt office designator for Program B, and was
located in the Washington, D.C. area.

1.2.3.4. (U) Navy (Program C)

Release

a. (U) Release fact that Program C was located in the
Washington, D.C. area and included elements of the Naval
Research Laboratory and the Naval Security Group.

d. (U) Release historical relationships between the NRO and

SPAWAR 40, NAVSECGRUCOM.

1.2.3.5. (U) Defense Recon Support Program (DRSP/DSRP)

Redact:

a. (U) Redact all information associated with the Tactical
Intelligence and Related Activities (TIARA) budget line that
supported the DRSP and supports what is now the Defense Space
Reconnaissance Program (DSRP).

b. (U) Redact all details about the methods, procedures,
systems and equipment (tasking, communicating, etc.) involved in
providing overhead intelligence in support of tactical forces.

Release:

a. (U) Release the fact that the Secretary of Defense
established the DRSP (renamed DSRP in 1994) on 14 May 1980 to
provide space reconnaissance products to tactical combat forces
in response to President Jimmy Carter’s NSC/PD-37, National
Space Policy (1978).

b. (U) Release the fact that this effort expanded the
Tactical Exploitation of National Capabilities (TENCAP) program
and that it was funded separately through a defense budget line,
not through the NRP.

C. (U) Release the fact that the defense department
established the Defense Support Project Office (DSPO) on 16
November 1981 to manage and provide oversight of the DRSP/DSRP.
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d. (U) Release the fact that the defense department
established the Airborne Reconnaissance Support Program on 19
November 1987 in response to Congressional pressure, to include
all U.S. airborne reconnaissance platforms funded within the
GDIP, and assigned management of it to the DSPO.
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1.3 (U) Satellite Imagery (IMINT) Systems

1.3.1 (U) Imagery System Information

Redact:

a. T8RS Redact any information indicating or implying
the following: (outside of association with declassified imaging
systems) .

(1) TS77TSAARELYL

(2) TSTTRSH REaL—%}

‘imaging operations.

(3) —T87~~F- Imaging operations\

b. T(S/7RELF Redact all information on payload/sensor
performance for classified systems. This includes collection
parameters (for example, look angles and distance to target, the
number of square miles imaged per mission/annually, or the
percentage of cloud-free imagery obtained), response time to
tasking, and image quality achieved. (b)(1)

b

(b)(3)

C. (U) Redact all information that discloses IMINT
satellite vehicle planned/actual on-orbit lifetimes or
planned/actual dates of Initial Operational Capability (IOC) and
Full Operational Capability (FOC) on classified systems.

d. TS/ Fer~RE

e. TS~ REE— Redact all other information not cited
below for release including anv references that connect
the NRO to

and The code words and mission numbers associated with
these activities (e.q.,‘

etc.).
TOP SECRE N/NOFORN
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f. (U) Redact the KH-12 or the KH-13 system designator when
erroneously associated with a still classified NRO
program. The KH designators were discontinued after KH-

11.
Release:
a. (U) Release fact of and limited information about
electro-optical imaging (EQI). (See paragraph 1.3.2)
b. (U) Release the fact that NRO spacecraft employ control

moment gyroscopes as long as it is not associated with a
specific vehicle or program.

C. (U) Release fact of NRO radar satellite reconnailssance,
including use of SAR, after 9 June 2008 acknowledge Quill as a
1964 radar imaging experiment per guidance concerning that
system in appendix H.

d. (U) Release KH-11 system designator for the first EOI
satellite, in isolation or related in a general way with
intelligence activities, without reference to specific
intelligence operations, organizations, or related national
security matters.

e. (U) Release fact that the KH-11 EOI satellite was first
launched on 19 December 1976 and that President Gerald Ford
declared it operational on 20 January 1977.

f. (U) Release fact of research and development in Image
Fusion Technigues.

g. (U) Release general IMINT program acquisition
management plans and schedules for commercial off-the-shelf sub-

systems without program association.

h. (U) Release fact that IMINT systems use non-specified
relay satellites for data return.

i. (U) Release fact that data return is near-real-time.
Note that exact response times are classified S/TK//NF.

J. (U) Release conceptual line, non-scale silhouette

drawings of IMINT satellite vehicles (SV) without antenna size
and location and/or interior detail.

25

TOP SECRE N/NOFORN

Approved for Release: 2017/06/20 C05095967



Approved for Release: 2017/06/20 C05095967

TOP SECR QFORN

k. (U) Release development documentation and usage
documentation of program star catalogs.

1. (U) Release number of stars used to create catalogs and
source catalogs.

m. (U) Release documentation relating to how star catalogs
are applied.

n. (U) Release position accuracy of the stars in a star
catalog.
o. (U) Release fact that the IMINT program uses a

particular star catalog.

P. 8P~ RET— Release the name "Defense Mapping Agency"”
or "DMA" when related to satellite reconnaissance or IMINT
proarams but not to‘

gq. (U) Release data content of the raw DMA/Special Mission
Tracking Program (SMTP) collection.

r. (U) Release performance characteristics of the mapping,
charting, and geodesy (MC&G) mission derived via the DMA
segment, i.e., stereo image, linear error, circular error.

S. (U) Release fact of the Southwest Geodetic Control

Network (SWGCN) and its characteristics.

t. (U) Release utilization of the SWGCN to verify MC&G
performance on IMINT systems.

u. (U) Release title, "Metric Assessment Program" (MAP).

V. (U) Release the best-achieved resolution of any imaging
system as being “better than” 2 feet. The single exception is
the proijected one-foot resolution associated with the failed P-
camera experiment flown on CORONA mission 9056 in late June
1963. Information relating to this experiment and its
anticipated resolution is releasable.

W. (U) Release references to the NRO’s role in
establishing the requirements for initiating and managing the
first operational polar orbiting meteorological satellite
program. Other NRO-related facts about this program and its
relationship to imaging reconnaissance satellites, as detailed

TOP SECRE N/NOFORN
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in the unclassified NRO history of this effort issued in 2001,
are also releasable.

X. (U) Release KH-12 & KH-13 system designators, they
were not used officially and are unclassified when not
associated with any NRO program details. The KH designators were
discontinued after KH-11.

Refer:

a. (U) Refer to National Geospatial-Intelligence Agency
(NGA), formerly the National Imagery and Mapping Agency (NIMA):
all Defense Mapping Agency (DMA) computer hardware (minus
crypto) and software modules, computation algorithms not related
to NRO IMINT systems activities, and overhead imagery not
already released in CAL and KH-7, KH-8, KH-9 actions.

1.3.2 (U) Non-Operational IMINT Systems

(U) The NRO has declassified most of the information on the
SENTRY/SAMOS IMINT systems (see Appendix E), the CORONA, ARGON,
and LANYARD (CAL) IMINT systems (see Appendix F), the
GAMBIT/HEXAGON IMINT systems (see Appendix G),and limited
information about the QUILL (Appendix H). All other IMINT
systems remain classified.

Redact:

a. S/ 7 TR77RETT Redact all information concerning non-
operational IMINT programs that remain classified. This
includes the IMINT terms and code words listed below. Should a
redactor encounter a term or code word that may still be
classified but is not on this list, consult the Redaction
Quality Control Supervisor for guidance.

KENNEN (Early name of Program B’s EOI satellite system, later
called‘ ‘
KPO KENNEN Project Office
27
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STOPPER (Vulnerability package on reconnaissance satelliteshbx1)
\
(b)(3)
ZAMAN (Early name for Program B’s KENNEN EOI satellite
system)
ZOSTER (Program B pre-ZAMAN study of EOI)
b. (IS77 TR~ Redact fact of and all references to

c. T8/7RETT Redact all references to the KENNEN program
except for the limited information on the KH-11 designator at
the previous "Release" (see a. under paragraph 1.3.1.) Other
redaction exceptions are the limited information designated for
release below and in other parts of this document as follows:

(1) (U) Paragraph 1.3.5, IMINT Systems Ground
Operations

(2) (U) Paragraph 1.6.4, Relay Satellites
(3) (U) Paragraph 1.10.3, Launch Dates

(4) (U) Paragraph 1.11.1, Development and Acquisition,
General Participant Relationships

(5) (U &) Appendix B, Releasable Names
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d. (8//T Redact the non-operational IMINT mission
numbers listed below:

e. (

Release:

a. (U

U) Redaction guidance for KH-7 GAMBIT, KH-8 GAMBIT-3,
HIGHERBOY, FULCRUM/HELIX, and KH-9 HEXAGON see Appendix
G.

) Release the non-operational IMINT mission numbers

listed below can be released as a mission group (all flights)

and individually,

b.

G.)

C. (

d. (

e. (U)

1000
1100
1200
2355
4000
4300
9000
8000
9000A

associated with mission dates and operations:

CORONA (KH-4A, Aug 63 - Sep 69)
CORONA (KH4-B, Dec 67 - May 72)
HEXAGON (KH-9, Jun 71 - Apr 86)

QUILL (Dec 1964)

GAMBIT (KH-7, Jul 63 - Jun 67)
GAMBIT-3 (KH-8, Jul 66 - Apr 84)

CORONA (KH-1 - KH-4, Feb 59 - Dec 63)
LANYARD (KH-6, Mar 63 - Jul 63)

ARGON (KH-5, Feb 61 - Aug 64)

U) Release facts about the S-2 program, a development
effort sponsored by Program A (SAF/SP) in the early to mid-1960s
as a follow-on to the CORONA photo-satellite system which

contributed to development of the HEXAGON system (See Appendix

U) Release the fact of charge-coupled device (CCD)
array technology used in the E.O. imaging satellite.

U) Release the association of Programs A and B with
development of the GAMBIT and HEXAGON family of systems.

Release the fact that NRO high resolution imaging

satellite payloads have a distinctive pointing capability.

f. (U)

HIGHERBOY,

Release guidance for KH-7 GAMBIT, KH-8 GAMBIT-3,

FULCRUM/HELIX, and KH-9 HEXAGON can be found in

Appendix G.
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g. (U) Release general information concerning the
following LANYARD roll joint capabilities.

(1) (U) Roll steering was accomplished in three
discrete angles of 0° + 15° and + 30% offering a
total available target swath width of 192 nautical
miles.

(2) (U) A maximum response time of 30 seconds was
required for rolling from one 30° extreme to the
other. Approximately 3 seconds were required for
rolling a 15° increment.

(3) (U) The roll joint was capable of 200 maneuvers per
mission.
g. (U) Release the fact that NRO spacecraft employ control

moment gyroscopes provided there is no association of CMGs with
specific vehicles or programs.

h. (U) Release the fact of, QUILL as an experimental radar
imager flown in 1964. See appendix H for further release
guidance.

i.(U) Release the following facts and information about
DORIAN/KH-10:

(1) (U)y Release that DORIAN and KH-10 were the classified
designations for the reconnaissance mission and equipment
of the experimental Manned Orbiting Laboratory (MOL), also
inaccurately referred to as Gemini-B.

(2) (U) Release that, after DORIAN’s cancellation, Project
COLT provided six surplus 72”7 optical blanks for use in
the Smithsonian Institution/University of Arizona’s Multi-
Mirror Telescope.

(3) (U) Release that the 72" optical blanks, manufactured
by Corning, were constructed of honeycombed borosilicate

to reduce weight.

(4) (U) Release that the 72” optical blanks were
associated with imagery collection.
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(5) (U) Release that the proposed DORIAN mission also
included SIGINT collection.

(6) (U) Release that a single, unmanned launch experiment
verified the feasibility of the Gemini-B heat shield which
made DORIAN possible, and that the program was
subsequently cancelled and never flew.

(7) (U) Release programmatic facts about DORIAN, to
include all previously published information about the MOL
project, its NRO affiliation, and the names of major
contractors and their senior personnel, but excluding
specific reconnaissance capabilities beyond the ‘fact of’
IMINT and SIGINT collection.

(8) (U) Release technical information about the 727
optical blanks previously released by the Smithsonian or
University of Arizona.

(9) (U) Release in association with KH-10/DORIAN the names
of NRO personnel otherwise approved for release.

(10) TSr+Fr=&+~ All other details remain classified, to
include the fact of, and facts about, DORIAW

1.3.3 (U) Current and Future IMINT Operational Systems

Redact:

(S7/7EA~REF— Redact all information concerning current and
future IMINT systems that might be reflected in 25-year-old
records.

Release:
31
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(U) None. No information about these IMINT systems has been
declassified.

1.3.4 (U) Meteorological Forecasting

Redact:

(U) Redact information related to funding of the low
altitude polar orbiting meteorological satellite (Program 35,
417, etc.) while a part of the NRP before 1966, and to the
amount of (percent of) cloud free imaging that the military
weather satellites allowed and continue to permit.

Release:

a. (U) Release all information about the NRO's role in the
early-1960s initiating and developing what became the Defense
Meteorological Satellite Program (DMSP) to support satellite
imaging operations. General release information includes the
various program designators used during DMSP development and
operation (e.g., Program 35, Program 417, and Program 698BH).

b. (U) Release all information found in A History of the
Military Polar Orbiting Meteorological Satellite Program, by R.
Cargill Hall. This history, reflecting the guidance in release
(a), above, is unclassified and approved for public release. It
includes TIROS and other programs related to DMSP.

C. (U) Release the fact that the following agencies
provided (and continue to provide) meteorological forecast data
and atmospheric point analyses to IMINT projects.

(1) (U) HQ USAF/XOW
(2) (U) USAF Air Weather Service

(3) (U) USAF Global Weather Central

(4) (U) USAF Environmental Technical Applications
Center

(5) (U) USAF Space Forecast Center
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1.3.5 (U) IMINT System Ground Operations

Redact:

S el ol

a. S5 REds Redact any information indicating or
suggesting the presence of a‘

[Air Force Special

Photographic Processing Facility (AFSPPF) at Westover AFRB,
Massachusetts.

b t5/+FK/REF - Redact information that refers to the
AFSPPF processing of color film after the termination of the (b)(1)
CORONA Program in 1972. (b)(3)
C. (S7T7 TR/ REF~ Redact any information indicating or

suggesting that the Air Force Satellite Control Network’s
Satellite Test Center (STC)

il T

d. (57 7 IBE/REEF—Redact - Although the acronyms and names
of the mission ground stations

e. TISAEKARELL In addition to guidance above regarding
the IMINT mission ground stations, redact any information
indicating or implying the specific location of these ground
stations (e.g.

f. (U) Redact all other information not cited below for
release.
Release:

a. (U) Without revealing its actual location, release the

fact that the ground station for the electro-optical imaging
satellite system is located in the continental U.S.

b. (U) Release the term “Area 58” or “A-58” when limited

to the context of a very general association with the NRO,
intelligence activities, imagery intelligence, or satellite

TOP SECRE N/NOFORN
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reconnaissance but not revealing any geographic location
information.

C. (U) Release the AFSPPF as part of NRO Program A.
Located at Westover AFB, Massachusetts, it has been acknowledged (b)(1)
as a site for processing CAL program film.\ >bx3)

| A
‘ ‘in Rochester, NY, until it was closed in 1974-
75.)

d. (U) Release the fact that the 544" Reconnaissance
Technical Wing at Headguarters Strategic Air Command processed
some of the film from NRO satellites after the closure of the
AFSPPF in 1974-75.

e. (U) Release descriptions of film processing equipment
and of film processing problems, provided that this information
does not disclose classified facts about the satellite systems.
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1.4 (U) Signals Intelligence (SIGINT) Systems
1.4.1 (U) Signals Intelligence System Information

(U) Three NRO SIGINT satellite systems have been declassified to
a limited degree: the GRAB/POPPY programs (see Appendix A) and
the WS-117L SENTRY/SAMOS program (see appendix E). All other
NRO SIGINT systems remain classified. Selected general facts
about the systems that have been declassified appear below under
“Release.”

Redact:

(377 TR/7REEY+ Redact all information about R&D, operational
and non-operational NRO SIGINT collection and processing
programs, with the exception of the three programs noted above
and the general information cited below for release. Information
to be redacted will typically include signal parameters against
which a system is designed to collect, svystem descriptions,
technologv, capabilities and operations

program names and mission numbers, dates, contractors, funding,
facility locations, and satellite vulnerabilities including
susceptibility to denial, deception, and countermeasures. It
also includes information about‘ bn

LEO, HEO, and GEO SIGINT spacecraft,

S/ 7T TR *REE— Redact reference and details to
1See 1.4.3 for

further details.
Release:

a. (U) Release fact of satellite SIGINT collection
capability.

b. (U) Release fact of satellite COMINT collection
capability.

C. (U) Release fact of satellite ELINT collection
capability.
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d. (U) Release fact of satellite FISINT collection
capability.
e. (U) Release generic references to U.S. government

SIGINT relationships with unspecified foreign governments.

f. (U) Release fact that SIGINT satellites incorporate a
direction finding capability for locating electronic emitters on
earth.

g. (U) Release NSA as the RANGER SPO.

h. (U) Release fact that NRO SIGINT satellites operate in
LEO, HEO, and GEO orbits.

i. (U) Release fact that NRP SIGINT satellites support
military Combat Search and Rescue (CSAR) operations. All facts
about CSAR remain classified.

J. (U) Release fact that SIGINT reporting by NRP space
systems 1s conducted in near real time.

k. (U) Release the following facts regarding NRO SIGINT
satellite systems.

(1) {(U) Capable of on-orbkbit processing of complex
intercepted signals.

(2) (U) Featured wideband distributed amplifiers and
pulse signal processors.

(3) (U) Developed a long-life, multi-purpose SIGINT
satellite system in the 1960s that proved to be
the model for follow on systems.

(4) (U) Developed satellite constellations for broader
coverage.
1. (U) Release the following “facts about” SIGINT Ground

Data Processing.
(1) (U) Data collected by SIGINT satellites are
delivered to the National Security Agency (N3A)

for processing.

(2) (U) The Strategic Air Command (SAC) received
duplicates of ELINT data and processed them

TOP SECRE N/NOFORN
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primarily for ELINT Order of Battle analysis of
significance to the Single Integrated Operations
Plan (SIOP).

(3) (U) All information contained in the NRO GRAB
history brochure published in June 1998. See

Appendix A, GRAB/POPPY, for more specific guidance
on these two programs.

1.4.2 (U) Non-Operational SIGINT Systems
(U) See Appendix E for guidance on SENTRY/SAMOS SIGINT

information, Appendix A for GRAB and POPPY SIGINT information.

Redact:

a. S/ 7 i#5~E&++ Redact all information, including the
words themselves, concerning non-operational SIGINT programs and
missions that remain classified. This includes but is not
limited to those programs and missions listed below. Should a
redactor encounter a term or code word that may still be
classified but is not on this list, consult the Redaction
Quality Control supervisor for guidance.

AFTRACK GRAPE JUICE P-11 VAMPAN

HARVESTER SAMPAN WILD BILL
HAYLOFT SAVANT WESTON
ARROYO SETTER
BIRD DOG PLICAT SLEW-TO
BIT IX PLYMOUTH ROCK SOCTOP
| | Project 698BK SOUSEA
ARRIE LAMPAN | | SQUARE 20
LIEGE Project 770 STRAWMAN
CONVOY LONG JOHN | | THRESHER
DONKEY LORRI Project 989 TIVOLI All redactions this page:
MABELI PUNDIT TOP HAT (b) (1) and (b) (3).
RAQUEL TOPSOC
FACADE NEW HAMPSHIRE TRIPOS
FANION NEW JERSEY
FARRAH NOAH'S ARK REAPER URSALA
OPPOR-KNOCKITY
GLORIA VINO
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b. (U) Redact any other SIGINT program and code words
not indicated under Release, below.

c. (S/LTEAARFTT Redact all information indicating or

implying in a fact of context that any SIGINT or vulnerability
detection piggyback payloads were carried on CAL missions.

Release:

(U) Release fact of and general information about the GRAR
and POPPY ELINT satellite projects (see Appendix A).

(U) Release fact of and general information about the
SENTRY/SAMOS ELINT satellite project (see Appendix E).

1.4.3 (U) Current and Future SIGINT Operational Systems

Redact:

a. (S7T7TRREE Redact all information concerning the
following current and future SIGINT svstems.
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Release:
(U) None. No information about these SIGINT systems has

been declassified.

1.4.4 (U) SIGINT Signal Parameters

Redact:

(U) Redact all information on SIGINT collection, uplink,
and downlink parameters except the very limited releasable

information regarding GRAB, POPPY, and SAMOS Ferret Payloads.

(See appendices A & E)
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1.4.5 SIGINT System Ground Operations

Redact:

(U) Redact all information on ground operations and remote
tracking stations except for the limited information approved

for release in the GRAB/POPPY and SAMOS Appendixes: A and E,
respectively.
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1.5 (U) Measurement and Signature Intelligence (MASINT)

(U) No MASINT programs have been declassified. Only a limited
amount of general information about MASINT has been
declassified, as specified below under “Release.”

(U) MASINT is the discipline harnessing technically-derived
intelligence, SIGINT or IMINT, to detect and classify targets or
signatures.

Redact:

(U) Redact all information about R&D, operational and non-
operational NRO MASINT collection and processing, with only a
few exceptions, as indicated below. Information to be redacted
includes system descriptions, technology, capabilities and
operations, program names and numbers, dates, contractors,
funding, facility locaticons, and satellite vulnerabilities,
including susceptikility to denial, deception, and
countermeasures.

Release:

a. (U) Release fact that NRO systems perform MASINT
collection.

b. (U) Release general information surrounding the fact

that the NRO is associated with MASINT in an R&D connotation.
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1.6 (U) Communications
1.6.1 (U) General Communications Information

(U) No dedicated NRO communication programs have been
declassified. Communications information related to CORONA,
ARGON, and LANYARD programs (see Appendix F), the GRAB and POPPY
SIGINT satellite programs (see Appendix A), and the WS-117L:
SENTRY/SAMOS program (see Appendix E) has been declassified and
is described in guidance for those programs. General
information about NRO communication programs has been
declassified and is releasable, as indicated under “Release”
below and in the remainder of Section 1.6.

Redact:

bt e Y

(ST7T TR REE—Redact all information about R&D, operational
and non-operational NRO communications programs, subsystems, and
architectures, with the exception of the information cited in
the appendixes noted above and the general information cited for
release below in sections 1.6.2 through 1.6.4. Information to be
redacted includes all references to\ ‘

All system and architecture descriptions, including any mention

of: the frequencies,
technology, capabilities, or operations. Also, redact all
references to program names

and numbers, dates, contractors, funding, organization, and
facility locations, and system vulnerabilities, including
susceptibility to countermeasures.

Release:

a. (U) Release Space Ground Link System command and
telemetry (SGLS CMD/TLM) freguencies when associated with Air
Force Satellite Control Network (AFSCN) Inter Range Operational
Numbexr (IRON) .

b. (U) Release fact of NRO link with the Defense
Satellite Communication System (DSCS).

C. (U) Release fact of space-to-space lasercom tests and

usage.
TOP SECRE N/NOFORN
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1.6.2 (U) Communication Satellite Payloads

Redact:

(U) Redact all information except for the limited release
authority concerning the NRO relay satellite (see section
1.6.4).

1.6.3 (U) Relay Backup Mission Control Center

Redact:

(U) Redact all references to the backup mission control
center for the relay satellites. Sensitive information includes,
but is not limited to, the term Backup Relay Satellite
Operations Center (BRSO) when associated with a specific
location; operational reason(s) for activation date and time;
and details of transfer timelines and functions transferred to
the backup facility.

1.6.4 (U) Relay Satellites

Redact:
. . (b)(1)
T (S/7TRIREF Redact all information about ‘ (b)(3)
‘ ‘or about NRO relay satellites not indicated
below for release. This includes but is not limited to: desian

data, fact that the‘
system is a relay satellite program, general capabilities or the
orbits and frequency bands used, number of satellites, or

subsystem details. Also redact any information th reveal
specific vulnerabilities and anv reference to thel

| (Note: On 23
December 2004 the NRO acknowledged “the fact of a SDS satellite”
without identifying any functions that it performed on orbit.

Releasable information, below, includes limited disclosure of
SDS functions.)
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Release:

a. (U) Release the fact that the NRO sponsors a relay
satellite program.

b. TUSFHHKA~REE Without disclosing program names (b)(1)
release the fact that a relay satellite was developed b)(3)
at Hughes in the 1970s to operate with the first near real time
E.O0. imaging satellite.

C. (U) Release fact that the relay satellite operated in a
higher orbit than the E.O. imaging satellite, thus providing
long periods of joint visibility over the USSR and the
continental U.S.

d. (U) Release fact that the relay satellite functioned
perfectly the first time it operated in conjunction with the
E.0. imaging satellite in 1976, at a data rate equivalent to 100
digital TV channels.
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1.7 (U) Satellite Ground and Space System
Vulnerabilities and Countermeasures

Redact:

a. (U) Redact all information that identifies specific
threats to and vulnerabilities of satellite ground and space
systems, deception and denial countermeasures to which space
systems are susceptible or that they may employ, and defensive
countermeasures taken to minimize damage or disruption to ground
and space systems, or reduce susceptibility to deception and
denial. (Note: “Defensive countermeasures” are sometimes termed
measures for “Survivability.” For guidance on reconnaissance
aircraft countermeasures, see Section 1.14.5)

b . (/I TESYREE- Redact all references to satellite
(b)(1)
(b)(3)
Release:
a. (U) Release generic fact that satellite ground and

space systems are vulnerable to attack, but without specific
program identification, system node or program orbit locations,
or countermeasures in place to mitigate vulnerabilities.
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1.8 (U) Collection Planning, Targeting, and Support
(U) Only a few specified facts about collection planning and
targeting in the CAL, GAMBIT, GAMBIT-3, HEXAGON, QUILL, and GRAB

programs have been released. Information concerning other NRO
operational and non-operational programs remains classified.

1.8.1 (U) Overall Targeting Strategy
Redact:

(U) Redact information that refers to the methods used to
identify, select, prioritize, and process target sites for NRO

overhead reconnaissance systems. This includes but is not
limited to the content of regional and mission-specific data (b)(1)
bases; software and documentation or special collection (b)(3)

rarameters that reveal special imaging capabilities or

[or any details about NRO

support to law enforcement, counternarcotics, and
counterterrorism.

Release:

a. (U) Release generic fact that satellite reconnaissance
operations stem from a systematic process within the
Intelligence Community that plans collection against designated
areas of interest.

b. (U) Release fact of NRO support to law enforcement,
counternarcotics, and counterterrorism.

C. (U) Release fact that NRO satellites can collect
scientific and environmental data as well as data on natural and
man-made disasters, and that such data can be furnished to
authorized federal agencies.

d. (U) Release total number of collection targets for a
given declassified IMINT system, mission, or bucket, and

tabulation of such targets by broad geographical area, where
precise target identity will not be revealed.

1.8.2 (U) Ground Collection Planning and Computer Software
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Redact:

(U) Redact information about NRO ground collection planning
including but not limited to computer software specifications,
algorithms, and documentation of ground processing programs;
target and requirements databases; and schedules, contracts, and
costs for the development and implementation of collection
planning activities.

Release:

(U) Release fact that the Committee on Imagery Requirements
and Exploitation [COMIREX] Automated Management Systems (CAMS)
[predecessor to current Requirements Management System (RMS) ]
was developed to support tasking of IMINT programs without
reference to specific program names or national system mission
numbers.

1.8.3 (U) Satellite Tasking

Redact:

(U) Redact information about tasking of NRO satellites
including but not limited to satellite ephemerides when
associated with specific target information or prior to imaging;
target areas when associated with operational systems; targeting
accuracy; real time operations planning capability including
tasking of spacecraft; and the general response time to tasking.

Release:

a. (U) Release generic references to the fact that
collection operations by reconnaissance satellites result from
“tasking” actions transmitted from the ground to the satellite
in orbit.

b. (U) Release identification of the following computer
programs relating to CORONA satellite operations: (Unclassified
in CORONA context only.)

(1) (U) CORONA Target Program (CTP): orbit-by-orbit
camera operation selection based on weather (WX)

forecasts and on displays of operational
information and accomplishments.

TOP SECRE N/NOFORN
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(U) CALICO: determined camera operations and
displayed operational information.

(U) CACTUS: listed target locations for photo-
interpreting.

(U) COMET: determined orbit selections.

(U) LETHAL: program for automatic command and
control of the satellite.
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All redactions this page: (b) (1) and (b) (3).

1.9 (U) Mission Ground Stations (MGS)

(U) Much of the information about NRP mission ground stations
remains classified. This includes their manning, functions
performed, connectivity, etc. A few general facts about them
have been declassified, as indicated below under “Release.”

(S//TK7J7RET—As of 15 October 2008 the location of NRO mission

ground stations within the Continental United States, renamed

Aerospace Data Facilities on that date, and the fact of an NRO

presence at the Joint Defence Facility Pine Gap and Royal Air

Force Menwith Hill Station as of that date. were declassified (b)(1)
and releasable. (b)(3)
| [ See NRO MGS
Declassification Guide for additional detaills.

(S77TEAREL) Note: The names and acronyms of NRO mission ground
stations are not classified uniformly.

declassified specifically in association with GRAB/POPPY
(See Appendix A)

¢ The pre-15 October 2008 names and acronyms of two
mission ground stations are unclassified as long as they
are not associated with a specific geographic location, an
intelligence organization, or a satellite system/mission
number. These are:
o Consolidated Washington Mission Ground Station
(CWMGS) and
o Consolidated Southwest Mission Ground Station
(CSWMGS) .

1.9.1 (U) MGS and Remote Tracking Station Locations

Redact:

a. (U} Redact any information indicating, suggesting, or
acknowledging that:
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All redactions

this page: —_TT7TTC*f?fo
(b) (1) and (10) (S )
(b) (3).
b. (ST7TETYREE) Aside from the specific release authority
below,
(1)

c. (U) Redact information about NRO SIGINT and IMINT MGS
functions/operations including but not limited to descriptions
of general functions performed; identification/identity of
ground station personnel; description or details of specific
functions performed at any of these MGS that reveal possible
vulnerability or survivability issues; design and performance
characteristics of all ground segments at these ground stations;
and MGS antenna locations.

d. (U) Redact all other information not cited below for
release.
Release:

a. (U) Release fact that the Woomera Satellite Tracking

Station in Australia was used to support DISCOVERER (CORONA) (at
least for Agena 1101/Rm-1).

b. (U) Release fact that the following remote tracking
stations (RTS) supported DISCOVERER (CORONA) and/or SAMOS
reconnaissance satellite programs, and any of these locations’
support for the GAMBIT/HEXAGON family of systems.

Annette Island, Alaska

Fort Greeley (aka Donnelly Flats), Alaska
Fort Stevens, Oregon

Kaena Point, Hawaili

Kodiak (aka Chiniak), Alaska

New Boston, New Hampshire

Ottumwa, Iowa

Palo Alto, California

Point Mugu, California

Vandenberg AFB, California
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o Christmas Island
o Guam

c. (U) Release term, "MGS" or "Mission Ground Station"
without reference to programs/systems or a specific geographical
location.

d. (577 TR/ ~FE Release generic references to NRO Mission
Ground Stations (MGS) located in the “Washington Area” OR the
“Southwestern United States” prior to 15 October 2008.

e. (U) Release the fact that SAF/SP was the overt office
designator for NRO Program A and was based in Los Angeles, CA.
Other acknowledged SAF/SP locations include Los Angeles Air
Force Station (AFS), CA (later named Los Angeles Air Force Base
[AFBR]), Sunnyvale AFS (later named Onizuka AFB), CA, Washington,
D.C., Vandenberg AFB, CA, and Cape Canaveral AFS, FL.

£. (U) Release the fact of Aerospace Data Facilities East,
Colorado, and Southwest (ADF~-E, ADF-C, ADF-SW) as NRO Mission
Ground Stations and their mission as multi-mission ground
stations responsible for supporting worldwide defense operations
and multi-agency collection, analysis, reporting, and
dissemination of intelligence information, providing data to
defense, intelligence, and civil agencies supporting the U.S.
government after October 15, 2008. Also release the locations of
ADF-E (Fort Belvoir, VA), ADF-C (Buckley AFB, CO), and ADF-SW
(White Sands Missile Test Range). See NRO MGS Declassification
Guide for additional details.

g. (U) Release the fact of an NRO presence at the Joint
Defence Facility Pine Gap (JDFPG) and Royal Air Force Menwith
Hill Station (MHS) on and after 15 October 2008. See NRO MGS
Declassification Guide for additional details.

h. (U) Release the fact that NGA and NSA are present at
ADF-E, ADF-C, ADF-SW, MHS, and JDFPG, and that the CIA is
present at ADF-E. See NRO MGS Declassification Guide for
additional details.

i. (U) Release the fact that the NRO supports the joint
missions at JDFPG and MHS through the provision of technical
systems and shared research and development. The NRO

participates with the consent of the Host governments and

TOP SECRE N/NOFORN

Approved for Release: 2017/06/20 C05095967



Approved for Release: 2017/06/20 C05095967

TOP SECR QFORN

contributes to the national security of the countries involved.
See NRO MGS Declassification Guide for additional details.

j. (U) Release AFSCN stations in association with
declassified NRO programs and in general association with AFSCN
support to NRO.

k. (U) Release the fact that AFSCN is responsible for
providing tracking, telemetry, command and control support
functions for satellite operations.

1. (U) Release the fact that the AFSCN supports the NRO.

m. (U) Release the locations of all current and previous
AFSCN stations, to include

Station Bbbreviation | Call sign
Vandenberg Tracking Station VTS COOK
Hawaii Tracking Station HTS HULA
Schriever Control Node SCN

Colorado Tracking Station CTS

Diego Garcia Station DGS

Guam Tracking Station GTS GUAM
Telemetry and Command Squadron, TCS

Oakhanger, UK

Thule Tracking Station TTS POGO
New Hampshire Station NHS BOSS
Onizuka Control Node QAFS

n. (U) Release System Program Office (SPO) designation MCS
(Mission Control Segment).

0.(U) Release information acknowledging MGS support of a
specific operation or mission- for example named military
operations, counter-narcotics, GWOT- consistent with
classification of the operation in question. If the support
reveals a specific type of intelligence capability (SIGINT,
IMINT, etc.), that support remains classified S//TK//REL FVEY in
the absence of other, specific authorization.

Refer:

(U) Refer all information that provides details of Air
Force Satellite Control Network (AFSCN)} support of the NRO to
Air Force Space Command (AFSPC).
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1.10 (U) Launch Activities
1.10.1 (U) Pre-Launch Activities

(U) Although a great deal of launch-related information about
various NRO programs (CAL, DMSP, GRAB, POPPY, STEX, GeoLITE,
GAMBIT, GAMBIT-3, HEXAGON, QUILL, and SENTRY/SAMOS) has been
declassified and released, the NRO continues to classify
information that connects specific NRO satellite programs to
specific pre-launch events in the absence of other guidance.

Redact:

(U) Redact information about NRO pre- and post-launch
activities, categories which include but are not limited to:
flight mission objectives, program names (platform identifiers),
planned launch dates, trajectories selected, collection mission
numbers, capabilities, operational configurations,
vulnerabilities, satellite vehicle (SV) replenishment needs or
strategies, and program and SV plans or requirements.
Specifically protected launch-related information includes
descriptions of SV size, shape, weight, mechanical
characteristics and structural dynamics, and operational
planning and reguirements for launch in the absence of other
guidance.

Release:

a. (U) Release fact that NRO satellites are launched from
Cape Canaveral Air Station, FL, and Vandenberg AFB, CA.

b. (U) Release fact that as of December 1996 the NRO has
had "well over 300" launches since 1959, including 145 CORONA,
ARGON, LANYARD launches from Vandenberg AFB between 1959-1972.
Also see Appendix A for launch history associated with the GRAB
and Poppy ELINT satellites, Appendix E for SENTRY/SAMOS,
Appendix F for CAL, and Appendix G for GAMBIT/HEXAGON.

c. (U) Release fact that NRO launch support assets were
(and continue to be) located at Onizuka Air Force Base (formerly
Onizuka Air Force Station and Sunnyvale Air Force Station), CA;
Cape Canaveral Air Force Station, FL; Los Angeles AFB, CA
(formerly LA AFS); NRO Operations Sguadron, Schriever AFB, CO;
and Vandenberg AFB, CA.
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d. (U) Release fact that some NRO satellite wvehicles were
integrated, launched, and operated under Air Force Program (AFP)
designators. Only selected AFP designators can be released, as
indicated in the following paragraphs.

e. (U) Release the following AFP numbers associated with
the CORONA, ARGON, LANYARD imaging satellite programs.

- 162 - 241 ~622A ~846

f. (U) Release the following AFP numbers associated with
the SAMOS satellite program.

101B (related to the E-5 payload that evolved into
the LANYARD imaging satellite)

-~ 201 (related to the E-6 film return imaging payload)

315A (related to the revamped E-6 imaging payload)
- 722 (related to the E-6 film return imaging payload)
g. (U) Release the fact that the following AFP numbers

also are NRO programs (without identifying the specific
payload) .

- 104 - 580
- 141 - 623
- 259 - 732
- 326 - 774
- 465 - 843
- 475 - 868
- 491 - 878
- 557 - 946
h. (U) Release the fact that NRO satellite vehicles have

been integrated and launched using “NROL” (NRO Launch)
designators since December 1996.

1.10.2 (U) Launch Vehicle (LV) Utilization

Redact:

(U) Redact information about NRO launch wvehicle utilization
that includes but is not limited to the association of specific
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NRO payloads (by platform identifier, collection mission number,
or AFP number) with specific launch vehicles (except for the
declassified CAL, SAMOS, DMSP, GRAB, STEX, GeoLITE, GAMBIT,
GAMBIT-3, HEXAGON, QUILL, and POPPY launch wvehicles).

Release:

A. (U) Release fact that NRO payloads launched during the
25~year-old timeframe of RRG guidance were carried by the
following launch vehicles (LVs) without associating them with
specific program paylocads unless specifically indicated in
appendices, AFP numbers, or specific launches. Fact that the NRO
launched payloads on the Space Transportation System (STS or
Space Shuttle), was acknowledged in 2001.

(1) Atlas/Agena (SAMOS, GAMBIT)

(2) Atlas IIA (NROL-5)

(3) Atlas IIAS (NROL-1, 10, 12, 13, and 18)

(4) Atlas III (NROL-23)

(5) Scout (One unsuccessful GRAB launch attempt)
(6) Scout/MG-18 (Five launches, Program 417/DMSP)
(7) Thor/Agena (CORONA, ARGON, LANYARD, POPPY)
(8) Thor/Able-Star (Launched GRAB payloads)

(9) Thorad/Agena (CORONA, ARGON, LANYARD, POPPY)
(10) Thor/Burner I (DMSP)

(11) Thrust Augmented Thor (TAT)/Agena (CORONA, ARGON,
LANYARD, POPPY)

(12) Titan 3B (GAMBIT-3)
(13) Titan 23D (HEXAGON)
(14) Titan 401/Centaur
(15) Titan 4/Centaur

(16) STS (Space Shuttle)
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(17) Taurus (STEX)
(18) Delta II (GeoLITE)
(19) Delta IV (NROL-22)

B. (U) Release that the Space Shuttle’s cargo bay dimensions
were dictated by the plan to use it to launch the HEXAGON
system, and the subseguent ZEUS program. See appendix G.

1.10.3 (U) Launch Dates

(U) The launch dates of declassified/partially declassified NRO
programs including CAL, GRAB, POPPY, SAMOS, STEX, GeoLITE, and
DMSP, GAMBIT/GAMBIT-3 and HEXAGON have been released. Beginning
on 20 December 1996, the NRO has released the launch dates of
NRO satellites without disclosing their specific, classified
missions. All other NRO launch dates before 20 December 1996
remain classified.

Redact:

(U) Redact all information about NRO satellite launch dates
not specified below for release.

Release:

a. (U) Release fact that NRO launches were (and continue
to be) placed in the UN Launch Registry by U.S. Space Command
and its predecessor organizations.

b. (U) Release list, schedule, or manifest of the
following acknowledged NRO launches:

(1) (U) CORONA, ARGON, and LANYARD launches from
Vandenberg AFB between 1959-1972.

(2) (U) GRAB/DYNO launches between 22 June 1960 and 22
April 1962 from Cape Canaveral Air Station, Florida
and Point Arguello, California.

(3) (U) POPPY launches between 13 December 1962 and 14

December 1971 from Vandenberg Air Force Base,
California.
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(4) (U) Fact that the first launch of the KH-11 near
real time electro-optical imagery satellite
occurred 19 December 1976.

(5) (U) The date and place of launch activities
identified with an NRO Launch (NROL) designator,
without disclosure of specific missions, for all
NRO satellites launched after 20 December 1996.

(6) (U) STEX launch on 3 October 1998 from Vandenberg
AFB.

(7) (U) GeoLITE launch on 18 May 2001 from Cape
Canaveral.

1.10.4 (U) Payload Integration and Pre-Launch Support

Redact:

(U) Redact Trailblazer/Pathfinder plans, activities,
requirements, and schedules that reveal satellite vehicle (SV)
programmatic information, to include mission, objectives,
capabilities, wvulnerabilities, priorities, constellation size
and status, operational and technical limitations, and
operational infrastructure and interfaces.

Release:

a. (U) Release the following if it may be done without
revealing a specific program (platform identifier, collection
mission number, or an AFP number) :

(1) (U) SV/Launch Vehicle (LV) combined lift-off
weight.

(2) (U) LV-provided SV destruction system or
termination system details that do not reveal the
Flight Termination System (FTS) Receiver flight
code.

(3) (U) SV support equipment that does not reveal SV
mission, capabilities, operational configuration,

vulnerabilities, or identify the contractor
providing the equipment.
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(4) (U) The fact of an SV anomaly during integration,
ground processing, or launch operations and its
effects on launch schedule, processing, or base
assets.

(5) (U) Association of the launch wvehicle or launch
system integration contractors with the NRO.

(6) (U) A specific NROL LV or launch service or launch
date.
(7) (U) Space launch manifests after December 1996 when

identified by an NROL number.

b. (U) Release transportation of an SV, SV ASE, and/or SV
AGE that does NOT reveal an AFP number, methods, and/or off-site
routes.

1.10.5 (U) Launch Operations, Trajectory, Tracking, Telemetry

Redact:

(U) Redact information about NRO launch operations to
include launch window, planned launch time, and any
identification of the specific NRO payload except by NROL
designator. All information about planned SV operations during
ascent and on orbit, unless directed otherwise by specific
guidance.

Release:
a. (U) Without revealing IRON or an AFP number, release:
(1) (U) AFSCN or Range radar and telemetry coverage
estimates.
(2) (U) Transportable/mobile AFSCN assets, deployment
plans or locations supporting a launch.
b. (U) Release real time pictures, video, and/or optical

data from on-board imaging systems prior to 60 seconds before SV
separation.
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c. (U) Release real time pictures, video, and/or optical
data from ground-based imaging systems.

d. (U) Release flight of an LV from lift-off through
spacecraft separation for a program identified with an NROL
designator, including: fact of successful SV separation, real
time/actual trajectory, tracking, and metric data; flight
operations; mark event items, numbers, and descriptions; and
command or telemetry data after separation.

e. (U) Release fact of SV communications security (COMSEC)
capabilities to include fact of encryption.

f. (U) Release fact that an SV has station keeping and/or
attitude control capability.
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1.11 (U) Development and Acquisition
1.11.1 (U) General Participant Relationships

Redact:

a. (U) Redact any references to contractors having an NRO
association unless otherwise indicated below.

b. ‘7377ﬁ§;.Unless identified for release elsewhere, redact
any references to CIA covert contracting/procurement

relationships with any contractor.

C. (U) Redact all other participant relationship
information not cited below for release.

Release:

a. (U) In addition to Eastman Kodak’s previously
acknowledged film R&D role in the CORONA Program, release their
role in processing the CORONA film at their Hawkeye facility.

b. (U) Release Defense Meteorological Support Program
(DSMP) contractors included:

(1) (U) RCA (spacecraft)

(2) (U) Chance Vought (prime booster)

(3) (U) Minneapolis Honeywell (guidance and control)
(4) (U) Aerojet General (solid-fuel rocket fabricators)
(5) (U) Thiokol (solid-fuel rocket fabricators)

(6) (U) Allegheny Ballistic Laboratories of Hercules
Powder Company

c. (U) Release contractors associated with the SAMOS
Program: (See Appendix E for more complete list)

(1) (U) General Dynamics/Astronautics (Atlas booster
assembly and test)

(2) (U) Space Technology Laboratories (Atlas Systems
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Engineering and Technical Direction)
(3) (U) General Electric Company (Atlas guidance)

(4) (U) Burroughs Corporation (Atlas ground based
computer guidance)

(5) (U) Rocketdyne Division of NAA (Atlas propulsion)

(6) (U) Lockheed (AGENA prime contractor)

(7) (U) Bell (AGENA propulsiocon)

(8) (U) Philco (AGENA ground-based communications)

(9) (U) Eastman Kodak

(10) (U) TRW

(11) (U) ITEK

d. (U) Release Eastman Kodak’s role in developing and

processing the mission film for Program D U-2 and A-12/0XCART

aircraft systems.

e. (U) Release Autometric role in the ARGON satellite
mapping program.

f. (U) Release fact that Hughes was the primary contractor
that built the relay satellite in the 1970s in conjunction with

the operational concept for the E.O. imaging satellite.

g. (U) Release fact of Aerospace Corporation association
with declassified Program A imaging systems.

h. (U) Release fact of TRW association with Program B
SIGINT satellite systems.

i. (U) Release fact of Advent Systems association with
Program A SIGINT activities.

J. (U) Release fact of General Electric association with
Program B development of the E.O. imaging satellite system.

k. (U) Release fact of Lockheed association with E.O.
imaging satellite development in support of Program B.
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1. (U) Release fact of Lockheed association with Program A
SIGINT satellite activity.

m. (U) Release fact of Technology Services Corporation
(TSC) association with and support of SAF/SP in the early 1970s
time frame.

n. (U) Release fact that the Stanford Electronic
Laboratory (SEL) at Stanford University supported NRO SIGINT
programs during the 1960s until the university terminated all
government contracts in 1969.

0. (U) Release information for NRO contractors and
subcontractors associated with the design, develcpment, launch,
and operation of the GAMBIT and HEXAGON family of programs can
be found in Appendix G

1.11.2 (U) Funding and Budget

Redact:

a. (3YAE) Redact all information about NRO funding and
budget, which includes but is not limited to: funding of the
National Reconnaissance Program (NRP) or of the National Foreign
Intelligence Program (NFIP), percentage of increase or decrease
in fiscal year budgets, data that may directly or indirectly
expose NFIP/NRP funding profiles, or that may reveal the

Release:

a. (U) Release any funding figure for SAMOS that falls
within the funding previously allocated by the Advanced Research
Projects Agency (ARPA) in millions as of 30 June 1960.

(1) (U) Funding in fiscal year (FY) 1959 and prior

years $105.6
(2) (U) Amounts Programmed in FY 1960 $164.5
(3) (U) Cumulative Obligations $247.2
(4) (U) Cumulative Expenditures $187.8
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Above figures do not include $85.7 million programmed by the Air
Force during FY 1958 and prior years for a broader scope WS 117L
program. Note: SAMOS funding figures for FY 1961 and thereafter
are not releasable.

b. (U) Release fact that Presidential Science Advisor
Kistiakowsky indicated in a 6 June 1960 memo that a $30 million
supplemental increase for satellite reconnaissance would be
helpful but not essential.

c. (U) Release all program costs & overall budget, for the
CORONA program, without revealing any funding sources and
methods; see RRG section 1.11.2 for further clarification on
what items still need to be protected.

d. (U) Release any budget or spending figures that clearly
are not related to the NRP or NFIP. For instance, althocugh the
NRO used the BIG SAFARI testbed aircraft program in the 1970s,
this activity was a pure Air Force effort funded through the
normal Department of Defense budget (as opposed to the NFIP)
since at least the early to mid-1950s. (See section 1.14.6,
information element a.) Other examples include MIDAS satellite
funding under the old WS-117L Air Force satellite development
proiject, and/or Air Force funding for launch services that are
not, directly or indirectly, related to NRO programs but may be
in documents that also address NRP activities.

e. (U) Release funding figures for the DISCOVERER program
(CORONA’s cover proiject) found in Air Force (but not Program A)
documents. Those figures include items unrelated to intelligence
activities, such as the care and feeding of chimpanzees, were
presented to Congress each year for approval, and appear in
unclassified congressional records.

f. (U) Release total program budgets for GAMBIT, GAMBIT-3,
HEXAGON, and related programs, but no breakdown figures:

Total cost of the GAMBIT program between FY1963 and
FY1967, was $651,000,000 in 1963 dollars.

Total cost of the GAMBIT-3 program between FY1964 and
FY1985 was approximately $2,300,000,000 in respective
year dollars.

Total cost of the HEXAGON program, including the CIA-

managed portion, between FY1966 and FY1986, was
$3,262,000,000.
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1.11.3 (U) Contract Administration

Redact:

a. (S//TRF7=E+~ Redact all information related to NRO
contract administration including but not limited to any

explicit association of the NRO witqri (b)(1)

b. (U) Redact all contract numbers associated with NRP
contractors, and identification of all contractors, where the
relevant NRO association or scope of association has not been
approved for release.

Release:
a. (U) Release fact that the NRO does covert procurements.
b. (U) Without revealing details, release fact of special

banking mechanisms and transaction procedures.

c. (U) Release any standardized federal or Department of
Defense contract clauses or provisions so long as they have not
been modified to include NRO-specific information or reveal
sensitive aspects of NRO business practices. Questions
regarding release of specific clauses or provisions must be
referred to the NRO Office of Contracts.

d. (U) Release entire contract numbers that begin with the
prefix “NRO,” (e.g. NROXXXX-XX—-X—-XXXX) .

e. (U) Release last four digits of a contract number not
covered by other portions of 1.11.3.

1.12 (U) Product-Related Information
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All redactions this page: (b) (1) and (b) (3).

1.12.1 (U) IMINT-Related Products

(U) The classification of disseminated IMINT-related products
and the methods used for exploiting them is under the purview of
the National Geospatial-Intelligence Agency (NGA).
Classification of certain product~related activities within NRO
mission ground stations remains under NRO control and, in
general, has not been declassified with the exception of the
general facts identified below and in CAL-related information
contained in Appendix F.

Redact:

—+5/RET Redact all information about NRO-controlled
product-related activities that is not referred to NGA or
specifically cited below or in Appendix F for release. This
includes but is not limited to the
‘format of film image when in
context of system type; ground coordinates of reconnaissance
imagery; image gquantity, quality, and resolution (if less than

two feet); and imagery support data.
Release:

a. (U) Release the phrase, "Image Data Exploitation.”

b. (U) Release the acronym "IDEX" (Image Data Exploitation
System) .

C. 37/FKREF Release the existence of IAG (Imagery

Analysis Group, formerly TAD) absent any associations with:

(1) S~ REL)Y Its location

(2) A ARy
(3) =5F-FF R
d. (U) Release the relationship between IAG and the U.S.

Army Topographic Engineering Center (TEC) (formerly ETL).

e. (U) Release the interagency composition of IAG.
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Refer:
(U) Refer to NGA: All product-related information not
identified above for release.

1.12.2 (U) SIGINT-Related Products

Refer:

(U) Refer to NSA: All product related information.
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1.13 (U) Terms and Code Words
Redact:

a. (Uy Redact all Proiject Study Numbers that are clearly
associated with the NRO/NRP unless specifically authorized
otherwise in Appendix C.

b. (U) Redact proiject study numbers associated with study
efforts, in an NRO context, that came into existence during
CORONA development or after creation of SAF/SP in September 1960
unless specifically authorized otherwise in Appendix C.

c. (8//TK//REL) Redact all NRO/NRP code words, KH-
suffixes, and project terms not listed below or in Appendix C.

Release:

a. (U) Release mission designator prefix, "KH-" when used
alone or as specified below.

b. (U) Release the following KH suffixes: KH-1, KH-2, KH-
3, KH-4, KH-4A, KH-4B, KH-5, KH-6, KH-7, KH-8, KH-9, KH-10,and
KH-11.

C. (U) Release all pre-1960 Air Force program numbers
(e.g., WS-461L, WS-119L, WS-117L), and the code words/terms
listed in Appendix C.

d. (U) Release all common military acronyms or terms found
in JpP 1-02 (the DoD Dictionary), and all other unclassified U.S.
or NATO terminology.

Refer:

a. (U) Refer non-NRO codewords to the appropriate Original
Classification Authority in the absence of a signed Memorandum
of Understanding or other authorization for NRO redaction.

Redactor Note: Terms listed in the DoD Dictionary, JP 1-02, are
not classified and do not require referral or redaction.
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All redactions this page: (b) (1) and (b) (3).

1.14 (U) Program D

875755~ FE5— Although the NRO no longer considers as sensitive
most information related to the former aerial reconnaissance
Program D, the following sections address information that
remains classified.

(U) The Aerial Reconnaissance Review and Redaction Guide,
approved by the NRO, Air Force, and CIA, contains specific joint
guidance for the treatment of aerial equities. That guidance is
to be applied in NRO declassification decisions, in conjunction
with the following NRO-specific guidance. In the event of
conflicting guidance, the guidance most recently approved by the
Director, National Reconnaissance Office will provide the basis
for decisions by the Seal and Release Authority and/or
authorized members of the Information Review and Release Group,
consistent with E.O. 13526 and its presumption of disclosure.

1.14.1 (U) Program D - General

Redact:

a. (U) Redact all references to Program D funding,
regardless of project.

b. TS77TE/7REE) Redact references to any study numbers and
in particular to the following Program D-related study numbers:

C. (S77/ TR/ REE) Redact referen rdination an
liaison between NRO/Program D and

‘ or other NRO program offices, including

references to site access, clearances, etc.
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(b) (1) (b) (3).

All redactions this page: and

d. TS/A) Redact references to Program D\

e. TS/ Redact fact that as a result of the Program D
realignment in 1974, manpower formerly assigned to the Program D
office in was assigned to

f. (ST 7 T~~REL) Redact fact that as a result of the
Program D realignment in 1974, %ere the Air
Staff points of contact (POC) for coordinating continuing NRO
requirements for activities.

g. ~\(§7’7'N€-).;Redact fact that as a result of the Program D
realignment in 1974,‘

h. +8FP¥/~RFE) Redact any references to|

i. T (S/7PEAAREL) Redact references to the possibility of

using the‘ ‘

7. =59y Redact references to}

‘ ‘ and to the benefit that the NRO could
bring to making such a capability a reality.

k. =8#/NFT Redact information revealing or inferring that

1. {577 TERFEH Redact references to

association with
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m. (S// TR/ 7RE— Redact association of‘

Release:

a. (U) Release general information about Program D not
identified above for redaction.

b. (U) Release the identities of all Program D directors.
Refer:

a. (U) Refer to CIA any information that mentions:

CIA U-2 and OXCART flight operations
- U=-2 or OXCART aircraft maximum speed/height

~ Code words for U-2 various worldwide missions

Identification of countries that participated in
covert U-2 flight operations, that provided bases or
otherwise provided support to covert overflights

- Non=-photographic intelligence collection
- Electronic countermeasure

b. (U) Refer to the Air Force: any information
concerning the missions, flight performance, or
vulnerabilities of the U-2 and SR-71 aircraft.

C. (U) Refer to JCS/JRC: information concerning tasking
and targeting for U-2, OXCART, and SR-71 missions.

d. (U) Refer to Secretary of the Air Force SAF/AQ
Security: All reconnaissance aircraft information after
1974 not covered in the joint Aerial Reconnaissance Review
and Redaction Guide.

e. (U) Refer to the National Security Council (NSC): Any
records addressing the 5412, 303, or 40 Committee meetings
and their role in approving specific overflight
reconnaissance operations. (These committees are sometimes
referred to as the “Special Group.”)
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All redactions this page: (b) (1) and (b) (3).

1.14.2 TE77TRAFREL)

Redact:

~4SAFESNEF) Redact all

information that reveals or implies a

‘This information includes but is not limited

to:

a. —t8FHE)

b. ASLLIKLIBREIY Redact references to the fact that the NRO
provided‘

C. (S/ 2L l) Redact references to any NRO association
‘with the

d. TS/TESRER) Redact references to any NRO association
with‘

e. SFHEETRED

Redact

fact that Program D provided

f. TS/ TEARESY

Redact

references to

g. TSTRRAAREL—

Redact

references to the following 44J
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All redactions this page: (b) (1) and (b) (3).

(1) T TS7 7R REL
(2) TSTFERAFRED) |
(3) SAARHAREE)
(4) +SA/-EEA7RERY |
Release:
a. (U) Release information not identified above for
redaction. If in doubt, the redactor should consult the

Redaction Quality Control supervisor for guidance.

1.14.3 (U) Logistics Support to NRP Facilities & Locations

Redact:

(U) Redact information relating to logistics support of NRP
facilities and locations. This information includes but is not
limited to:

a. TS77TR/7RET) Redact information revealing or inferring
that the Program D office (and its various now-acknowledged
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b. (SAATRAFRFFT Redact information revealing or inferring
that the
c. S P AR~ Redact explicit or implied association of

the NRO with the terms,

‘ d. (577 K~k Redact references to
e. 77 H~~E3— Redact references to the

f. —frARET Redact

fact that the|

g. tSFFHRE+E— Redact

fact that the‘

h. (Sl PR Redact

use of

i. S+ Rt J— Redact

references to temporary space at

various Air Force installations in support of

7. =—t877NFT)] Redact references to any NRO association with

k. TST/TRSFRFEE) Redact
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1. 577 TR77RELD) Redact any reference that locates the

m. —SAAEEAAREEr Redact Fact that the |

n. TUS77TR/7REL] Redact Association of the‘
o 877~ Redact Association of the

p. TS/ TR/7RETr—Redact all references to

Release:
a. (U) Release information not identified above for
redaction. If in doubt, the redactor should consult the

Redaction Quality Control supervisor.

1.14.4 #4595/ RER)

Redact:

(BF+FARE Redact all information about
} This information includes

but is not limited to:

a. 57 7 %5REy Redact references to
b. S/ T ¥~ Redact references to the
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c. (55 FA~E.) Redact information revealing or inferring

Program D

d. ESAFRRETT) Redact information revealing or inferring

Program D

e. —ASAAERAREE) Redact information revealing or inferring
Program D \

f. —SFFr—Redact fact of and information about

1.14.57(s/A)

Redact:

TESAE) _Redact information about
includes but is not limited to:

a. (37N Redact information that reveals or implies

including:

(1) 8~ —Redact

(2) E~¥3 Redact Program D management of the

(3) T84~ Redact
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(1) and (b) (3).

(4) [S7/¥¥¥J- Redact Program D technology support for

(5) (O7SKLE) Redact‘ ‘

(6)

TSAUE) Redact

(7) TSY94$E)L Redact | |

(8) (377Y¥E) Redact Program D technology support for

SAF/SP

(9)—5+KFT Redact references to Project

(10)

TS/ Redact references to tests using the!

b. (5Y~E) Redact references to R&D efforts in the late

1960s to develop an

c. TS¥™AHa— Redact references to the

d. =87 Redact information regarding intent to

e. +EF¥F— Redact all references to H

f. TS Redact fact of‘ ‘
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g. (C/EL Redact fact of research into or use of

h. [T/ Redact fact of

i TCYRNE) Redact fact of |

Release:

a. (U) Release information not identified above for
redaction; for example, the fact of BIG SAFARI modifications of
USAF aircraft for SIGINT missions in the 1950s. If in doubt,
the redactor should consult the Redaction Quality Control
supervisor.

1.14.6 (U) Program D-Related Code Words and Terms

Redact:

(U) Redact all information concerning program D-related code
words and terms that remain classified. This includes but is
not limited to those code words and terms listed below. If a
redactor encounters a term or code word that may still Dbe
classified but is not on this list, consult the Redaction
Quality Control supervisor for guidance.

a. —ASAAPESTRET) Redact‘

‘The unclassified code word TEBIG SAFARI”
1s not an NRO 1nformation equity and it is unclassified if used
outside the above context. This activity was an Air Force
program for modifying and testing aircraft for a number of non-

NRO development purposes. It existed from at least the early to

mid 1950s, thus predating the development
program.

b. —ASAAFHARET) Redact

C. S/ 7 Ti~EE) Redact
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d. T377TR/7RE#y Redact|

e. (SAFRRAAREL) Redact‘ [

f. Yoy e RE+) Redact

q. —tSAFEEARELY Redact ]
Release:

a. (U) Release Program D code words and terms not

identified above for redaction; for example BLACK SHIELD,
LAMP, EBONY, ISINGLASS, OLYMPIC TORCH, SENIOR BOOK,

HORSE.

TOP SECRE N/NOFORN
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All redactions this page: and
1.15 (U) NRO Security Policy - General Administration

(U) The word BYEMAN and its tri-graph BYE are unclassified and
releasable.

Redact:

a. (U) Redact any information revealing or implying the
fregquency requirement for technical countermeasures inspections
of all NRP physical areas where classified conversations take

rlace.

b. —€//F~ Redact any information revealing or implying

C. =tEASAEL Redact any information revealing or implying

how

d. =t~ Redact anv information revealing or implving
that the|

‘ e. > Redact any information revealing or implying
the

f. (U) Redact any information revealing or implying the
physical security safeguards applicable to the handling and
control of NRO information by prime contractors, sub-
contractors, vendors and suppliers in the physical security plan
of an industrial complex used by the NRO.

g. (U) Redact details about and methodologies used in
security practices and cover planning, SCI adjudication and
appeals practices, counterintelligence, and covert contracting,

except as detailed below.

Release:
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(U) Release the fact of but no details about:
a. (U) Release Area Security Controls, including:

(1) (U) Perimeter Protection (Fencing, Lighting,
Entrances, Fire Control)

(2) (U) Facility Guard Force

(3) (U) Personnel Controls

(4) (U) Release General Security Practices (Safe
combination security, daily security check

system, security violations)

b. (U) Release secure storage of NRO classified materials
involving the following parameters:

(1) (U) NRO Classified Documents in Vaults and Secure
Areas

(2) (U) Classified Hardware, Components and Eguipment

(3) (U) Physical Security Construction Standards for
Vaults and Secure Areas

C. (U) Release the existence of the NRP Electrical

Communications Network under the Air Force Communications
Service.
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2. (U) Exemption Category 25X2: Reveal
Information That Would Assist in the
Development or Use of Weapons of Mass
Destruction

Redact:

a. (U) Redact information relating to the survivability
and vulnerability of NRP satellite systems to the effects of
nuclear weapons.

b. (U) Redact information describing NRP satellite system
countermeasures against the effects of nuclear weapons and those
countermeasures’ effectiveness.

c. (U) Redact information detailing the survivability and
vulnerability of NRP ground systems to the effects of weapons of
mass destruction, including nuclear, biological, and chemical
weapons.

d. (U) Redact information describing NRP ground system
countermeasures against the effects of weapons of mass
destruction and the effectiveness of those countermeasures.

Refer:

(U) Unless contained in a document generated by another
government agency, refer any classified or unclassified
information related to weapons of mass destruction concerning
chemical or biological weapons to the U.S. Army. Refer similar
information concerning radiological and nuclear weapons of mass
destruction to the Department of Energy.
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3. (U) Exemption Category 25X3: Reveal
Information That Would Impair U.S. (b)(1)
Cryptologic Systems or Activities

—teres |

Redact:

(U) Redact information relating to cryptographic eguipment
employed on an NRP program. This includes but is not limited to
information related to techniques, design, and/or use.

Refer:

(U) Refer to NSA any information related to cryptologic
system descriptions, technology, capabilities, operations,
program names and numbers, dates, contractors, funding, or

vulnerabilities of these systems, whether used in NRO
satellites, ground stations, or by some other federal agency.
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(U) Exemption Category 25X4: Reveal
Information That Would Impair the
Application of the State-of-the-Art
Technology Within a U.S. Weapon System

(Uy NRO-developed technology may be used in U.S. non-space
systems, including weapon systems; conversely, U.S. weapon
system technology may be used in NRO overhead systems. NRO
near real time overhead systems also provide defense~related
information for the planning and conduct of military
operations.

Redact:

(U) Redact information that identifies exactly how NRP
overhead systems directly support U.S. forces, and where and
when these NRP systems provide critical information to U.S.
weapon systems that improves their battlefield accuracy and
lethality. This information includes but is not limited to NRP
collectors, data provided (including formats), communications
methods and limitations, recipients, planned uses, and
vulnerabilities. (Note: the fact that NRP overhead systems
support the warfighter with imagery and signals intelligence
is unclassified.)

Refer:
(U) Refer information relating to state-of-the-art

technology employed in U.S. weapon systems to the appropriate
DoD agency.
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5. (U) Exemption Category 25X5: Reveal Actual
U.S. Military War Plans That Remain in
Effect

Redact:

a. (U) Redact one or more Basic Encyclopedia (BE) numbers
if associated with past or present editions of the Single
Integrated Operations Plan.

b. (U) Redact one or more BE numbers if connected to a
specific ground installation/facility that may be associated
with current war planning.

C. 57577NF+ Redact one or more BE numbers associated with
ground installations/facilities which by their nature reveal a
U.8. intelligence interest in‘

d. Tt~ Redact any BE number if it is revealed that a

concerning the installation/facility associated

with the BE numberxr.

e. (U} Redact all lists of BE numbers if revelation of
their association provides an inclusive view into U.S.
intelligence interest or knowledge, for example, a list that
identifies all targets in support of OPLAN XYZ.

Release:

a. (U) Release single BE numbers or lists of BE numbers
not revealing above classified associations.

b. (U) Release any and all BE numbers from the Southeast

Asia theater of operations (Vietnam, Thailand, Cambodia, Laos)
15 Nov 1961- 30 April 1975.
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6. (U) Exemption Category 25X6: Reveal
Information That Would Seriously and
Demonstrably Impair Relations between the
U.S. and a Foreign Government, or Seriously
and Demonstrably Undermine Ongoing
Diplomatic Activities of the U.S.

Redact:

—{S~E) Redact fact of and details about

Refer:

a. (S7 7 T8R4+ Refer to the National Geospatial-
Intelligence Agency (NGA—formerly NIMA): Indications of

Y
sensitive tasking (e.g., l ‘

575~ Also refer to NGA: fact of and details

b.
about ‘

c. 4~ Refer to the State Department: fact of and details

about \
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8. (U) Exemption Category 25X8: Reveal
Information That Would Seriously and
Demonstrably Impair Current National
Security Emergency Preparedness Plans

(T77To8e3—The NRO|

|

Redact:

(U) Redact all information of NRO plagﬁj

|

Refer:

(U) Refer to the Federal Emergency Management Agency/Office
of Homeland Security: All information on national security
emergency preparedness planning by other federal agencies,
including the defunct Office of Civil Defense and the Office of
Defense Mobilization.
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9. (U) Exemption Category 25X9: Violate a
Statute, Treaty, or International Agreement

Refer:

(U) (Also see Section 6 for guidance on referring
international agreements to the State Department.) There may be
instances where statutes, treaties, and/or international
agreements may affect the outcome of declassification decisions
regarding information in NRO records. Before citing this
exemption as the basis for a declassification decision, refer it
to the Seal and Release Authority, who will effect coordination
with the appropriate NRO officials to confirm the public
disclosure status of the pertinent information, pursuant to the
terms of a specific law, treaty or agreement.
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10.1 (U) Names and Signatures

(U) Redact the names, labeled photographs, and
signatures of government and military personnel, foreign
or American, employed, assigned, detailed to, or
participating in the NRO/NRP who are not senior
government officials: Unless they appear on the release
list in Appendix B, fall under an approved release
category below, or have been publicly released elsewhere
in connection with the NRO/NRP by a duly authorized
source.

(U) Redact the names of contractor personnel who have
worked on the NRO/NRP unless they appear in Appendix B,
fall under an approved release category below, or have
been publicly released elsewhere in connection with the
NRO/NRP by a duly authorized source.

(U) Redact the names of Air Force personnel assigned
to CIA overhead systems unless they appear in Appendix B,
on the CIA list of releasable names, fall under an
approved release category below, or have been publicly
released elsewhere in connection with the NRO/NRP by a
duly authorized source.

(U) Redact Social Security Numbers wherever they are
encountered.

Redact:
a.
b.
C.
d.
Release:
a.

(U) It is IRRG policy to Release the names of Department of
Defense personnel, with the exception of DoD personnel
assigned to or participating in the NRO/NRP, or IC
individuals.

(U) Release the names and labeled phoctcocgraphs of the
following people:

(1) (U) All past and present DNROs.

(2) (U) All past and present NRO Deputy Directors
(DDNROs) .

(3) (U) Past Directors of NRO Programs A, B, C, & D.
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(U) Past Directors of the NRO Staff (SAF/SS &
SAF/MSS) .

(U) Past and present directors or deputy
directors of NRO Headguarters Directorates,
Offices.

(U) Elected or presidentially-appointed
government officials guiding CAL development or
using its product.

(U) Corporate senior executives, where their
corporations are releasable.

(U) Senior foreign government officials are
releasable unless context indicates otherwise.
(U) Senior government officials. These include,
but are not limited to:

" Department Secretaries or Agency Heads and
their Deputies;

e NOTE: For IC, senior government
officials include only the Directors
and their Deputies.

» Associate and Assistant Secretaries of
Departments and Agencies.

* Senior staff members of the Executive
Office of the President (Assistants to the
President or the equivalent).

» Members of Congress and committee staff.

» Military flag officers and General
Officers.

(U)Contractor personnel who worked on the WS-
117L/SENTRY/SAMOS Program before 1 September
1960.

(U) Names and labeled photographs of government
and all military personnel (regardless of rank)
who were assigned to the NRO AND associated with
declassified programs.

= EXCEPT CIA personnel whose names should be
referred to their agency to ascertain if
their names are releasable.

(U) Names of US military photo-interpreters
working at NPIC associated with CORONA
(U) Names and pictures of USAF bucket Recovery
Pilots and air crews associated with the film
return systems.

(U) NSAM 156 Committee members.

(U) Advisory committee members advising on an
NRO/NRP program are releasable unless context
indicates otherwise.
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(16) (U) NRO authors publishing papers at the
unclassified level.

(U) Release the names of personnel in executive branch
agencies outside the Intelligence Community barring any
privacy or current security concerns.

(U) Release 25-year-old photographs of unnamed individuals
where the context does not present a substantial risk of
inadvertently identifying an individual whose name would be
redacted.

(U) Release all other names unless specifically authorized
to redact them.
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10.2 (U) Proprietary Information

(U) Even though “Proprietary” information may not be classified,

redact any information so marked that has been designated for
non-~disclosure by an NRO contractor after documented
consultation. Redaction of proprietary information must refer
to these legal citations: 41 USC 423 (Procurement Integrity Act)
and 18 USC 1905 (Trade Secrets Act).
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10.3 (U) NRO-NASA Relationship

7377?E$4 The NRO has supported NASA space flight programs with
advanced technology and imaging sensors developed in the
National Reconnaissance Program (NRP) since 1962. During the

Cold War years, the NRO and the NSAM (National Security Action
Memorandum) 156 Committee imposed limits on the resolution that
NASA’s imaging sensors could achieve at the earth’s surface.
The first formal agreement between the two agencies, pertaining
to NASA’s Lunar Program, was signed in August 1963 and provided
for NRO support of the Lunar Orbiter and Apollo projects.
American leaders originally sought to avoid any revelation that
connected NASA with the intelligence community, given the
international repercussions such a revelation might have among
foreign nations that hosted NASA activities on their sc¢il. The
NRO has provided technical assistance, guidance, and/or
instruments to the space agency for its Lunar Program, Apollo

Applications Program,

Program, Svace Transportation Svstem (Space Shuttle)ﬂ ‘

‘ This
“dual-use” of NR echnology over the years has resulted in
substantial savings to the government. Some aspects of this

assistance have been publicly released; other aspects remain
classified as described below.

Redact:

a. (SYY)._Redact all information related to the CIA/NRO
contract cover and security controls developed to handle
NASA/NRO contracts and image processing for Lunar Orbiter,
UPWARD, and later joint efforts.

b.-7§77TRT#ﬁEL) Redact all references to NRO or NRO-

contractor

c. (8/7Tr~RE&L) Redact all references to NRO or NRO-

contractor‘

d. TS/ TR/BFEEr- Redact all reference to‘
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b
were released Through NASA Tor The beneflt of The scientifiic be )
community,

e. (U) Redact all information not specifically identified
for release below.

Release:

a. (U//FDHQ) Release Lunar Orbiter Project details, except
for NRO contract cover/security and image processing controls
identified above under redact.

b. (U) Release fact of Project UPWARD, described to the
public as the Lunar Mapping and Survey System (LM&SS). UPWARD
provided NRO cameras to NASA’s Project Apollo, intended for
lunar surveillance as a backup to the SAMOS-derived Lunar
Orbiter Project. In 1967, with the success of Lunar Orbiter,
UPWARD was redirected for use in earth orbit on the Apocllo
Applications Program {(AAP). The AAP-UPWARD effort was ultimately
cancelled. Technical and programmatic details for UPWARD are
releasable per the guidance found for GAMBIT in Appendix G.

c. (U) Release all information related to Project
PERCHERON, the GE-proposed use of GAMBIT KH-7 Orbital Control
Vehicle (OCV) to support NASA imaging experiments 1in earth
orbit.

d. (U) Release fact that the NRO provided the Itek
optical bar camera that NASA used in the Apollo Command/Service
Module on Apollo 15-17 missions and that stayed in lunar orbit
during flights to the moon. (NOTE: The camera and descriptions
of its use to map the moon are unclassified and appear in
numerous NASA records.)

e. (U/f?DSQL\Release fact of and limited details about the
28 August 1963 “DOD/CIA-NASA Agreement on NASA Reconnaissance
Programs.” Discussion of contractor cover arrangements and
security controls, as specified above under redact, remain
protected.

f. (U) Release fact of and details about a DOD-NASA
committee established in 1966 to review, coordinate and monitor
NASA activities that involved the NRP, known as the Survey
Applications Coordinating Committee (SACC). The SACC reported to
the DOD-NASA Manned Space Flight Policy Committee (MSFPC,
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composed of three seniors from DDR&E, NASA, and NRO). MSFPC
functions were expanded to include responsibility for approving
the recommendations of the SACC.

g. (U) Release fact that the SACC and NSAM 156 Committee
reviewed and approved Apollo earth orbit Contingency Mission
Plans for missions 13-17, and that the 18-inch focal length
Hycon camera in Apollo 13 and 14 Service Modules could be used
to image the earth, and that the Itek 24-inch focal length
panoramic camera in the Apollo 15-17 Service Modules likewise
could image the earth.

h. (U) Release fact that approval of the 303 and 40
Committees (Presidential principals) was sometimes sought for
these decisions made by the SACC, MSFPC, and NSAM 156
committees.

i. (U) Release fact that the SACC/MSFPC and NSAM 156
Committee in 1966 imposed a rescolution at the earth’s surface of
20 meters (from any altitude), eventually reduced in stages to 5
meters, on all NASA image-forming sensors. Fact that these
imaging restrictions did not apply to NASA astronomical
experiments, which involved non-earth-looking efforts.

. (U) Release fact that the preceding committees in 1973
authorized an Earth Terrain Camera for flight on NASA’s SKYLAR
that had a resolution at the earth’s surface between 10 and 20
meters, which exceeded the 20-meter constraint imposed in 1966.
Fact that a joint agency group organized by the intelligence
community conducted a post-launch screening of imagery taken by
this camera before the photography was publicly released.

k. (U) Release fact that NASA and the NRO established a
joint “NASA/NRO Payload Accommodations Working Group” in the
mid-1970s to examine engineering technical problems and costs of
transitioning NRO payloads from expendable launch vehicles to
the Space Shuttle. And fact that NASA and the NRO also
established a joint “Program Review Board” at this time to
coordinate their respective programs and ensure that these
programs utilized common techniques and services when
appropriate.

1. (U) Release NASA’s limited role in the P-35 and P-417
programs of the Defense Meteorological Satellite Program (DMSP).

m (U) Release NASA’'s use of NRO SAMOS E-1 payload
technology in its 1966 Lunar Orbiter mission.
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n. (U) Release NRO support of NASA’s lunar reconnaissance
operations in the 1960s that involved unmanned and manned {[Lunar
Orbiter and Apollo] proijects, as established in the 28 August
1963 “DOD/CIA-NASA Agreement on NASA Reconnaissance Programs”
and associated correspondence (released by E{06-0005). Include
information about the NRO’s support for the subsequent Apollo
Applications Program, and the codeword UPWARD in asscciation
with these efforts. See Appendix G.
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10.4 (U) NSAM 156 Committee

(U) President John F. Kennedy judged American signals
intelligence and film recovery reconnaissance satellites, which
had begun operating in 1960, to be national assets essential for
defense preparedness. Seeking ways of securing international
acceptance of overhead reconnaissance conducted from outer
space, Kennedy issued National Security Action Memorandum No.
156 on 26 May 1962, which requested an assessment of the
political and informational aspects of satellite reconnaissance
policy. The NSC group formed to conduct this assessment, which
became known as the “NSAM 156 Committee,” issued its Report on
Political and Informational Aspects of Satellite Reconnaissance
Policy on 29 June. The report’s policy recommendations were
adopted as National Security Council Action (NSCA) 2454, Space
Policy and Intelligence Requirements, at the 502"¢ NSC meeting on
10 July 1962. This action established national policy for
reconnaissance satellites for the next thirty years.

(U) Keeping in mind the need to protect NRO information equities
identified above and elsewhere in this guide:

Release
a. (U) Release NSAM 156 (26 May 1962) and NSCA 2454
(approved 10 July 1962).
b. (U) Release the names of NSAM 156 Committee members.
c. (U) Release the minutes of NSAM 156 Committee Meetings

and related correspondence that address:

(1) (U) Reconnaissance satellite fact of disclosure
policy.

(2) (U) Political and security aspects of NASA earth
sensing.

(3) (U) Reconnaissance satellite fact of disclosure

policy in Strategic Arms Limitation (SAL) talks.

(4) (Uy Release impact of SALT I ratification on
reconnaissance satellite disclosure poelicy.

(5) (U) Release monitoring of SKYLAR mission planning
and approval of use of 10-meter resolution camera
on SKYLAB.
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(6) (U) Release likely Soviet reaction to fact of
disclosure and to proposals for joint (US-USSR)
space programs.
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10.5 (U) ARGO & the Civil Applications Committee

(U) Could NRP satellite imagery be used for U. S. civil
applications? Unquestionably it could, a fact that became
obvious to many government officials when Corona satellites
began to return large quantities of photography of the earth in
the early 1960s. As a result, in 1966 the NASM 156 committee
recommended, and the United States Intelligence Board approved,
granting a limited number of TS//TK clearances to employees and
consultants of wvarious civil agencies to permit their review of
reconnaissance satellite photography. 1In early 1967,
Presidential Science Advisor Donald F. Hornig, with the approval
of the DCI and Secretary of Defense, authorized a study of
selected satellite imagery by the Departments of Agriculture,
Interior, and Commerce, along with the Agency for International
Development and NASA. “Project Argo” sought to determine
satellite imagery’s usefulness for economic, social, and natural
resource surveys. The group of resource experts issued a four
volume report in March 1968, concluding that existing imagery
would be of considerable value in archeological, glacial,
hydrological, geological, and agricultural studies; forestry
management, surveys of land use and natural disasters; and
mapping and urban area analyses; among other uses.

(U) An ARGO Steering Committee representing relevant federal
departments and agencies was subsequently formed to consolidate
their data reguirements and submit them to the appropriate
components of the intelligence community for tasking in the NRP.
A charter for this group was issued in 1970. Subsequent
formation of the Committee for Ciwvil Application of Classified
Overhead Photography of the United States, popularly known as
the Civil Applications Committee (CAC), formally established the
group in 1975. Headquartered at the U.S. Geological Service
Advanced Systems Center in Reston, Virginia, the CAC oversees
and facilitates “civilian agencies’ use of classified systems
and coordinates the incorporation of photography, derived data,
and technology in the performance of domestic civilian functions

.” The CAC charter, revised later in the 20™ century, expanded
natural disaster monitoring worldwide, with a network for
assessment and response. It also changed the official name to
Committee on Civil Applications of Classified Remotely Sensed
Data.

(U) At the USGS Advanced Systems Center, major applications of
NRO-furnished overhead data include responding to natural

disasters, detecting and mapping the spread of wildfires,
monitoring volcanoes and ecosystems, and mapping wetlands. The
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NRO was and 1is a non-voting Associate CAC member, along with the
Department of State and the National Geospatial-Intelligence
Agency (NGA—one of whose predecessor organizations was NPIC).
CAC Voting Members include the Departments of Agriculture,
Energy, Transportation, Commerce, Interior, the Federal
Fmergency Management Agency, the National Science Foundation,
the Environmental Protection Agency, the National Aeronautics
and Space Administration, and the U.S. Army Corps of Engineers.

(U) Any questions about the release of information not covered
in the instructions below should be referred to your redaction
supervisor.

Redact:
a. ey ayan R+~ Redact all references to the use of
currently classified NRO overhead system products employed by
ARGO and CAC | (b)(1)
(b)(3)
b. (U) Redaction guidance for names can be found in

Section 10.1 of this guide.

c. (UJ?EUSQL.Redact all information related to CIA/NRO
cover and security controls adopted for this effort, including
procedures for security clearances, which were developed to
facilitate transfer of NRP overhead data from the intelligence
community to the civilian agencies that composed ARGO/CAC.

Release:

a. (U) Subject to the redaction instructions listed above
and elsewhere in this guide, release all memoranda, letters,
briefings, reports and charters that cover the establishment and
evolution of ARGO and CAC, including their working groups.

b. (U) Release the names of all principals involved in
establishing and operating ARGO and CAC from the civilian
agencies, the intelligence community, and the Department of
Defense (e.g., committee members, chairmen, DCIs, Deputy
Secretaries of Defense, president’s science advisors, etc.).

C. (U) Release the fact that the NRO provided classified
remote sensing data to other federal agencies for civil support
purposes, to include general information about the following
aspects of that support.
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(U) Classified overhead imagery support to other
federal agencies began in the mid-1960s under the
auspices of the Presidential Science Advisor.

(U) In 1969 a special facility, operated by the U.S.
Geological Survey, was established in the Washington
DC area to support use of classified remote sensing
data by federal civilian agencies.

(Uy A Presidential Executive Order created the Civil
Applications Committee (CAC) in 1975. The CAC
provided and continues to provide interagency
oversight and advocacy for the collection and use of
classified overhead imagery and data by federal
civil agencies.
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10.6 (U) International Traffic in Arms Regulations
(ITAR) , Export Controlled Technology and Technical
Data

(U//FODS_ Some 25-year-old or older NRO records that describe a
space system’s design and operation completely, with specificity
and in great detail, may assist an adversary to build and launch
similar modernized versions. Such records could be subject to
export controls under the ITAR. Manuals associated with the
Standard Agena D booster-satellite, which were serially produced
and used in the NRP for 25 years, are a case in point. Similar
records or technical manuals that describe obsolescent launch
vehicles may also fall under the Missile Technology Control
Regime (MTCR).

(U//EBQQ) Although the spacecraft and launch vehicles in
question are no longer state-of-the-art, public release of
detailed information about their design, construction, and
operation can be tantamount to an export. These records will be
marked Unclassified and designated For Official Use Only (FOUO),
and shall not be publicly released. Questions on whether a
specific record is subiject to export control restrictions will
be referred to the Office of Policy and Strategy.
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(U) Appendix A - GRAB/POPPY Review Guide

(U) Preface

(U) This document contains declassification guidance for the
protection of NRO information equities involving the GRAB and
POPPY electronic intelligence reconnaissance satellites. Such
declassification is conducted under the NRO Business Function,
Automatic and Systematic 25-year Declassification Review
Instruction 56-2-3, as approved on 22 July 2009. The DNRO has
appointed the Management Services and Operations Directorate’s
Chief, Information Review and Release Group (C/IRRG) as the
NRO’s initial Z5-Year Release and Denial Authority. Only the
Information Review and Release Group (IRRG) is authorized to
review 25-year-old NRO records and information equities for
declassification or exemption from declassification.

(U) This appendix updates and replaces declassification guidance
contained in Appendices A and G of version 1.0 of the “National
Reconnaissance Office (NRO) Review and Redaction Guide” (RRG).
It is based on DCI decisions in 1998 and 2004 to declassify
these programs, and takes into account information officially
authorized for release in unclassified brochures at the program
declassification ceremonies. Limited public information on GRAB
and POPPY is also available from authorized releases of
satellite models, museum displays, and responses to Freedom of
Information Act (FOIA) requests.

(U) Original authority for protecting and releasing information
comes from three basic sources:

e (U) The NRO Review and Redaction Guide, Version 1.0.

e (U) DCI approval on 29 April 1998 of the “Proposal for
the Declassification and Release of Information
Regarding the First Satellite ELINT Collection
Program”.

e (U) DCI approval on 17 March 2004 of the
“Declassification Proposal for the Poppy Electronic
Intelligence Satellite Program (1962-1977)”. This
included a Boundary Document that provided guidance
for the protection of POPPY and GRAB information.
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(U) GRAB/POPPY Reconnaissance Assets - Equity
Considerations

(U) NRO: Owns GRAB and POPPY programmatic and space syste

m

equities, shares processing equities with NSA, and acts

as the initial point of contact for NRL and USN
programmatic equities.

(U) NSA: Owns collection guidance and priorities,
reporting, and product evaluation, and shares
processing, and collection planning and targeting with
the NRO. Acts as the initial point of contact for
processing operations conducted by service cryptologic

organizations.

(U) USN/NRL: NRO is the initial point of contact for NRL
and USN equities.

(U) If gquestions arise, refer to the respective agencies’
declassification units as appropriate.
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(U) Program Overview
(U) GRAB

(U) GRAB was the first operational U.S. intelligence satellite.
The project formally began as a U.S. Navy ELINT satellite system
in 1959, launched its first satellite in June 1960, and the
satellite operated successfully until August 1962. Its mission
was to obtain information on Soviet air defense radars inside
the country that could not be observed by Air Force and Navy
ferret aircraft flying ELINT missions along accessible borders
in Europe and the western Pacific.

(U) The Naval Research Laboratory (NRL) proposed an ELINT
satellite collection system in the spring of 1958, and President
Eisenhower approved full development on 24 August 1959.
Initially called Project TATTLETALE, after the President's
approval it was put in a tighter security control system named
CANES. Access was limited to less than 200 persons in the
Washington D.C. area.

(U) The first launch occurred from Cape Canaveral on 22 June
1960 on Thor Able Star booster number 283 as a piggyback payload
accompanying the Navy's TRANSIT II navigation satellite. With
initial launch a success, GRAB (also referred to as DYNO)
subsequently became the world's first operational reconnaissance
satellite.

(U) The GRAB satellite carried two electronic payloads, the
classified ELINT package and scientific instrumentation to
measure solar radiation (SOLRAD). A legitimate experiment, the
SOLRAD payload was publicly disclosed in DOD press releases and
served as a cover for the undisclosed ELINT payload.

(U) GRAB was inserted into near-polar orbit at 500 nm with a
ground swath of 3500 nm. Its antennas intercepted radar pulses
of a certain bandwidth within the S-band, and transponded a
corresponding signal to collection ground sites within GRAB's
field of view.

(U) GRAB was controlled by a sexries of Earth Satellite Vehicle
(ESV) huts deployed worldwide.

(U) The Director of Naval Intelligence exercised overall
control. Operators in the ESV huts recorded GRAB's transponded
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information onto magnetic tape and couriered it to NRL for
evaluation. The NRL then duplicated the tapes and forwarded
them for processing and analysis by the NSA in Maryland, and by
the Strategic Air Command (SAC) in Nebraska. Processing
revealed the radar's antenna scan rate, its pulse repetition
frequency, the type of radar, the radar disposition, and
permitted analysis of the threat and approximate location. SAC's
processing was aimed at defining the characteristics and
locations of air defense equipment to support preparing the
Single Integrated Operational Plan (SIOP), a war plan
responsibility of the Joint Strategic Targeting Planning Staff
at Offutt AFB, Nebraska. 1In searching the tapes for new and
unusual signals, NSA discovered the Soviets were already
operating a radar system that supported a capability to destroy
ballistic missiles.

(U) GRAB ended with the termination of GRAB 2 in August 1962.
(U) POPPY

(U) The U.S. Navy began the POPPY project as a successor to GRAB.
In time, its mission expanded to collect radar emissions from
Soviet naval vessels on the high seas. In July 1962 this U.S.
Navy reconnaissance satellite project and the organizaticns that
supported it formally became Program C of the National
Reconnaissance Office (NRO), funded through the National
Reconnaissance Program {(NRP). The launch of POPPY 1 occurred five
months later, in December 1962. The Strategic Air Command (SAC)
used GRAB- and POPPY-furnished intelligence on the location and
capabilities of Soviet air defense radar sites to prepare the
U.S. nuclear war plan, known as the Single Integrated Operational
Plan (SIOP).

(U) The man appointed first director of NRO Program C, RADM
Vernon L. Lowrance, USN, (who also served as the Director of
Naval Intelligence), in January 1963 notified the Director of the
National Reconnaissance Office, Air Force Under Secretary Joseph
V. Charvk, of the existing assignments and responsibilities
shared among the organizations participating in Project POPPY.
Within Program C, the Naval Research Laboratory designed,
developed, and operated the POPPY satellites. The NRO’s Air
Force element, Program A, launched them, and the National
Security Agency (NSA) received, analyzed, and reported findings
derived from the intercepted radar signals. The Naval Security
Group (NSG) coordinated field operations involving personnel from
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the Air Force Security Service (AFSS) and the Army Security
Agency (ASA), and maintained and operated POPPY ground sites at
various locations that changed over the years. Project
coordination was effected through monthly meetings of a POPPY
Technical Operations Group (TOG) made up of representatives from
each of the participating organizations.

(U) In 1968, POPPY’s demonstrated capabilities prompted the
Chief of Naval Operations, Admiral Thomas Moorer, to request
that these ELINT satellites be used experimentally to collect
radar emissions from Soviet naval ships at sea. The success of
that experiment led Secretary of the Navy John H. Chaffee to
submit a formal operational requirement for that mission to the
intelligence community in 1970. By the time that POPPY 7 ceased
operating on orbit in August 1977, the project’s mission
emphasized ocean surveillance for operational naval commanders.
GRAB and POPPY launch dates and results, released publicly on 12
September 2005, appear in section 9.2 of this appendix. Each of
the POPPY satellites averaged 34 months of useful life on orbit.

TS/7 TR/ RPEE The POPPY system depended on

‘ Two to four satellites were carried on
each launch wvehicle.
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(U) GRAB/POPPY Organization Information

Release:
.—SW

1.\h$k_Release the history, key events, antecedents, government

2.

organizational participants and interfaces, and program
structure of the GRAB program, including the later role of
the NRO, unless directed otherwise by the RRG or this
appendix. References to detailed technical characteristics of

related non-satellite programs, e.g.,
%hould be redacted or referred to (b)(1)

NSA or Navy. (b)(3)

(U) Release the fact that Program C was located in the
Washington, D.C. area and included elements of the Naval
Research Laboratory and the Naval Security Group.

(U) Release the historical relationship between the NRO and
Naval Supply Systems Command (NAVSUPSYSCOM [OSP]), Naval
Security Group Command (NAVSECGRUCOM) and Naval Space Warfare
Command (SPAWAR-40) .

(U) Release membership and functions of the Technical
Operating Group (TOG) for the GRAB predecessor system to
POPPY.' During the POPPY program, the TOG operated as the
staff for the Director, Program C.

a. (U) Formed by the DNI in August, 1959
b. (U) Reps from NRL, NSG, NSA, and the ONI STIC

c¢. (U) NRL member was designated project
manager/technical representative, and was responsible
for overall system concept.

d. (U) The NSG member was designated the project
operational representative. NSG was responsible for
directing and coordinating all mission ground station
operations, including commanding the satellite
operations

e. (U) The NSA member was designated the advisor to the
staff. NSA authorized the allocation of sexrvice
personnel to man and operate the mission ground
stations. It also processed all intercept data and
disseminated the ELINT product to the Intelligence
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Community. NSA also interpreted national intelligence
collection and processing requirements governing
selection of the frequency ranges for GRAB collection.

f. (U) The STIC member provided intelligence requirements
to the director, provided signal analysis support to
NSA, monitored the signal analysis program, and
disseminated quality control technical data to the
mission ground stations.

(U) Release that the Navy GRAB ELINT program was transferred
to the NRP and redesignated POPPY on 16 Sept 1961.

(U) Release that on 23 July 1962 the DNRO established Program
C. The DNI was designated Director, Program C. The
following arrangements relative to Program C were instituted:

a. (U) Funding formerly provided by ARPA and the Navy was
transferred to the NRP.

b. (U) The NRO Deputy Director for Operations prepared
routine tasking schedules for operational control of
POPPY satellites with technical support from the TOG.

c. (U) The Navy Bureau of Weapons (BUWEPS) provided a
fiscal representative to the Technical Operations
Group who was responsible for: preparing the annual
budget; disbursing funds to the NRL; and submitting
records of expenditures to the Director, Program C.

d. (U) NSA continued to fund manning and support of the
ground stations, magnetic tape costs, as well as
processing and analysis accomplished by NSA.

e. (U) The NRO Program A (SAFSP) assumed responsibility
for launching Program C satellites and for launch
vehicle/satellite integration.

(U) Release that in 1967, ONI was redesignated as the Naval
Intelligence Command (NIC). COMNAVINTCOM retained the
responsibility of Director, Program C.

(U) Release that in 1970, the Director, Program C was dual-

hatted as Manager of the Navy Space Project Office (PM-16)
within the Naval Materiel Command.
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9. (U) Release that in 1973, the Navy's PM-16 was redesignated
PME-106 of the Naval Electronic Systems Command. Its manager
continued as Director, Program C.

10. (U) Release that on 30 September 1977, the DNRO directed
termination of the POPPY program.

Refer:

(U) Refer to NSA, information related to NSA’s organization
relating to GRAB/POPPY, except as specified above. Note: POPPY-
related NSA organization information (based on NSA’s FOIA FO07-
0088 coordination) is provided in Addendum 1: GRAB/POPPY Terms,
Cryptonyms and Codewords section to this appendix)

(U) Security

Redact:

1. (S77TEA~REL) Redact descriptions, methodologies, and
procedures of any planned or executed U.S.{ ‘
associated with GRAB or POPPY. Associated security plans
remain classified. (See exception at Release 1, below.)

2. (U) Redact Identification of buildings and room numbers for
NRL GRAB/POPPY activities.

Release:

1. (U) Release that GRAB shared satellite platforms with
unclassified, publicly recognized scientific payloads that
incidentally provided a legitimate “white world” cover. The
following facts and general information concerning GRAB
program security planning may be released:

a. (U) DYNO program originally was initiated at the DOD
SECRET level with the code name TATTLETALE.
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b. (U) The project was later put in a tighter security
control system named CANES. Access was limited to
less than 200 persons in the Washington D.C. area.

2. (U) Release that the GRAB satellite carried two electronic
payloads, the classified ELINT package and scientific
instrumentation to measure solar radiation (SOLRAD). A
legitimate experiment, the SOLRAD payload was publicly
disclosed in DOD press releases and served as a cover for
the undisclosed ELINT payload. The cover name GRAB
(galactic radiation and background) was used for the
combined DYNO intelligence mission.
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(U) Terms, Code Words and Project Names
Redact:

1. (U) Redact all classified terms and accompanying explanatory
information for items designated as classified in Appendix C
of the RRG. Note: POPPY-related terms are also provided in
Addendum 1: GRAB/POPPY Terms, Cryptonyms and Codewords
section of this appendix)

Release:

(U) Release GRAB and POPPY association with the following names
and terms can be publicly revealed. See Appendix C of the RRG
and Addendum 1: GRAB/POPPY Terms, Cryptonyms and Codewords
section of this appendix for a more complete listing of
releasable terms, code words, and project names.

CANES CANIS CHARLIE DOSIMETER
DYNO ECM EROS GGSE

GRAB GREB HOLD Navy ELINT
POPPY REPTILE SISS ZULU SOLRAD
TATTLETALE WALNUT

Refer:

(U) Refer to NSA information related to NSA-related terms, code
words, and project names relating to GRAB/POPPY, except as
specified above or in Appendix C of the RRG or Addendum 1:
GRAB/POPPY Terms, Cryptonyms and Codewords section of this
appendix.
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(U) GRAB and POPPY Program Declassification

(U)

Senior level correspondence and associated attachments

relating to the program declassifications of GRAB and POPPY was
released in part through responses to FOIA requests between 2003
and 2006.

Redact:

1.

(U) Redact information concerning GRAR and POPPY program
declassification not specifically authorized for release
below.

Release:

1.

(U) Release descriptions of actions taken after 1997 to
declassify the GRAB and POPPY programs, including the
previously released positions taken by the DCI, DNRO, and
DIRNSA and associated dates, provided non-releasable
information as specified above and elsewhere in the Review
and Redaction Guide for Automatic Declassification of 25-
Year-0ld Information i1s not released.

(U) Release information in the report of the GRAB risk
assessment team relating to the proposed release of textual
information and display panels, provided non-releasable
information as specified above and elsewhere in the Review
and Redaction Guide for Automatic Declassification of 25~
Year-01ld Information is not released.

Refer:

(U)

Refer to NSA, NSA correspondence or references to NSA

actions or positions regarding GRAB/POPPY declassification
that have not been previously released.
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(U) Acquisition Activities

Redact:

(U) PARTICIPANTS AND RELATIONSHIPS

1. (U) Redact all contractors and subcontractors associated with
the design, development, launch, and operation of the GRAB and
POPPY Navy ELINT reconnaissance satellites that are not listed

below or otherwise properly approved for public release.

2. (U)

Redact detailed contractual information not approved for

release or otherwise specified for redaction under RRG 1.11.3.

Release:

1.

Release NRO and NRL contractors and subcontractors
associated with the design, development, launch,
of the GRAB and POPPY Navy ELINT reconnaissance satellites,

and operation

including those that are listed below as authorized for public
release:

Refer:

American Electronic Laboratories
Ampex

Applied Physics Laboratory (APL)
Applied Research Inc.

Bendix

Consolidated Electrodynamics
Craig Systems

DuKane

Electronic Engineering Company
General Electric

General Electronics Lab

General Dynamics

Haller, Raymond, and Brown (HRB)
ITT

Keithley
Magnecord Inc.
RACAL

Scientific Atlanta
Sylvania

Systems Engineering Laboratory
TACO
Tapetone, Inc.
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(U) Refer to NSA information regarding contractors (not listed
as releasable above) involved with NSA processing or
development of NSA processing systems for the ELINT data
collected by the GRAB/POPPY satellites.

(U) FUNDING AND PERSONNEL

Redact:

1.

(U) Redact NRO Program C funding information and methods,
including amounts in programming and budget proposals,
approved budgets, and transfers of funds per approved budgets.

(U) Redact all information (CCP and Navy) specifying or
implying funding/cost data for the processing of, and/or for
the design, development, and operation of systems used to
process the ELINT collection results of the GRAB/POPPY
satellites.

(U) Redact manning totals for Program C organizational
elements at NRL.

(U) Redact names and labeled photographs of individuals who
are not senior government officials or listed as releasable in
Addendum 1: GRAB/POPPY Terms, Cryptonyms and Codewords section
of this appendix. (See Release 3 below). Senior government
officials include but are not limited to individuals at or
above the following levels: Department Secretaries or Agency
Heads and their Deputies; Associate and Assistant Secretaries
of Departments and Agencies; senior staff members of the
Executive Office of the President (Assistants to the President
or the equivalent); members of Congress and committee staff
directors; and O-7 military officers or above (General
Officers and Admirals). For NRO, NSA and CIA, government
officials include only the Directors and their Deputies. Note:
information on names released in FOIA F-05-0054 and released
in FOIA F-07-0088 is provided in the related tables for this
appendix.

Release:

(U) Release Navy funds spent on GRAB prior to formation of
the NRO's Program C (23 July 1962).
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2. (U) Release non-NRO funding information for components of
GRAB/POPPY-associated space and ground systems and related
services.

3. (U) Release names and labeled photographs of individuals
listed as releasable in Section 10.1 and Appendix B of the
RRG and names of senior government officials (other than NRO
or CIA) associated with the GRAB/POPPY programs. (See Redact
4 above for definition of senior government officials.)
Photographs without identification are releasable. Note:
information on names released in FOIA F-05-0054 and to be
released in FOIA F-07-0088 are provided in the related
tables for this appendix.

(U) SCHEDULES, CONCEPTS, AND PLANS

Redact:

1. (S//TK/T®8%) Redact schedule-related information

(schedules, requirements, concepts and plans), including
schedule~related information on related NSA systems or
programs, which would reveal sensitive information on
GRAB/POPPY.

2. (S7/7TRAREL) Redact schedule-related information relating

to the POPPY follow-on system (includin all‘
information and the designator The Tact of a
follow-on system, without explanatory detail, may be(bx1)

released. (b)(3)

Release:

(U) Release general information on POPPY and GRAB schedules,
requirements, concepts, and plans subject to redact item
above.

Refer:
(U} Refer to NSA, schedule-related information for NSA

GRAB/POPPY systems or programs, unless redacted in accordance
with redact 1 or redact 2 above.
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All redactions this page: (b) (1) and (b) (3).

(U) System Description
(U) General

Redact:

1. (S/7TR/REL) Redact all references to POPPY mission numbers
‘ ‘and paylocad numbers, and letter designations

2. (U) Redact information revealing POPPY mission durations.

3. (S/ ) Redact information revealing or implving “fact
of” POPPY dependence on

finN

.MRedact} L

5. (S/7TrEAREL) Redact

(See Section

8 below.)

6. (3/TTE/REL) Redact all references which would reveal
information about other classified NRO SIGINT systems,
including all information on or references to the POPPY

follow-on svstem {including references to

‘ hn accordance with
guidance in the RRG.
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All redactions this page: (b) (1) and (b) (3).

7. TS/ TESRER— Redact

8. (5//TK

RE Redact overhead SIGINT or ELINT collection

requirements when they could be used to infer classified
capabilities of GRAB/POPPY or other NRO SIGINT collectors. If
requirements documents are to be referred to the originators
because non-NRO information needs to be addressed, the NRO-
related classified reguirements should first be redacted.

9. S/~ Redact

10. (U) Redact any other information not specified below for
release.

Release:
1. (U) Release general information about the GRAB basic

operational concept:

a.

(U) Called for placing the satellite in an
approximately 70 degree-inclined circular orbit, at an
altitude of about 500 miles. The first launch was as
an added payload along with the much larger TRANSIT
IIA navigation satellite, also developed by the Navy.

(U) Without divulging any ground site location or
other identifying information, general information
about the fact that the GRAB satellites transponded
collected data to ground sites located around the
world where the information was recorded on magnetic
tapes and transported to NRL and subsequently to NSA
and SAC.

(U) General information that GRAB had the collection
sensitivity for radar main beam collection capability.

(U) SAC’s analysis and processing of GRAR data was to
determine the characteristics and locations of Soviet
air defense radars, such as GAGE and TOKEN, in support
of the SIOP. NSA analysis and processing included
search for new and unusual signals.
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e. (U) The GRAB launch dates, launch vehicles/sites, and
indications of mission success/failure (see table in
section 9.3). Release information on the actual
satellite orbits as it has been released to the public
and could also have been easily determined by the
Soviet Union from their space tracking system.

f. (U) Durations of all GRAB missions.

2. (U) Release general information about the POPPY basic
operational concept:

a. (U) Called for placing multiple satellites in an
approximately 70 degree-inclined circular orbit, at an
altitude of about 500 miles.

b. (U) Without divulging any ground site location or
other identifying information, general information
about the fact that the POPPY satellites transponded
collected data to ground sites located around the
world where the information was recorded on magnetic
tapes and transported to NRL and subsequently to NSA
and SAC.

c. (U) That POPPY stretched transponded pulses resulting
in the fact that transmitted pulses would bear no
fidelity to pulses detected other than the spacing
between their arrivals.

d. (U) General information that POPPY had the collection
sensitivity for radar main beam collection capability.

e. (U) The POPPY launch dates, launch vehicles/sites, and
indications of mission success/failure (see table in
section 9.3). Release information on the actual
satellite orbits as it has been released to the public
and could also have been easily determined by the
Soviet Union from their space tracking system. Note:
POPPY mission durations are not releasable. (See
Section 4.1, redact 2.)

f. (U) Subiject to redaction information elements listed
above, the fact that the POPPY operational concept
evolved into one featuring two or more satellites in
one launch for improved coverage. The “fact of” and
general facts about R&D payloads are releasable;
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information about the collection techniques being
investigated is not releasable.

3. (S/7TE/~REL) Release general information regarding the
technigques used and the accuracy of single satellite

geolocation techniques and that they can be used to achieve
gross miss distances (e.g., scores of miles) and large
areas of uncertainty (e.g., hundreds of square miles).
GRAB’s single ball emitter location accuracies may be
disclosed

4._T§77TKTfRE£+ Release general information on POPPY station
keeping and the fact of stabilization systems, designs and
technigques, including the gravity-gradient stabilization
experiment (GGSE). Details that disclose the specific
techniagues used or

5. (U) Release general information on NRL test chambers, such
as thermal-vacuum, used for satellite design and
development.

(U) Overall Collection Strategy

Redact:

1f_7§7TK7TREﬁ+ Redact information revealing the capability to

2. (U) Redact all references to the frequency bands or
specific fregquencies targeted by POPPY satellites or their
GRAB predecessors.

3. T§7TTK+%REL) Redact references to POPPY collection,

tasking, processing, or reporting of signals
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4. (U) Redact any other information not specified for release
below.

Release:

1. (U) Release "Fact that" collection and measurement of the
following radar parameters was to be derived from GRAB
signal processing:

a. (U) Radar Radio Frequency Band (RF)

b. (U) Pulse Repetition Frequency/ Pulse Repetition
Interval (PRF/PRI)

c. (U) Antenna Scan Rate

2. (U) Release general information that the original mission
of GRAB was to intercept and identify known types of S-band
radars in the Soviet Union, especially in its deep
interior, and to discover and describe new types of radars.
A further ELINT goal was to locate these radars as
accurately as possible.

3. (U) Release the fact that NSA and SAC exploited GRAB data
to develop technical intelligence about Soviet radar and to
support building the SIOP.

4. (U) Release that after GRAB had first detected the Soviet
ABM radar candidate in 1961, collection regquirements and
collection emphasis for follow-on GRAB/POPPY focused on
gaining detailed information about the ABM radars during
the period up to 1967.

5. (U) Release "Fact that" POPPY missions first conducted
ocean surveillance of ship borne radars in 1967. General
information about POPPY's mission evolution intc one of
predominantly ocean surveillance until program termination
in 1977.

Refer:

(U) Refer to NSA, GRAB/POPPY collection strategy information
except as specified above.

(U) Tasking and Reporting
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Redact:

1.7 57+ REt3— Redact references to and implications of

2. (U) Redact processing and reporting timeliness
specifications and statistics of actual timeliness
performance.

3.8 Redact

4, FS~ANE). Redact

5. (U) Redact any other information not specifically
identified below for release.

Release:

1. (U) Release the fact that the NRO Satellite Operations
Center (SOC) in the Pentagon coordinated tasking of the
POPPY satellites against the collection requirements of the
U.S. Intelligence Board (USIB). Naval Security Group
Headgquarters retained responsibility for operating the
Control Center that translated the SOC's interpretation of
Intelligence Community instruction into commands for the
satellite.
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2T-E§Tﬁ?FF.Release references to inadvertent, non-specific
collection of allied radar systems can be admitted as a
matter of physics.

3. (S/7 Release the facts of SIGINT targeting of (1) Asia,
in general, and (2)Warsaw Pact Conventional Forces from
1964-1967 have been declassified by NSA and may be released

(b)(1)

4. (U) Release instances of Intelligence Community (b)(3)
assimilation of intelligence products from multiple
unclassified or declassified systems.

5. (U) Release the fact of, but no details on, the

transmission of POPPY ocean surveillance information to
operational naval forces.

Refer:

(U) Refer to NSA, all tasking and reporting information except
as specified above.
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(U) Space Segment

(U) Satellite Vehicles

Redact:

(U)

Redact any information not indicated below for release.

Release:

1.

2.

(U) Release photographs, drawings, and models/artifacts of
all GRAB and POPPY satellites, including ELINT paylocad
antenna configurations and receiver components {(full-scale
models of the various GRAB and POPPY satellites are on
public display ). The weights and dimensions of all
satellites and subsystems are also releasable. A top level
GRABR satellite functional block diagram with interpretation

is releasable.

a. (U) Release general information concerning the GRAR
satellites being of spherical configuration with a
diameter of 20 inches. The first satellite weighed 42
pounds, while later GRAB satellites weighed up to 55

pounds.

b. (U) Release general information about the fact that
the first POPPY launch occurred on 13 December 1962
when a 2-satellite configuration was put into orbit.
These satellites had a stretched spherical shape and
weighed about 55 pounds.

c. (U) Release general information about the fact that
first of two POPPY 3-satellite configurations was put
into orbit in June 1963. These satellites also had a
stretched spherical shape and eventually weighed up to

130 pounds.

(U) Release general information about the fact that the
first POPPY 4-satellite configuration was put into orbit in
March 1965, and that all remaining POPPY missions featured
the 4-satellite configuration.

(U) Release that the POPPY multi-face design was first used
in 1967, with three of the four satellites being multi-

TOP SECRE N/NOFORN

Approved for Release: 2017/06/20 C05095967

126



Approved for Release: 2017/06/20 C05095967

TOP SECR QFORN

All redactions this page: (b) (1) and (b) (3).

face. The multi-face satellite measured 27 inches across
flats at its 12-sided equator. The basic multi-face
structure was used on all POPPY satellites thereafter. They
welighed between 162 - 282 pounds.

(U) Release general information related to the power
generation subsystems and capacities of the GRAB and POPPY
satellites.

(U) Release general information, including specific RFs,
regarding the design and operation of the command receiver
in the satellites. (See section 7.1 for redactions
required for formats and contents of the uplinks.)

(U) Sensors

Redact:

1.

(S//TR77RES Redact

2. (B/7TR/7RESY Redact data concerning detection probability

3.

calculations and detection probability for specific classes
of targeted emitters by GRAB/POPPY ELINT receiver systems.
This includes receiver detection sensitivity.

TUSTHESSAREL) . Redact ELINT intercept antenna/receiver

detection patterns and plots

(S/7TE/~RE+> Redact all references to specific ELINT
intercept radio frequency bandwidths cited in proposed or
as-built specifications of RF band plans for individual GRAB
or POPPY satellites. Redact upper and lower frequency
limits of GRAB 1 because it carried a single ELINT receiver
(see Release 4 below).

S/ e~ REL). Redact references to implementation of
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5777 RER) Redact | |

(b)(1)

7.

(b)(3)
(U) Redact any other information not specifically identified
below for release.

Release:

1.

(U) Release general information concerning use of the open
crystal video receiver for all GRAB and POPPY missions,
including a photograph of the GRAB receiver assembly. Also
release general information that pulse time of arrival was
first determined by analog means but that digital means was
used later.

(U) Release general information that for initial ELINT
receivers, omni-directional azimuth coverage was provided by
deploying six monopoles around the surface of the sphere.

(U) Release the fact that as POPPY frequency coverage
expanded, the "antenna farms" on the satellites grew to
contain turnstile arrays, conical monopoles, open-end
waveguides, dipoles and horns.

(U) Release the upper and lower limits of a satellite

mission’s (not that for an individual POPPY satellite)
overall RF coverage except for GRAB 1, which carried a
single ELINT receiver. The fact that GRAB 1 frequency
coverage was within the S-band is releasable.

(U) Release non-mathematical qualitative statements of
detection intercept likelihood, provided that unacknowledged
detection capabilities are not revealed.

(U) Release references to the fact of implementation of
pulse width measurements without explanatory detail.
References to fact of investigations into signal parameter
measurements other than pulse width, provided that no
details are released.
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(U) Ground Segment

(U) Location

Redact:

1.

Filal PR O A e N e LS

ey REF Redact location and identification of all
stations, detachments, activities, and facilities that
hosted ground interrogation, collection, analysis,
processing, and reporting for GRABR and POPPY missions,
including those listed below, but not including Wahiawa,
Hawaii, Hybla Valley, VA, (see release 1 below). Also redact
any information that can be used to deduce location of
ground stations. Such information might include data link
ground slant range or periods of visibility. It might also
include the station designation for specific ground stations
or other anecdotal information such as nearby points of
interest.
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2. S/TESFREE Redact the fact that the GRAB engineering data
readout and commanding facility at Hybla Valley, Virginia
was relocated to in 1967.

3. (U) Redact any other information not specified for release
below.

Release:

1. (U) Release the fact that the TATTLETALE/CANES/GRAB
operational concept called for a dual interrogation/receiving
hut, called the calibration hut. The calibration hut was
deployed to Naval Communication Station, Wahiawa, Hawaii for
initial on-orbit checkout by NRL during the mission of GRAB 1.
This operation was later relocated to an NRL site located at
the Coast Guard Communications Station in Hybla Valley,
Virginia. The Hybla Valley facility was relocated in 1967.
NOTE: Station designation numbers for these releasable
locations are not releasable.

2. (U) Release the fact that GRAB calibration huts were placed at
ground SIGINT sites around the periphery of the USSR. General
location descriptors such as “Europe”, “Asia”, or “Africa” may
be used.

(U) MGS General Functions

Redact:

1. TS/71F~ Redact the fact that some ground sites associated
with GRAB/POPPY

2. (U) Redact any other information not specified below for
release.

Release:

1. (U) Release the fact that ground sites associated with GRABR
were manned and operated by the Naval Security Group (NSG)
and that some of the GRAB/POPPY ground sites were operated
by—the Air Force Security Service and the Army Security
Service.
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(U) Without divulging any location or other identifying
information, release general information about the fact
that the GRAB satellites transmitted collected data to

ground sites located around the world.

(U) Release general information concerning the fact
TATTLETALE/CANES/GRAB ground stations were installed in
self-contained transportable shelters known as Earth
satellite vehicle (ESV) huts. These were lightweight,
aluminum structures designed for worldwide service
conditions. All equipment was installed at the NRL.
Transportable by helicopter, aircraft, truck, rail, or
ship, the huts were shipped to various worldwide locations
as essentially stand-alone facilities. Photographs of the
exterior (including antennas) are releasable provided the
photographs do not indirectly reveal ground station
location from the photo background. Photos of the interior
of the huts are releasable, as are general descriptions of
the GRAB ground collection configuration, including
commercial equipment identifiers, and a simplified
functional block diagram and interpretation for the
intercept and record functions.

(U) Release the fact that GRAB ground stations were
gradually replaced by permanent buildings, thus permitting
installation of better processing equipment. Photographs
of the prefabricated POPPY operations buildings used in the
1970s (without antenna detail) are releasable. Release
general facts regarding ground antenna tracking
capabilities and systems.

(U) Processing

Redact:

1. (S/7/TR/RE: Redact all information revealing the
processing results of GRAB and POPPY collected signals in
terms of numbers of radar locations, accuracies

| ‘and timeliness of reporting. Redac

measurement techniques and capabilities. and intermediate
quantitative performance descriptors
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2. (U) Redact ELINT digital data processing technigques and
methodologies, including (1) algorithms, (2) computer code,
and (3) intermediate results (i.e. computer printouts).
Redact information about the use and value of

(b)(3) 3 (CT77RETT Redact

4. (U) Redact system descriptions and performance information
regarding computers and processing systems developed for or
by NSA.

5. (U) Redact all other information not specified below for
release.

Release:

1. (U) Release general information about the fact that
analysis of the GRAB and POPPY data was performed at NSA
[with some analytic support from NRL and the Navy
Scientific and Technical Center (STIC)] and SAC.

a. (U) Release general information that signals collected
by the early GRAB ELINT payloads in 1960 revealed that
the actual density of radar data over the Soviet
interior was many times greater than anticipated.
Volume and density of data overwhelmed existing US
analytical capabilities and stimulated development of
computer—-aided approaches. Grab’s yield provided
intelligence analysts at the National Security Agency
(NSA) with ELINT data that kept them busy during the
period between GRAB 1 and GRAB 2. By October 1961, NSA
had developed an automatic system to improve the time-
consuming processing of GRAB ELINT data.
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b. (U) Release the fact that NSA’s data analysis of
signals collected by GRAB was intended to allow the
determination of radar characteristics of pulse
repetition frequency, antenna scan rate, and radio
frequency band, as well as a very rough approximation
of emitter location. Further analysis allowed
determination of radar disposition and analysis of
threat.

c. (U) Release references to the fact that GRAB was used
by SAC to define the characteristics and location of
air defense equipment in support of the SIOP. Release
references to SAC’s processing philosophy for GRAB.

d. (U) Release references to the fact that NSA, in
searching the collection tapes for new and unusual
signals, found a Soviet radar that supported an ABM
capability.

(U) Release information describing general manual
processing procedures at the POPPY ground sites along the
following lines. One operator tracked the pass in
azimuth/elevation and selected polarization for recording.
A second operator logged signals of interest. After a
pass, analog analysts at the ground site played back the
tapes and performed aural and visual scans of each of the
recorded data links. Parameters of these signals of
interest were measured and tabulated. After verification of
the parameters, analysts at the ground site prepared a
daily signal of interest (SOI) report for transmission to
NSA and others.

(U) Release information, including performance, regarding
the supporting external systems used to estimate the
satellite ephemeris as an input to ground processing.

(U) Release analog analysis techniques and methodologies,
including those at ground sites, NRL, NSA, and SAC, may be
disclosed provided they do not disclose system performance
information that must be withheld. Terms such as PRI
bridging, pulse deinterleaving, burst duration angle, and
burst maker may be released without explanatory details.
Quantitative performance descriptors are not releasable.

(U) Release the general history of GRAB/POPPY processing
developments, including the names of computers and tape
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processing equipment employed, and the organizations
involved.

Refer:

(U) Refer to NSA all information related to GRAB/POPPY ground
processing, except as specified above.
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(U) Communications Segment

(U) Trajectory, Tracking, Telemetry and Command

Redact:

1. (C7/7®EH Redact descriptions of operational command

protocols associated with pavyload receivers, |

2. (S/7TR*REL) Redact information about the specific POPPY
RFs and the format and information content of the VHF
command uplinks for GRAB and POPPY.‘

byl
1 3]

3. o779 I— Redact

LT

4TS/ 7TR/7RE: Redact all information regarding details of
link vulnerability to intercept by adversaries and
encryption options.

5. (U) Redact any other information not specified below for
release.

Release:
1. (U) Release, for VHF telemetry downlinks, general
information (see Boundary Document, paragraph 3) about the

information content of the signal, and specific RFs.

2. (U) Release, for VHF command uplinks, specific RFs for GRAB

and POPPY. Information about the format and information
content of the uplinks is not releasable. (See Redact 2
above.)

3. (U) Release general information about the link intercept
analysis and resulting debate prior to the approval of the
first GRAR (CANES) launch.
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Refer:

Refer to NSA, information about COMSEC techniques and
capabilities except as specified above.

(U) ELINT Downlinks

Redact:

1. (U) Redact information that would reveal the content of
specific downlinks (see Section 7.1, Redact 2).

2T~T§77TK%+RELL_Redact all information regarding details of

link vulnerability to intercept by adversaries and
encryption options.

3. (U) Redact any other information not specified below for
release.

Release:

1. (S/7TR’RE:+ Release, for VHF ELINT downlinks, release
specific RFs, bandwidth, and average transmitter power.
Information that would reveal the content of specific
downlinks is not releasable because it would reveal
tasking, and collection capability.

2. (U) Release general information about the link intercept
analysis and resulting debate prior to the approval of the
first GRAB (CANES) launch.

Refer:

Refer to NSA, information about COMSEC technigues and
capabilities except as specified above.
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(U) Capabilities, Accomplishments and Products

Redact:
1. (C//TR/¥RE&y- Redact references to the types of radars
collected,‘ ‘ (Note: Gage

and Token as examples of GRAB detection capability have
been released and are exceptions provided details such as

frequencies are not released.) Redact references to the
il il

'4

signals, Redact

gquantitative information on SAC’s SIOP-related mission
success for GRAB or POPPY.

2. S/ AH9—Redact references to mission objectives or

‘ A capability to detect other
emitters cannot be denied; thus inadvertent, non-specific
collection can be admitted as a consequence of Physics (see
release 9 below).

3. TS/ ERAARELY . Redact

a. TS7~~REL). Redact

b =777 REL]  Redact

c. TS/ 7 TR/~RELLRedact | W

d. (S77TR~REL) Redact

e, (S77TR/ARELLRedact |
| |

137
TOP SECRE N/NOFORN

Approved for Release: 2017/06/20 C05095967




Approved for Release: 2017/06/20 C05095967

TOP SECR QFORN

All redactions this page: (b) (1) and (b) (3).

f . (ST TR~REL) Redact

g.7§77TR#%RELLBedact references to detection by POPPY of

( ‘The term “Soviet naval radar” is permissible.

h.(§77Tﬁ¢4§EL)Redact reference

“General intelligence” is acceptavre.

i.(§77?k?%R§L)Redact‘ ‘

4, (577TK#%REL) Redact

5. {377/ TE REI—Redact details of POPPY collection
accomplishments against high-powered ABM signals. General
statements referencing these systems as targets for POPPY
are releasable\ \

6. (CF¥RLLREL) Redact details of POPPY collection
accomplishments in support of ocean surveillance, including
quantitative requirements, including references to
detection by POPPY of

| [ Use of the
generic term “Soviet naval radar” is acceptable (see
release 5 below). Times of detections of specific naval

signals (direct or indirect) are not releasable |

[ Rererences to specilic dates are
acceptable. Detailed descriptions of ship tracking events
are not releasable for similar reasons.
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7.

General information describing examples of ship tracking
may be released if specific times, ship identities, and
ship locations are not released. No information that

reveals capabilities to | may be
released. No quantitative information on timeliness of
reporting.

aETTTKf%RELl Redact‘

8. (S/TTTRIVREL) Redact |

9. (577TK//REL) Redact information about on-orbit subsystem
failures and the resulting effects on mission capabilities
in specific time periods.

10. (U) Redact any other information not specified for release

below.

Release:

1. (U) Release, only general information regarding the radar
type and, time, of an intercept. Use of generic terms,
such as “Soviet naval radar”, “mobile threat emitter” or
“high powered ABM radar”, are acceptable for describing
radar type. Date/times should generally include only the
date of detection (no times); even broad statements
regarding the intercept location should not be released.

2. (U) Release the fact that GRAB and POPPY intercepts

contributed to EOB production.
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(U) Release qualitative general information on SAC’s
mission success (see redact 1 above). SAC's processing was
aimed at defining the characteristics and locations of air
defense equipment to support preparing the single
integrated operations plan (SIOP), a war plan
responsibility of the Joint Strategic Targeting Planning
Staff at Offutt AFB, Nebraska. Release information
indicating that the results from GRAB were felt to have a
direct and significant bearing on this effort as well as on
strike force tactics and EW hardware.

(U) Release, subject to release 1 above, general references
to ABM search and the contributions of GRAB and POPPY to
general intelligence and technical intelligence on Soviet
high powered ABM systems

(U) Release general references (no details) to the
evolution of POPPY from an ABM signal detector to a system
which primarily supported naval ocean surveillance.

(U) Release general descriptions of Poppy’s capabilities to
perform the ocean surveillance mission as described below
(see redact 6 above).

a. (U) Release references to detections of Soviet naval
ship emitters provided that timeliness of the
reporting, radar type, specific location, time of
detection is not identified (see release 1 above).

b. (U) Release references to general qualitative
information describing examples of ship tracking may
be released in the absence of specific times, emitter
types, ship identities/types, or ship locations.

. (C/7TRy~REL). Release the “fact of” ‘

(U) Release inadvertent, non-specific collection of
emitters in non- Soviet countries as a consequence of
Physics (see redact 2 above). The facts of SIGINT
targeting of (1) Asia, in general, and (2) Warsaw Pact
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Conventional Forces from 1964-1967 have been declassified
by NSA and may be disclosed.

Refer:

(U) Refer to NSA information about GRAB/POPPY accomplishments
and products except as specified above. Except as specified
above, refer all reporting if the intelligence content is
identified as derived from SIGINT.
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(U) Launch Operations

(U) Launch Vehicle Utilization

Redact:

(U)

Redact any GRAB/POPPY related information not specified

below for release.

Release:

1.

(U) Release design and performance information related to
the GRAB/POPPY launch vehicle systems and the interfaces
with other unclassified payloads: Thor Able Star, Scout,
Thor-Agena, and Thorad-Agena. Design details are not
releasable for Thor-Agena and Thorad-Agena. On-pad
photographs of launch vehicles with payloads are
releasable.

(U) Release information on ascent trajectories for specific
launches.

(U) Release the fact that GRAB 1, because of presidential
constraints, had 22 data collection passes during its
lifetime.

(U) Release the fact of and general information about the
second GRAB launch on 30 November 1960 that had to be
destroyed before achieving orbit. Debris landed in Cuba,
killing a cow and causing subsequent launches from Cape
Canaveral to be modified to avoid over-flights of Cuba in
the future.

(U) Launch Dates

Release:

1.

(U) Release all launch dates and associated information on

launch vehicle, launch location, mission identification (GRAB
vice POPPY), and success/failure information as specified in the
table below is releasable.
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(U) GRAB and POPPY Launch Dates and Results

No. Date Site’ Launch Vehicle/Result Mission
1 6/22/60 ccC Thor Able Star GRAB 1
2 11/30/60 cC Thor Able Star (failed) GRAB
3 6/29/61 CcC Thor Able Star GRAB 2
4 1/24/62 CC Thor Able Star (failed) GRAB
5 4/26/62 PA Scout (failed) GRAB
6 12/13/62 VAFB Thor Agena D POPPY 1
7 6/15/63 VAFB Thor Agena D POPPY 2
8 1/11/64 VAFB TAT Agena D POPPY 3
9  3/9/65 VAFB Thor Agena D POPPY 4

10 5/31/67 VAFB Thor Agena D POPPY 5

11 9/30/69 VAFB Thorad Agena D POPPY 6

12 12/14/71 VAFB Thorad Agena D POPPY 7

‘(U) Launch Site: CC = Cape Canaveral FL; PA= Naval Missile Facility at
Point Arguello, CA (later part of VAFR); VAFR = Vandenberg Alr Force Rase,

CA.
TOP SECRE N/NOFORN
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(U) Redaction Categories Other Than Sources and Methods

(U) Reveal Information that would Impair US
Cryptologic Systems or Activities (25X3)

Refer:
Refer to NSA, information that would impair US cryptologic

systems or activities except as specified for GRAB/POPPY
elsewhere in this guide.

(U) Impair Relations with a Foreign Country (25X6)

Redact:
1 A S/AFRAFT Redact | l
2. TS77MF~Redact | (b)(1)

3. =5/ —Redact |

(U) Violate a Statute, Treaty or International
Agreement (25X9)

Refer

(U//FO There may be instances where statutes, treaties,
and/or international agreements may affect the outcome of
declassification decisions regarding information in POPPY
records. Before citing this exemption as the basis for a
declassification decision, refer it to the Government Approving
Authority, who will coordinate with the appropriate NRO
authorities to confirm the public disclosure status of the

TOP SECRE N/NOFORN
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information at issue pursuant to the terms of a specific law,
treaty, or agreement.
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(U) Addendum 1: GRAB/POPPY Terms,
Cryptonyms and Codewords

(U) Column One identifies the term, cryptonym, codeword,
codename, indicator, etc.

(U) Column Two identifies the current classification status of
the term or codeword and contains a number between 1 and 3 that
identifies the classification relationship between the codeword
and the activity:

“1” means that both the codeword and the activity are
classified. In many cases, NRO does not have
authoritative information on the appropriate designator.
These cases have been conservatively designated as “1”
and noted as “interim”, pending receipt of additional
information.

“"2” means that the codeword is currently unclassified, but
all information about the activity and any revealing
context remain classified. (Note: the codeword must be
redacted if it reveals still classified information.)

“3” means that both the codeword and the activity are
unclassified. (Note that some aspects of the activity may
still be classified.)

(U) Column Three provides background or context for the
codeword and often guidance and/or instructions regarding

information associated with the codeword. The classification
and content of the column 3 information for items designated
“classi 1 (interim)” are not authoritative. They represent

NRO’s best current information on the item.

(U) AFSCN: Air | declas-3 (U) A global configuration of space-

Force ground link resources interconnected
Satellite through communications links to
Control provide tracking, telemetry, command,
Network. and control functions primarily for

manned and unmanned DoD and non-DoD
satellite operations and space vehicle
missions.

(U) A-Group declas~3 | NSA group targeted on European
Communist and Warsaw Pact countries.

(U) AFSS: The declas-3 | TSwProvided overseas facilities for
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Air Force one of the GRAB ground sites. (NOTE:
Security

Service

(U) ASA: The declas-3 | ™~ Provided facilities for GRAB ground

Army Security
Agency

sites. (NOTE:} \

{U) Athos Declas-3 (U) German-developed crystal video
receiver of WWII.

(U) AUDICO: declas-3 (U) Developed by NSA to convert analog

Automatic ELINT signals collected by GRAB/POPPY

digital to digital.

conversion

computers

(U) BOGART declas-3 (U) A special purpose computer designed
by NSA for efficient data conversion
and formatting of the GRAB ELINT
intercept data. B

(U) BORESIGHT declas-2

S//RE

(U) BUCKSHOT declas-3 (U) The nickname associated with the
unsuccessful NRL multi-payload launch
in January 1962 called COMPOSITE. See

- COMPOSITE.
classi-1 | To be supplied.
_ (interim) (b
Lg}fﬂfl) classi-1 )
(interim)

(U) BULLSEYE declas-2 (U)

(U) BUWEPS: declas-3 (U) Assumed responsibility for

The Navy financial execution of the POPPY

Bureau of program within the Navy in the early

Weapons 1960s. It provided a fiscal
representative to the POPPY TOG to
carry out such functions.

(U)y CAMS: The declas-3 (U) Interactive software programs,

Computer-Aided
Manual System

written by HRB and installed at the

ground sites by NRL.
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computer

software

(U) CANES declas-3 (U) The Navy ONI security compartment
established to protect information
concerning the Navy ELINT
reconnaissance satellite program when
it was ostensibly cancelled under its
original name of TATTLETALE.

(U) CANIS declas-3 (U) A misspelling of the term CANES
described above that may be present in
documents dealing especially with the
GRAB Navy ELINT project.

—SFFIRT classi-1 |TS77FE—
| —

{(U) CHARLIE declas-3 (U) Nickname for Program C.

(U) CLASSIC

WIZARD

(U) COMPOSITE | declas-3 (U) The name for an unsuccessful
multi-payioad launch on 24 January
1962 of three NRL experimental
satellites and two other non-NRL
satellites. A GRAB satellite was one
of the NRL payloads. It also was
nicknamed BUCKSHOT. See also SurCal,
LOFTI, INJUN.

(U) CoOsAa-5. declas-3 (U) Was the first organizational

The advanced
signals
analysis
division of
the office of
COllection and

2lement in NSA dedicated to analysis of
ELINT intercepts. It evolved from the
former NTPC. COSA-5 later became C-15.
COSA became C-1. C-14 was special
oroijects division involved in machine
processing of ELINT data. C-13 was

Signal Communications Intelligence Div.

Analysis

(COSA)

(U) COURIER declas-3 (U) A communication satellite project
whose transfer to Army control per a
September 1959 decision by SECDEF
McElroy also affected management
arrangements for DISCOVERER, SAMOS,
MIDAS, TRANSIT, and SpaSur.

(Uy DOSIMETER | declas-3 (U)y Unclassified payload launched with
POPPY/GRAB.

(U) DYNO declas-3 (U) The name assigned to a GRAB

upgrade (superseded by POPPY) and
applied retroactively to all GRAB

flights.
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(b) (1) and

(b) (3).

(CT7REL- ‘ classi-1 | (N |

(U) ECM: declas-3 | (U) Acronym for electronic

Electronic countermeasures systems.

Counter

Measures

( classi-1 (B Early code word for the CIA's

EGGSHELL SIGINT collection site in Iran along
the Soviet border.

(U) ELCOM declas~-3 (U) ELINT committee of a joint
intelligence board (USIB).

(U) ELT: ELINT | declas-3 (U) ELINT report issued by NSA.

Technical

Report

(U) EPHEMERIS | declas-3 (U) The orbital parameters of any
satellite, such as inclination,
apogee, perigee, and periodicity.

(U) EPL: ELINT declas-3 (U) Comprehensive report on foreign

Parameter system ELINT parameters issued by NSA.

Limits ~

jEjJQEL) EROS | classi-1 | To be supplied.

(interim)

(U) EXPLORER declas~-3 (U) The first satellite orbited by the
United States. It was launched on 31
January 1958.

(U) FERRET declas~3 (U) The generic name applied to the
ELINT reconnaissance satellite
variants within the SAMOS development
program. The respective variants were
F-1, F-2, and F-3.

{ [Note: Continue to protect the

(U) FOV: Field  declas-3 (U) An ELINT satellite will detect any

of View. emitter radiating on a targeted
freguency in its field of view on the
earth’s surface.

(U) GAGE declas~-2 (U) NATO designator for Soviet air
defense radar. NSA redacts.

(U) GERBER declas-3 (U) A unigque oscillograph developed by
NRL to convert GRAB analog tape to
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a

digital data for further analysis.

(U) GGSE: declas-3 (U) Unclassified payload launched with

Gravity GRAB/POPPY.

Gradient

Stabilization

FExperiment

(U) GRAB declas-3 (U} The unclassified program name for
the Navy ELINT reconnaissance satellite
project after it was placed in the
CANES security compartment by the Navy
Director of Naval Intelligence. It also
was an acronym that stood for Galactic
Radiation Background, which was a
legitimate scientific experiment used
as cover for the ELINT mission.

(U) GREB: The declas-3 (U) Was a solar radiation measurement

acronym for payload that also served as a cover

Galactic mission for the GRAB Navy ELINT

Radiation reconnaissance satellite project. It

Energy Balance was the progenitor to the legitimate
Solar Radiation experiment. See
_SOLRAD.

(U) HOLD declas-3 | ™y The security control system
instituted by the Office of Naval
Intelligence in 1961 to replace the
CANES control mechanisms and
procedures associated with the GRAB
ELINT satellite system.

(U) declas-2 | IS

(U) INJUN

declas-3 7]

&~ A piggyback scientific satellite
sponsored by Dr. James Van Allen to
study the radiation belts around the
carth. It was connected to the GRAB-2
ELINT satellite and both were launched
in piggyback fashion with a TRANSIT
ITIB communication satellite.

L
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(U) JUNO declas-3 (U) A modified wversion of the JUPITER C
IRBM that launched the EXPLORER
satellite, the first successful U.S.
satellite.

(U) JUPITER C declas-3 (U) An intermediate range ballistic
missile that was used to put small
satellites into orbit in the early
19508

(U) K-4/8SP declas-3 ,u}r’NSA Office of Special Projects

—EQE§1——‘ (formerly divisions in C-Group) .
Processed and analvzed ELINT data.
Included‘

(U) LOFTI declas~3 (U) A 60 pound NRL experimental
satellite to study ionospheric effects
on very low frequency propagation. It
was lost during the January 1962
unsuccessful COMPOSITE launch.

TS//RELT ‘ clasi-1 089

(U) MIDAS declas-3 (U) The name of an Air Force project
under the WS-117L development umbrella
program with the objective of
developing an infrared missile warning
_satellite.

(U) MOON declas-2 | TS| |

BOUNCE ‘

(U) MPRO declas-3 |NSA Office of Machine Processing

(C/TREE_ classi-1 T_

(interim)
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(U) NASA: The declas-3 (U) Continues to exercise leadership

National over the civilian space program. Their

Aeronautics tracking facilities supported the

and Space launches of the GRAB ELINT satellite.

Administration

(U) Navy ELINT | declas-3 (U) Nicknames for GRAB and POPPY
programs.

(U) NEW declas—3 (U) Official nickname for the Air

HORIZON Force WS-117L military satellite
development effort in the 1950s.

(U) NRL. The declas-3 (U) Organization within the Navy that

Naval Research designed and developed the GRAB and

Laboratory POPPY ELINT satellites.

(U) NSG. The |declas-3 | (™ Was the Navy organization that

Naval Security performed on-orbit operational control

Group of the GRAB and POPPY ELINT
satellites. May also be referred to as
COMNAVSECGRU or NAVSECGRU.!

(U) NTPC. The |declas-3 | ™ Was the primary interagency ELINT

National analysis organization at the early

Technical stages of development for the GRAB

Processing ELINT satellite project. It soon

Center relocated and became integrated into
NSA, where it became part of the
fledgling ELINT organization within
NSA named COSA-5. Formerly known as
Army and Navy Electronic Evaluation
Group.

(U) ONI. The |declas-3 (Uy Was the organization that provided

Office of overall executive direction within the

Naval Navy for the design and development of

Intelligence the GRAB ELINT satellite.

(U) PAPS: declas-3 (U) POPPY Ground Station processing

POPPY system developed by NRL.

Automated

Processing

System

(U) PIED PIPER

declas-3

(U) The original cryptonym assigned to
the Air Force WS-117L adwvanced
reconnaissance satellite program in
1955,

(U) POPPY

declas—3

(U) Navy ELINT proiject. Follow-on to

GRAB.
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All redactions this page: (b) (1) and (b) (3).
(U) PROD declas~3 (U)y NSA Office of Production. PROD-03
was the technigques group.
(U) PROJECT declas~3 (U) The first military communications
SCORE satellite, it was developed by the Air
Force and broadcast the first voice
message from space -- President
Eisenhower's Christmas message in
1958.
T/ REL classi-1 | (O] |
] (interim) | |
(U) REPTILE declas-3 (U) The code word used by NSA for
POPPY-related exploitation and product
reporting
(U) R-Group diEEEE;E/Q"IUT~NSA Office of R&D. [
|
(U) SAMOS declas-3 (U) An Air Force reconnaissance
satellite development effort under the
auspices of the WS-117L umbrella
development program. It included
imaging and ELINT reconnaissance
satellite projects.
(S77ReEE) classi-1 (S//TRT Lﬁ
{(interim) d
(U) scouTt declas-3 (U) An Air Force booster used in
unsuccessful attempts to launch GRAB
GRAB in April 1962.
declas-2 [Ts-
(U) SENTRY declas-3 (U) An earlier name for the SAMOS
reconnaissance satellite development
Jeffort outlined above.
(S77RER— classi-1 | (3NGK) | |
‘ (interim)
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Center under
the Office of
Naval

Intelligence

redactions this page: (b) (1) and (b) (3).

(U) SIOP: The |declas-3 TN The U.S. nuclear war plan. Soviet

Single ELINT threat data from GRAB and POPPY

Integrated was used for planning USAF/SAC bomber

Operational routes to the various targets

Plan contained within the plan.

(U) SISS ZULU declas-3 (U) The unclassified covername used by
the Naval Security Group to refer to
its participation in the POPPY program
(chiefly with regard to organization,
billets, budgeting, & logistics).

(U) SOC: The declas-3 (U) Located in the Pentagon, it

NRO Satellite translated the collection requirements

Operations levied by the intelligence community

Center. for tasking by the satellite ground
stations. It was disestablished in
the late 1970s.

(U) SOLRAD: A | declas-3 (U) Was a legitimate scientific

solar experiment launched with the GRAB ELINT

radiation satellite. Acknowledgment of the

payload SOLRAD experiment provided protection
for the classified ELINT payload. See
GREB.

(U) SPASUR: declas~3 (U) Space surveillance system

The Naval comprised of a chain of transmitter

Space sites and receiver sites, forming a

Surveillance continuous wave electronic fence above

facility the southern states from coast to
coast. Can also be referred to in the
records as NAVSPASUR.

(U) STAR declas-3 (U) The codeword assigned to describe
ELINT variants being developed under
the Air Force WS-117L satellite

— developmental umbrella.

(S/TTE/REL) |classi-1 | (S//TR) B

| |

(U) STIC. The declas-3 ‘(U) STIC provided a representative to

Scientific and the GRAB TOG. The STIC member of the

Technical TOG provided intelligence requirements

Intelligence to the TOG director; provided signal

analysis support to NSA; monitored the
signal analysis program; and
disseminated quality control technical

data to the mission ground stations.
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All redactions this page: (b) (1) and (b) (3).

(U) SURCAL declas-3 (U) The term associated with a small
nine pound NRL satellite designed as a
space object to calibrate the Naval
Space Surveillance fence. It was lost
during the unsuccessful January 1962
COMPOSITE launch.

“ts7rEE) classi-1 | (BF Later code word for a CIA SIGINT
TACKSMAN collection site in Iran along the
Soviet border.

(U) TATTLETALE | declas-3 (U) The DoD-SECRET name given
originally to the Navy ELINT
reconnaissance project which later
became GRAB.

(U) THOR ABLE declas-3 (U) An Air Force launch vehicle used to

STAR launch GRAB satellites.

(U) TIROS: declas-3 (U) Originally a Navy Vanguard program

Acronym for to record developing cloud formations,

Television and storm systems, and cloud cover images

Infrared for weather forecasting purposes.

Observation

System

(U) TOG: declas-3 (U) The interagency body established

Technical by the Navy to coordinate and control

Operations activities related to the GRAB ELINT

Group. satellite project.

(U) TOKEN declas-2 {U) NATO designator for Soviet air
defense radar. NSA redacts.

(U) TRANSIT declas-3 (U) The name of the Navy navigation

satellite payloads from which early
GRAB payloads were launched in a
piggyback mode.

(U) VANGUARD declas-3 {U) The Navy space program from which
many important features of the GRAB
Program took root after Vanguard was
transferred to the control of NASA.

(U) WALNUT declas-3 (U) A security compartment established
by the Office of Naval Intelligence to
protect the Navy ELINT reconnaissance
satellite project after classification
orotection at the DoD SECRET level
became untenable under the name
TATTLETALE.

(U) WHITECLOUD |declas-2 (S

(U)y Ws~117L declas-3 (U) The term associated with an Air
Force umbrella project begun in the mid
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1950s to develop satellites for a
variety of functions, including

PIED PIPER, SENTRY, and SAMOS.

reconnaissance. See DISCOVERER, MIDAS,
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(U) Addendum 2: Releasable Personnel Names
Associated with GRAB/POPPY

(Addendum 2 of the GRAB/POPPY appendix 1s UNCLASSIFIED in its
entirety

RELEASE the following names and functions for either the GRAB or
POPPY, as indicated. Additional releasable names and functions
may also be found in Appendix B of the RRG.

NOTE: With the exception of the NRO and other Intelligence
Community components, names of Department of Defense officials
appearing in records twenty-five-years old or older are
releasable, as are the names of officials in other executive
branch agencies (e.g., DOE, NASA, etc.) or in the Congress. The
names of contractor personnel who have worked on GRAB or POPPY
are not releasable unless they appear below, in Section 10.1 or
in Appendix B of the RRG. CIA or NSA personnel, or personnel
assigned to the CIA or NSA likewise are not releasable unless
their names appear below, in Appendix B of the RRG, or in the
CIA list of releasable names. Any names that appear below, when
associated with more recent, specific NRO satellite programs or
activities outside of the GRAB/POPPY timeframe, should be
redacted under the Privacy Act exemption. See also release
authority regarding signatures in Section 9 of the RRG. Note:
Social Security Numbers will be redacted wherever they are
encountered.

NAME PROGR | AGNCY COMMENTS
Anderle, POPPY | NWL Orbital modeling
Richard J.
Arnold, POPPY | NSG CAMS operation/digital analysis
James M.
(Naval
enlisted)
Ashbacher, POPPY | NSG Standard operating procedures
Raymond W.
(Naval
offcr)
Bachelor, GRAB NRL Site Prep/Engineering Eval
William B.
Beal, Robert POPPY | NRL Satellite stabilization
T,
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Becke, GRAB, NRL Satellite equipment

Edward G. POPPY deployment/installation

Betz, Fred POPPY NRL On-orbit command & control
Bickham, POPPY | HRB Software development & enhancement
William W jr

Blodgett, POPPY | NSG Signals search

Robert P.

(Naval

enlisted)

Boenning, POPPY | NSA NRO engineering oversight (1967-69)
William R.

Booth, POPPY | NSG PAPS operational implementation
Bryant F.

{(Naval

offcr)

Boyd, Albert | GRAB NRL Equipment Shelter

P. Assembly/Engineering Services Div.
Brooks, POPPY | NSG Field site analog analysis mgmt
Ronnie

{(Naval

enlisted)

Bryant, POPPY | NRL Logistics Support

Robert

Calderwood, ? NSG Field site signals search

W. (Naval

enlisted)

Carey, Paul POPPY | NRL Satellite thrusting participation
B,

Carpenter, GRAB NRL Site Prep/Engineering Eval
Ralph A.

Christman, GRAR NRL Data Recorders

Donald B.

Chumbley, POPPY | NSG file maintenance

William T.

(Naval

enlisted)

Cokefair, POPPY | Navy Navy SORS rep

Judd

Cole, Isaiah | POPPY |[NSG Operations mgmt, TOG (1973-76)
C. ,Naval

offcr (flag)

Conley, NSA Chief, COSA-5

Herbert L.

Conlon, John GRABR, NSA, Data exploitation and

J. POPPY | NTPC search/technical intelligence

(1960-1968) ; NRO engineering
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oversight (1962-65)
Connolly, GRAB BUWEPS | BUWEPS sponsorship
Thomas F.
(Naval
offcr)
Conway, John POPPY | NSG Signals search, program analysis
(Jack),
Naval
enlisted
Conover, GRAB NRL Engineering Drawings
Alfred R.
Cook, Ralph POPPY NSG Operations direction (1963~71)
E. ,Naval
offcr(fliaqg) ‘ ‘
Copley, Col NSA Chief, |
John O. classified)
Cram, NSA Chief, classified)
Charles
Cudmore, GRAB NRL RF Systems
Patrick H.
Daniels, POPPY | HRB Computer aided manual system
Robert E. software
Dean, Mr. GRAB NRL Bureau of Naval Weapons Rep.
DeCourt, NSA Planning, data evaluation &
Henry F. GRAB, analysis, | |
POPPY (Release only when at NSA)
Deeley, NSA TOKEN location task force
Walter G. GRAB leadership, NRO transition planning
DeMark, HRB NRL support contract mgr,|
FEugene C. POPPY Eoncept, prototype
Dennis, NRL RF Transmitters Design
Marion Gary GRAB
Dix, Edgar GRAB NRL Space/Ground Interfaces & Launch
L. Vehicle Integration
Doheny, John NSA Chief, NSA W-24
B,
Drake, NSA Member, USIB ELCOM
Robert E.
Earl, GRAR, NRL Payload installation
Lawrence E. POPPY
Eichel, Lary | POPPY | NSG Assembly language software, Siss
A. (Naval Zulu operations
Offcr)
Eisenhauer, POPPY | NRL On board signal measurement systems
Robert E.
Ellis, GRAB, CIA CIA operations and representation
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Marshall POPPY to TOG

Fisher, POPPY | NRL Analog/digital data systems

Terry W.

Flach, POPPY | NRL Active satellite stabilization

George E.

Fraser, POPPY NSG

Lioyd C.

Gallagher, POPPY | NSA NSA manual data search and

Kenneth J. technical feedback, power
measurement mission advocacy,
(1968-77)

Garwin, GRAB, | IBM

Richard POPPY

Gebhard, ? NRL Co-author “Electronic Intelligence

Louis A. Satellite” (1957)

Getchell, GRAB, NSA Geolocation processing

Bassford C. POPPY

Gevyer, Gary POPPY | SAFSP West coast launch support

(USAF offcr)

Gorday, GRAB NRL Telemetry Assembly/Integration

Charles M.

Gran, Ralph GRAB NRL Ground Instrumentation

M.

Haines, GRAB NRL Printed Circuit Board Design

Clarence R.

Jr.

Hammarstrom, POPPY HREB, NRL support contract (analysis,

Lee M. NRL mgmt),project engineering support

Harding, POPPY | NRL Administration

Loretta

Harding, Roy | GRAB NRL Structures Assembly/Integration

A.

Hatch, D. NSA NCM
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