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IAIl redactions per (b)(3) unless omerwlse malcateal 

from: 
Sent: Fnda 12 201611-55 AM 
To: 

Subject: SIFIED 

Classification: UNCLASSIFIED 
====================================================== 

Advanced Collaboration Enterprise Services (ACES) 

Creating a Common Operating Environment (COE) for MOD Collaboration Enterprise 

This is a weekly status update on ACES for all relevant stakeholders. Hi2hIi2hts/Chan2f"sJn R .. ~ 
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====================================================== 
Classification: UNCLASSIFIED 
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from: 
Sent: 
To: 

Subject: 
Attachments: 

Approved for Release: 2018/07/19 C05113002 

I hursdav Mav 12 20161:39 PM 

IMPORTANT: Weekly ACES Update - UNCLASSIFIED 
MOD MMG Update ACES Deployment 11 May 16.pdf 

Classification: UNCLASSIFIED 
====================================================== 
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Advanced Collaboration Enterprise Services (ACES) 

Creating a Common Operating Environment (COE) for MOD Collaboration Enterprise 

This is a weekly status update on ACES for all relevant stakeholders. ,.' . .• :/("h", ... ",,,,,,, in D ..... 
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====================================================== 
Classification: UNCLASSIFIED 
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From: 
Sent: 
To: 

Cc: 

Subject: 

Approved for Release: 2018/07/19 C05113002 

\ \ 

Tuesdav. AUQust 09 2016 3:03 PM 

Mission Opportunity 2016-003: Advanced Collaboration Enterprise Services (ACES) - FULL 
DEMO AVAILABLE -- UNCLASSIFIED 

Classification: UNCLASSIFIED 

====================================================== 

All, 
Please be aware that a full ACES capabilities demo will be taking place this Friday (August 12th) at the ACES lab 

in Arlington from 1 to 3 pm. 
If you are interesting in attending, please conta~ Ion the TO line to confirm attendance and 

obtain meeting details. 
Cheers, 
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====================================:================= 
Classification: UNCLASSIFIED 
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From: I I :::av :uarv 05 2016856 AM 

I ~=_ A~-- #200233 -IATT approval- UNCLASSIFIED 

Sent: 
To: 
Cc: 
Subject: 

Classification: UNCLASSIFIED 
"====================================================== 

Dand~1 _ 

Request your approval of ,---I ---,_---"I-"-'A=C=ES'"{I_---,--___ ~Iso they can continue to test and complete the RMF steps. It 
should be in the DAO's queue I 

'--------

FYI - We have an ACES status meeting from 3-4pm ~ I today as well, looks as though neither of you were not 
'------

invited to. 

I was hoping the IAIT could be approved before the meeting if possible. 

Thank you, 

====================================================== 
Classification: UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: 

Classification: UNCLASSIFIED//FOUO 
====================================================== 

Just letting you know that RMF Steps 1 & 2 have been dosed for Xacta project I L __ I [ACES / Advanced Collaboration 
Enterprise Services]. The IATT Task request is currently in your queue. 

Thank you, 

====================================================== 
Classification: UNCLASSIFIED//FOgO 
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From: 
Sent: 
To: 
Cc: 
Subject: 

'-------
ACES Reapprove fix Xacta - UNCLASSIFIEDlfFOUO 

Classification: UNCLASSIFIED//FOeO 
~===================================================== 

ThanksD 

March 08 20 

'------~ 
CES Reapprove fix Xacta --- UNCLASSIFIEDl/fOUO 

Classification: UNCLASSIFIED/fpOEG 
====================================================== 

Done, but the line yotl pasted below shows it was approved already, that is all you need. 
[] 

~~ACES Reapprove fIX Xacta --- UNClASSIFIEDI/FOUO 

Classification: UNCLASSIFIED/fF9gO 
====================================================== 

Can you correct the IATT task back to DAD approved? Screen grab below. 
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1/6/201612:55:25 -IL _________ -----"1- DAO Rep Alt 

Workflow was modified 

Approve 

1/5/201610:40:31 -\L ________ ---"\- DAO (Gov Only) 

Approved 

• Recommend: APPROVE 

12/29/2015 11:23:42 -1'-----_________ 1- DAO Rep 

Thank you, 

. 
==~~================================================== 

Classification: UNCLASSIFIED//peUQ 

====================================================== 
Classification: UNCLASSIFIED//FOW 

====================================================== 
Classification: UNCLASSIFIED//FOQO 
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From: I 
Sent: t-naav. June 11 2[11511'08 AM 

To: 

Cc: 

Subject: RE: ACES - FAT Complete - SAT Scheduling -- UNCLASSIFIEDIfFOUO 

Class.ification: UNCLASSIFIED//l'0't10 

=============================~======================== 

Hi = (including the NROC Directors as well in the email chain), 

This looks good. 

~O __ ne __ im~p_o_rt_a_n_t~po_i~nt~o~f_c~la~r~ifi~c~at_io~n_~~o_r_th_e_D_A_O __ ... _si_nc_e~ ______ ~h_a_s~ag~r_e_ed __ to __ re-,cewetheSARon]L __________ ~ 
~-----------------------,----,-------------------------~ 

we want to make sure that the 
ATO approval from the DAO occurs 0 as well. 

This gives the NROC (and MS&O) a concrete timeline to deploy the rest of ACES into the NROC and NRO Situation Room 
starting on 5 July. 

D .. thoughts? 

Best, 

From:] 
Sent: F~ri~da--=-Ju-n-e---Cl-=-O----:2::-::0~1-=-6--:-1-=-O:-::4~ 

: RE: ACES - FAT Complete - SAT Scheduling --- UNCLASSIFIEDHFOUO 

Classification: UNCLASSIFIED//POUO 
====================================================== 

Hi All, 

1 
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Following is the agreement we came to today for ACES LI ______ _ 

Please correct me if I misstated something. Thanksl 

I Sent: Friday, June 10. 2016 9: 16 AM 

Subject: RE: ACES - FAT Complete - SAT Scheduling -- UNCLASSIFIEDI/FOUO 

Classification: UNCLASSIFIED//FOUO 

======;=============================================== 

Is ACES a COl asset? I was wondering if it makes sense to assign another SCA to either assist you, or take it over? My 
only concern is the time it will take another SCA to come up to speed on this asset. 
Thanks. 

How quickly can we get ACES through TSB? It is an asset that has a program set deadline. Asset ,---I _~I Thanks! 

let me know your thoughts on what I proposed in the first paragraph toO I have cc/d all the alternate SCAs fisted on 
this asset. Thanksl 

From =,=1 -~~------=-=-=c-=--:-:=---=-=-
Sent: Tu:~e:: 7.1}16 17'57 :M 

~:~Jea:: <:~: -Icomp,:e -AT SCheduling --- UNCLASSIFIEDI/FOUO! 
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Classification: UNCLASSIFIED/t~a56 
====;================================================= 

(U) If you have any other questions please let me know. 

vIr 

from:LI~~~~~~~c-:-:;---=:;:--:-::-:--~~~~ 
Sent: TueSday, June 07. 2016 11' 53 AM I 

To:1 
Sulj~~ec::t~:~R~E~: A~C-E~S--~FA=T=-=Co-m-p--'Ie~t-e --=SA=:r;;;;-Sc:;:;;-;-h-ed-;-u~lin-g------;-U~N:-::CLASSIFIEDh'FOUO 

Classification: UNCLASSIFIED//FOUO 
====================================================== 

Hi,---I __ _ 

Just wanted to keep this between us ••. 

How can we shorten this to get as dose to ,---I __ ror an ATO as possible? 

Best, 
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from~ 
Sent: '=T~uesd~~-----~ 

Classification: UNCLASSIFIED//FOUO 
====================================================== 

vIr 

from:1 I 
Sent: M""--con=,c"'"a..-o-v, "r.1J=ne"[J""--b 7"""'[("'" 1'>7"-:: '~~4n-"" PM.-----~ 
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I .... UJ .... RE: ALtS - FAI COmplete - SAl SCheduling - UNUASSIFlEDflFO~O 
Classification: UNCLASSIFIED//FetlO 
====================================================== 

Thanks for the update. Based on theD testable items within Xacta, what are the actual dates for the following: 

1) ARR 
2) SAT 
3) SAR/ATO 

We have to put concrete markers in the calendar so that we can plan/execute at all the de~IOyment sites. Based on our 
last meeting on 14 April, we agreed to a worst case scenario ofl to have an ATO wI POAMs in 
hand. That gives usDdays to hit this deadline. 

Are we going to make it? If not, we need to be able to justify this slip. 

Best, 

from:~ I 

Sent: ursday, June 02, 2016 7:24 AM 

Subject: RE: ACES - FAT Complete - SAT Scheduling -- UNCLASSlfIED/fFOl:IO 

Classification: UNCLASSIFIED//POUO 
====================================================== 

(u//roeuo) I am currently trying to get your controls implementation to export from Xacta, I am at 8 mins and counting. I 
have not seen anything yet that is a problem that would make it so we could not move forward with an ARR. I did notice 
that the Compliance self-test document in Xacta is[}ages long with a default of[Jlines per page. In contrast to this 

c=Jhas onlupages ac=Jlines per page. 

(UI!FOUO) Why this poses a problem is that, the information entered in Compliance Self-test filters into my 
Independent testing task when it opens and then down into Security Assessment»Analyze Controls tasks. So all of 

5 

Approved for Release: 2018/07/19 C05113002 



Approved for Release: 2018/07/19 C05113002 

those items in the Compliance Self-test and Independent Testing tasks will have to be answered in the Security 
Assessment task. That may be at its worst in upwards ofD items that have to have a risk rating assigned and 
information verified. This information is then passed over to the DAD-Rep in the PDAM Monitoring task. The DAD-Rep 
then has to answer each and every one of these as either a PDAM item or reject it. 

(U!tFOUO) I telling you this because all of this takes time in Xacta and will delay the development of SAR and the 
completion ofthe ATD w/PDAM to get the program to step 6. So while I am at the off-site for the rest of today and out 
tomorrow. The program folks maywant to take a careful look at what they marked for testing to see if there is anything 
they can take out. So when we go into the later steps it does not take as long to get through them. 

(Utlf;QUQ) We can discuss the actual test cases as part of the ARR just to make sure everyone has a complete 
understanding. If you have any questions please let me know. 

v/r 

Sc eduling --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

HiD 
Just following-up ... We are nearing the end of three weeks this week for the document review. We haven't received 
any questions, so am I to assume everything is looking good? 

Will you be done this week and can we go ahead and schedule the SAT for next week? 

Thankyoul 

Best, 
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u ~ed:: RE: ACES - FAT Complete - SAT Scheduling -- UNCLASSIFIED 

Classification: UNCLASSIFIED 
=================================================;==== 

I am in the process of reviewing your documents and it will take about three weeks to get through all of the information 
and get questions answered as they come. 

vIr 

From:] 
~nt~ t-nt'I:;:!\J M;lIVlll I'::;· 'U AM 

I 

SUbJed:: RE: ACES - FAT Complete - SAT Scheduling -- UNCLASSIFIED 

Classification: UNCLASSIFIED 
================~===================================== 

Just following-up .... have you had a chance to look at your calendar and find a date to review all the materials as well as 
schedule the SAT? . 

Best, 
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from:1 
Sent:Tku-ero~a~y-,~M~aY-=17-,~2~0~16~10~:~3A9·A&.M~----~ 

Classification: UNCLASSIFIED 
===================;================================== 

We completed the ACES FAT yesterday! It took approximately four (4) hours to complete the functional testing and the 
CTP. We are ready to now complete the SAT! (I'm excited if you can't tell ... ) 

Based on the length of time required for the FAT, I suspect we can complete the SAT in less than a day. What do we 
need to do to get this on the calendar as soon as possible? 

What do we need to do in order to be ready for the SAT? Where do we ship the equipment (through MS&O) and set up 
the server, one operator workstation, etc.? 

Thank you. 

Best, 

=======================;============================== 

Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 

Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED//FOUO 
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from: 
Sent: Frida June 10 201 
To: 
Cc: 

Subject: omplete - SAT Scheduling - UNCLASSIFIEDIIFOUO 

Classification: UNCLASSIFIED//POUO 
====================================================== 

Classification: UNCLASSIFIED//POUO 
====================================================== 

Hi All, 

Following is the agreement we came to today for ACES 1 _______ ---" 

1 
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Please correct me if I misstated something. Thanks! 

Subjed:: RE: ACES - fAT Complete - SAT Scheduling --- UNCLASSlfIEDI/FOUe 

Classification: UNCLASSIFIEDIIFOUO 
===============~====================================== 

Is ACES a COl asset? I was wondering if it makes sense to assign another SCA to either assist you, or take it over? My 
only concern is the time it will take another SCA to come up to speed on this asset. 
Thanks. 

How quickly can we get ACES through TSB? It is an asset that has a program set deadline. Assetl,---_~I Thanksl 

Let me know your thoughts on what I proposed in the first paragraph toO I have cc'd all the alternate SCAs listed on 
this asset. Thanks! 

T Scheduling --- UNCLASSIFIED/lFOI::IO 

Classification: UNCLASSIFIEDI/~O~ 
============================~========================= 
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(U) Even if we tested tomorrow there would be no way to get an ATO by next Thursday. The times are as soon as I am 
available. Coordinating 3 test events at this time including yours. I am getting you in for ARR as soon as is possible. I can 
go into testing as soon as the day after ARR, if your team is ready. 

(U) Because of the size of the information that has filtered down into Compliance Self-test and will therefore be present 
in the later tasks I work in Step 4. It is going to take me that long to go through and get the correct information into the 
POAM. The length of time it takes me to do the SAR is relative to how well the testing goes. The better the testing the 
quicker I can produce a SAR. If there are items that fail or go wrong during testing then I will need to get further 
information from the program before moving the project into Step 5 for the DAO-Rep and DAO to work. 

(U) If you have any other questions please let me know. 

vIr 

Classification: UNCLASSIFIED//~06e 
====================================================== 

1-1 i 1"---__ 

Just wanted to keep this between us ... 

How can we shorten this to get as close tol"-----_~ror an ATO as possible? 

Best, 
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From:~ \ 
Sent:uesda June 07 2016 10:59 AM 

mp ete - SAT Scheduling -- UNCLASSIFIEDf/FOUO 

Classification: UNCLASSIFIED//POUO 
;===================================================== 

(U) We can do ARR 22 Jun" and determine a test day/time before that meeting convenes. 

(U) We do not have any requirement to do the meeting face-to-face with your project. So we can do it virtually over the 
phone on a conference call. Just need to make sure that you are available and present at the meeting or another 
Government rep of your chOice, as long as the program has a government rep on line for the meeting. If Government 
representation for the program does not dial/show-up then the ARR is marked as a failure for non-Government 
participation. 

(U) The only part that will slow us down is getting through the 8 pages of test items during the independent testing and 
security assessment tasks. I hav once testing is completed to compile my report and get the liens in for 
indusion in the POAM. I I"-----~~~~~~~~~~~~~~------l 

(U)Our office does not control the ATO completion that is the DAO's office. I am honestly not sure how long that is 
taking at present it would be better to get with the DAO-Rep to determine a time line. 

vIr 

From: I 
Sent:bM~o=nd~a~J~u~n~e~O~6-2~O~1~6~2":A46~P~M'-------~ 

Classification: UNCLASSIFIED//POUO 
====================================================== 
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Thanks for the update. Based on theIL ______ -"~ithln Xacta, what are the actual dates for the following: 

1) ARR 
2) SAT 
3) SAR/ATO 

We have to put concrete markers in the calendar so that we can plan/execute at all the deployment sites. Based on our 
last meeting on 14 April, we agreed to a worst case scenario ofi ito have an ATO w/ POAMs in 
hand. That gives usDdays to hit this deadline. 

Are we going to make it? If not, we need to be able to justify this slip. 

Best, 

5 - FAT Complete - SAT Scheduling -- UNCLASSIFIED/fFE)tJ(J 

Classification: UNCLASSIFIED//FOOO 
====================================================== 

(u/lrOYQ) I am currently trying to get your controls implementation to export from Xacta, I am at 8 mlns and counting. I 
have not seen anything yet that is a problem that would make it so we could not move forward with an ARR. I did notice 
that the Compliance self-test document in Xacta iSO pages long with a default ot[]lines per page. In contrast to this 
Dhas onl{] pages atDines per page. . 

(U/!FOI::JOJ Why this poses a problem is that, the information entered in Compliance Self-test filters into my 
Independent testing task when it opens and then down into Security Assessment»Analyze Controls tasks. So all of 
those items in the Compliance Self-test and Independent Testing tasks will have to be answered in the Security 
Assessment task. That may be at its worst in upwards ofc=Jtems that have to have a risk rating assigned and 
information verified. This information is then passed over to the DAO-Rep in the POAM Monitoring task. The DAO-Rep 
then has to answer each and every one of these as either a POAM item or reject it. 

(U/fFOI::JO} I telling you this because all of this takes time in XCicta and will delay the development of SAR and the 
completion of the ATO w/POAM to get the program to step 6. So while I am at the off-site for the rest of today and out 
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tomorrow. The program folks may want to take a careful look at what they marked for testing to see if there is anything 
they can take out. So when we go into the later steps it does not take as fang to get through them. 

(U/ilieUBtWe can discuss the actual test cases as part ofthe ARR just to make sure everyone has a complete 
understanding. If you have any questions please let me know. 

vIr 

from: 
nt: 

: ACES - FAT Complete - SAT Scheduling -- UNClASSIFIED 

Classification: UNCLASSIFIED 

=======~============================================== 

Just following-up ... We are nearing the end of three weeks this week for the document review. We haven't received 
any questions, so am I to assume everything is looking good? 

Will you be done this week and can we go ahead and schedule the SAT for next week? 

Thankyoul 

Best, 

from: \ \ 
Sent: Mondav. Mav 7~. 7n1fi. p.t;;? PM 
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SUbjed::: RE: ACES - FAT Complete - SAT Scheduling --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

I am in the process of reviewing your documents and it will take about three weeks to get through all of the information 
and get questions answered as they come. 

vIr 

From: I 
Sent:F~r~id~av~,M~a-=v20~/,~2=O~16~9:~3~6~A~M~------~ 

SUbJEd: RE: ACES - FAT Complete - SAT Scheduling --- UNCLASSIAED 

Classification: UNCLASSIFIED 
====================================================== 

Hi[J 

Just following-up .... have you had a chance to look at your calendar and find a date to review all the materials as well as 
schedule the SAT? 

Best, 

I sent: Tuesdav, M .... 17, 201610:39 AM 
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LI (led:: ACES - FAT Complete - SAT SCheduling --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

We completed the ACES FAT yesterday! It took approximately four (4) hours to complete the functional testing and the 
CTP. We are ready to now complete the SATI (I'm excited if you can't tell ... ) 

Based on the length of time required for the FAT, I suspect we can complete the SAT in less than a day. What do we 
need to do to get this on the calendar as soon as possible? 

What do we need to do in order to be ready for the SAT? Where do we ship the equipment (through MS&O) and set up 
the server, one operator workstation, etc.? 

Thank you. 

Best, 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 

Classification: UNCLASSIFIED 

====================================================== 

Classification: UNCLASSIFIED 

====================================================== 

Classification: UNCLASSIFIED 

====================================================== 

Classification: UNCLASSIFIED/fFOee 

=~==================================================== 

Classification: UNCLASSIFIED//FOYO 

====================================================== 
Classification: UNCLASSIFIED//FOHO 
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From: 
Sent: 
To: 

lF~ri~d~a~~~~~~lli1~------------------------------------~ 

Cc: 

Subject: IEDIlFOUO 

Classification: UNCLASSIFIED//FOUO 
================;===================================== 

I will do my best, but it also depends on the findings that come out of testing, what the reviewing DAO Rep c=J 
I I finds, and what POAM items will need to be addressed. You will know what is up because you will have to 
coordinate on the POAM. 

BTW, I am out July 5-8, so we will either be done by 1 July or my boss will handle it. 

Vr 

From:\ I 
Sent:~ t-rr=ICI=ia~V,J""-lu=n=e '1("'0,----2"'(0'"11"'---' 61'"1-:-;:O""RAAiLIM..--------

Subject: RE: ACES - FAT Complete - SAT Scheduling .-- UNCLASSIFIEDHFOUO 

Classification: UNCLASSIFIED//POYO 
====================================================== 

HiD (including the NROC Directors as well in the email chain), 

This looks good. 

1 
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From: I 
Sent: 
To: 

Cc: 
Subject: 
Signed By: 

Ir-R .... E~:-'="'" AC"-'"'ES;~II_-.--------l~AO Rep concerns - UNCLASSIFIEDTlJ5e1I::lG-_. 

Classification: UNCLASSIFIED//POUO 
===============;====================================== 

Great notes - Thank youl 

I UPd~e: TSB, I _ I confirmed yesterday that they will be able to test ACES on 29 December. Both the tester and 
ill be going to ACES in Arlington. c=Jsaid that it won't be complete FAT testing due to the fact they don't 

currently have their CTP updated. 

D 
Please correct me if I misunderstood what you said at the Staff meeting yesterday. Thanks. 

From:1 
Sent: T 

lu ~ed:: RE: ACES AO Rep concerns --- UNCLASSIFIEDl/fOUO 
L..-_~ 

Classification: UNCLASSIFIED//POUO 
====;================================================= 

DAOs I ~ead?], 

Here's the latest and the way ahead on MOD's ACES (Advanced Collaboration Enterprise Services / Project I 
effort: 

1 
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It's 5:30 on Tuesday and it is quiet as a mouse here. I seeD is still working. 

Thank you and good night, 

from:~~ ______ ~~ __ ~~~ 
Sent: Mondav I)prpm!v>r 21 2011; $;.1':Z AM 

To:LI --------------
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I 5UD)ea:: RE: SR I Minutes fur ACES -- l'O~ S~eftE'f;;~I/TKIiNOlRN 
Classification: TOI!' BBCft:BT//SI/'fK//NO!?OKN 

Classified By: LI ___ _ 

Derived From: NRO Launch IPG dated 20090202 
Declassify On: 20401231 
====================================================== 

I I 

(ul/rOUO) I thought I uploaded the minutes but after checkiqg XACTA is not there. I 

I J --------

FYI: My email and network drive data was completely deleted however' lease see the 
was the DAO re 

~----------------------------~---------------

............. _-----................ _---... _-------

UNClASSIFIEDl/rouo 

10 June 2015 SRT 

(UA , ,-, 

System connectivity: (U/tf!OUO~LI ________ _ 
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o Information Types: (U 

(U/ffOtiOT 
C.3.S.8 System and Network Monitoring Information Type 
0.1.1 Mission Information Type 
during SRT) 
C.2.8.12 General Information Type 
SRT) 

Summarized Categorization: 

Final Categorization: 

Risk Adjustments Justification: 
(Ufff6~~lntegrity:f L . 
IW~H~~~kL ___________________ ~ _________ ~_~1 

(U/tf6 l::Iot ACES consists primarily of a server and video switcher that allows analysts the ability to change the 
presentation view by manipulating pixel space on the monitor. ACES eliminates the need ~ iew 
multiple screens of data 

I I ~------------------

Additional connections or classification levels will require a new SRT considered an A&A relevant and REl will change. 

V/R, 

D 
from:i I 
Sent: bM=on=aa=c-, "'Dec=e=m:LbeC:::-::-r "21'---'2""O"1~5--r:5:14 PM 
To: 
Cc: 
Su6==~~~~---IrD~A~O~R~e~p~oo~nce==m=s~----'UwNwC~LA~SSMITA"E~DHFO~O 

L--_~ 

Classification: UNCLASSIFIED//POUO 
====================================================== 

Appreciate the email,diagram iooatet;nd questions. Good Job. As it stands keep pressing forward to get the ground truth.D 
will help with the CDS stuff and n help cover as alternate. Feel free to pull in help when needed. 

Os the DAO until we determine the CDS nature of this asset, at which point we'll let Ddecide if he should inherit. 
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A TEM is important to stop the conjecture, ask some pointed questions regarding the CDS intent, and determine what the goals! 
milestones are for this assets mission. 

I trust this is in good hands and you all can back brief me when I get back. 

Cheers, 

- D 

Sent: Monda: December 21 :153:15 PM 

I ""DJ8CC ;, I I~~ amcems -- UNClA5SIFIED1tfeUQ: 

Classification: UNCLASSIFIED/i-FQtTO _ 

====================================================== 

Please see my modified network diagram {attached}. I have modified this attachment from the version submitted in 
Xacta. I have attempted to clarify some questions I have and some confusion introduced by the diagram itself. This 
diagram came listed with L::] connectivity this time (was not on the originals). I deleted the I I 
I Iconnections as f thought that was confUSing. Please see if this makes sense and if my 
questions/comments in (RED, best I could do in paint) will help us move forward. 

My concerns are: 

I have also attached the version loaded in Xacta for reference, hope this helps. Please let me know you thoughts or pass 
on to the engineers to answer. 

vir 
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====================================================== 
Classification: UNCLASSIFIED/fFOeO 

=================================================~==== 

Classification: UNCLASSIFIED/I~oee 

===============================~====================== 

Classification: UNCLASSIFIED/fFO~O 

=======================~============================== 

Classification: UNCLASSIFIED//FOUO 
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Classification: UNCLASSIFIED 
================================================;===== 

How's it jOinS? First time bugging you ... Do you happen to have the meeting minutes or any other SRT documentation 
for ACES Looking for any REL info/coordination, list of stakeholders/attendees, and info types agreed to. 

Thank you, 

from: I I 
Sent: Friday, December 18. 2015 If:15 AM 

TD:I~~~-c-=cc=-=~--:---=---::-==-
Subject: FW: SRT Minutes for ACES --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

FyI.. .. 

froml 
Sent: l.".Th'LCu=rsd=a'Y1c-:-/"Decem~=be-=-r::--:l;;-:;7~20;;;-:;1;;;5~4;-:-:: 1~4 PM 

~~llea: SR I Minutes for At: --- JNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

Hie 
\was the DAD Rep for the ACES system, and we completed the SRT on I I 

I-------,I-I-n-ev-e-r did see any minutes come out of the meeting. Is there an archive folder or any 
document library that may contain this document? 

I figured its worth trying. 

Thanks! 
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======================;=============================== 
Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 

Classification: 'fOE' SECRB':E'//SI/':PK//NOFORN 
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From: 
Sent: 
To: 
Cc: 

I Wednesd ... December 23 20158-45 AM 

Subject: RE: ACES I IDAO Rep concerns - UNCLASSIFIEDllFOUO 

Classification: UNCLASSIFIED//P9UO 
====================================================== 

That's correctDand[Jare going down on the 29 December to take a better look at thel IWorkstation and 
\ \ Once the CTP and SCTP are finalized we expect there to be some additional testing in January. 

Regards, 

from:~ 1 

Sent: ednesda I December 23 20158:29 M 

u ed:: RE: ACES DAO Rep concerns -- UNCLASSIFIEDI/FOUO 
"--------~ 

Classification: UNCLASSIFIED/tpOUO 
=====-=====================================~========== 

Great notes - Thank you! 

1 UPjate: T5S,I 1 confirmed yesterday that they will be able to test ACES on 29 December. Both the tester and 
will be going to ACES in Arlington. Dsaid that it won't be complete FAT testing due to the fact they don't 

currently have their CTP updated. 

D 
Please correct me if I misunderstood what you said at the Staff meeting yesterday. Thanks. 

1 
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From: I I 
Sent: 
To: 
Cc: 

Subject: 21 September 2016 SETR Agenda --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====~================================================= 

All, 

(U) Thj next Systems Engineering TeChnir Review (SETH) is scheduled as follows: 

(U) The agenda is as follows: 
• (U) Advanced Collaboration Enterprise Services (ACES) MOAP case (SEDc::J 

(U) Briefing charts will be posted to the SETR SharePoint site:kl~~ _____________ I(see the link 
to the briefing under the "Agendas" section for this meeting ~ateJ. 

Vir 

=====================================;================ 
Classification: UNCLASSIFIED 
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From: I I 
Sent: 
To: 
Cc: 
Subject: 

Tuesday, March 08,201611:21 AM 

I I 
I lACES Reapprove fix Xacta -- UNCLASSIFIEOffFOUO 

Classification: UNCLASSIFIED//FOUO 
====================================================== 

This asset has an IATT until I 

Can you correct the IATI task back to DAD approved? Screen grab below. 

1/5/2016 12:55:25 -I"-----________ ~I· DAO Rep All: 

Workflow was modified 

Approve 

1!5/2016 10:40:31 -LI ________ ~I- DAO (Gov Only) 

Approved 

• Recommend: APPROVE 
12/29/201511:23:42 -IL _________ 1- DAO Rep 

Recommend aDrroval of the new IATT for ACES to continue testing and implementation. I 
I . "---. ----

Thank you, 

1 
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from: 
Sent: 
To: 
Subject: 

"-------_~\ Also, I will be working thel IATO 

[4:10 PM}: 
~1~O~4~.~M~o-r-e~to-'fu~lI~o-w-o-n'----] 

1 

Approved for Release: 2018/07/19 C05113002 



Approved for Release: 2018/07/19 C05113002 

from: 
Sent: I uesoay, September 05, 2017 1 :45 PM 
To: 
Subject: Conversation With I L ____________ ~ 

1[1:32 PM]: 
~G,.r=e-::-:et;-Oin::-::g:-::-s'LJ-,.·c-:-us~t-a~nP;F"'YI·a--.-b:-::o-:-:ut the IATT pending in your queue for~1 _~I Also, I will be working theLI __ ~TO 

request this week and will follow up later this week on the status. 

1 
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From: 
Sent: 
To: 
Subject: 

1[12:09 PM]: 
L-Y-O-U-S-ho-u-I-d-se-e-t-h-'e,---I-_-_-~-=-I(-A-CES) ATO and IATT in your queue. I am working with the program to update their 

POA&M in parallel 
I [12:20 PM]: 

L-~=-~~~-=~~ 
got it .. wlll get to it today or tomorrow 

1 
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from: 
Sent: 
To: 
Cc: 

I Tuesdav SeDlember 27 2016 j O' 35 AM 

Subject: Extension Request for IA IT (Operational) for Advaced Collaboration Enterprise Services 
(ACES) 1-- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

c::::J 
As you know our IAn is set to expirel I We have not yet received the final determination from Mr. Duncan on 
the ATO. I'm requesting aDday extension until the VIAS team can give the hot wash briefto Ms. Courtney whom will 
intern meet with Mr. Duncan. 
Regards, 

====================================================== 

Classification: UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: - mportant - Please read-- UNCLASSIFIED -- UNCLASSIFIED 

Importance: High 

Classification: UNCLASSIFIED 
=-====;===;===========================~=============== 

FYI- ORR request before connections. 

From:\~~~~~~-:-::-:=---:-~ 
Sent: Friday, June 24 20162:16 PM 

Subjed:: FW: ACES - Important - Please read-- UNCLASSIFIED --- UNCLASSIFIED 
Importance: High 

Classification: UNCLASSIFIED 
===:===================~=====-===================~~=== 

All, 

Please see direction below from D/MOD. ACES will need to go through an ORR BEFORE it can be connected to any USG 
IT system - this includesl ~nd any mission partner systems. More to come, but please continue to support 
A&A activities in anticipation of an ORR to be scheduled. 

Thankvou 

Classification: UNCLASSIFIED 
====================================================== 

1 
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Team, 

(UI/r=Qb/Q) :rhank you for the updates on the ACES program. I can see that we are making good progress. As we are 
nearing the end of the accreditation process, I would like to insert an Operational Readiness Review gate for the 
program once the accreditation is complete. To that end, any work and tasks supporting the Assessment and 
Authorization (A&A) of the system at 

e E servers in the 
remain in place but may not be connected until after the successful completion of the ORR. 

server room may 

Thanks, 

I I 

I .... "_ ... M 

from:j 
Sent~ flUdV JI 

J 
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Subject: IMPORTANT: Weekly ACES Update --- UNCLASSIFIED 

Classification: UNCLASSIFIED 

====================================================== 

Advanced Collaboration Enterprise Services (ACES) 

Creating a Common Operating Environment (COE) for MOD Collaboration Enterprise 

This is a weekly status update on ACES for all relevant stakeholders. Highlights/Changes in Red. 
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Best, 

====================================================== 

Classification: UNCLASSIFIED 

====================================================== 

Classification: UNCLASSIFIED 

====================================================== 

Classification: UNCLASSIFIED 

====================================================== 

Classification: UNCLASSIFIED 
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From: 
Sent: 10"54 AM 
To: 
Cc: 
Subject: UNCLASSIFIED --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

Dane=] 

FYI - This just came in fromiL ___ ~ilt's a better explanation of his IOC v FOC intent. 

Thanks, 

from:1 J 
Sent:b-, ••• \.U .... '"""lUC""'ly'" .fV\1[lia"'lv[lTlI-Y-.{.'JTI.lllr'lllb~n;;: qRly71 JlLV-M----~ 

Subjed:: RE: ACES IOC v FOC --- UNCLASSIFIED 

Classification: UNCLASSIFIED 
====================================================== 

1 
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Best, 

from:i 
Sent: Wh.-ed-on-es-d---a-Y-, A~D-r=iI-C;;:2=7---;. 2=0;:-:1-:;;;6---;4;-;:2=5:-CP;:;:;;M~ 
To:1 
SUbL,.~ed:~-: A~C=E=S-=-IOC=-=-v---=FO=-CC=-------CU:-::N:-::-:C=LA--=-=SS=I=FI=E=-D------' 

Classification: UNCLASSIFIED 

===================================~================== 

I've been talking to a few folks recently about ACES IOC vs FOC capability and it seems we all have a slight variation of 
our understanding of what we get with each milestone. 

Would you please provide me the definitions/capabilities of each? I plan to share it with the team (and site leadership, 
as necessary), to ensure everyone hears the same information. 

Thanks in advance, 

====================================================== 
Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED 
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From: 
Sent: 
To: 
Subject: ervices (ACES) [Xact_'----_------' 

Attachments: 

Classification: UNCLASSIFIED//l"OtrO 
====================================================== 

Dancf/orD 

Are you able to provide me background infonnation on I 
I ~. ----,-----------

D 

a oration Enterprise Services (ACES) [Xa _"---___ --- UNCLASSIFIED/fFOUO 

Classification: UNCLASSIFIED//POUO 
====================================================== 

Requirements: 

1 
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;~~ejan u!1dale the apDS inventory informatiOn 

L' I 

let us know if you have questions. [ L _________________________ ~ 

Regards 

from:1 
Sent: " 

I 
Allnllc;:t ~n ,n17 CI~':;7 AM 

SUb Jed:: Advanced Collaboration Enterprise Services (ACES) [XactalL--_~I--- UNClASSIFIED 

Classification: UNCLASSIFIED 
======================================~=============== 

Greetings, 

[ [ended his full-time orders in May and was the ISO I Program Manager for this effort 
Wlthiri MOD. He did not provide me any good documentation upon his departure and my Xacta knowledge is . 
limited (I am in the project as the ISO), so I've had c~allenges getting useful information out ofthere. I'm 
attempting to get a solid understanding of where ACES is in the ICD-503 process and how it is faring with 
required I I 

As an in-development system currently in the 

ever so nee 0 spen some tIme on ACES and prepare for it to become an 
operational project (in case that's where the decision ultimately ends). 

Any assistance from A TD or DAO on where the project is and what it still needs to do would be greatly 
appreciated. 

On bit of information I was able to find in Xacta was that the IA IT is due to expirel I Is 
that true? If it is, what are our options and responsibilities? L-_______ ~ 

Cheers! 
2 
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vir 

====================================================== 

Classification: UNCLASSIFIED 

====================================================== 
Classification: UNCLASSIFIED//F090 

====================================================== 
Classification: UNCLASSIFIED//~or~ 
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UNCLASSIFIED 1f-F8t:j6 

(U) Audit Compliance 

.. (U) NRO 180s are responsible for making their applications 
compliant with Ie audit standards, and monitor that compliance 

.. (U) There are a number of steps to audit compliance: registration, 
onboarding, compliance and continuous monitoring 

• (U) EITA - Audit-as-a-Service - will work with ISO's to connect their systems to 
AaaS collectors 

• This process called "onboarding" results in a "Active/Enabled & Non-compliant status" reporting from 
EITA for most systems 

• ISO's may have additional work to do to achieve compliance IASD controls and with ICS 500-27 and 
be able to get audit liens closed by DAD/Reps. 

• (U) COMMi Ihas developed high-level checklists to help ISO's 
determine what they need to do to get compliant with audit controls and 
standards 

• These are general task summaries of what must be done; programs may have specific actions as well 
• These checklists support both systems which connect to AaaS and non-connected systems 
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(U) Audit Compliance - Liens 

• (U) What constitutes compliance with les 500-27 from a lien 
perspective? These activities are required to close audit liens. 
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(U) Lin~s to checklist resources 

1 Onboard with NRO Apps inventory 
N 
a 

N 2 Onboard with EITA 
a 

a C") 

a ..-
C") ..-
..- IJ') 

..- 4 Assign Audit Risk lane 
a 

IJ') () 
a 0> () ..-
0> --5 Develop Compliance Plan 

t-..- a -- --t- oo a ..--- a 00 ..- 6 Complete audit worklists N 
a Q) N en 
Q) ell 
en 11 .. Generate audit events commensurate with 

Q) 

ell Q) 
Q) 0::: 
Q) TARl I-

0::: 0 
'+-

I-

~ 
"0 0 8 Configuring stand-alone systems '+- Q) 

"0 > 
Q) (stand- 0 

I-

> Microsoft Word Q. 
0 alone) Q. 
I-

Document « Q. 
Q. 

« 
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(U) ut--- e ccess 
( ) 

.. 
I 

(U) COMM~ 1-- COMM~"-----__ ~ 
Scope and Compliance Verification 

1 May 2017 
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(U) What's ABAC? 

• (U) Attribute-based access control (ABAC) is capability 
that uses the attributes of a person or non-person entity 
to control access to data based on pre-determined . 
policies 

• (U) ABAC improves information security by dynamically 
controlling access to data or applications which provide 
access to data 

UNCLASSIFIED 
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(U) hy is this important? 

(U) Ie Enterprise services are available to support cybersecurity initiatives to 
provide key enablers to defeat insider threats 

PDP Policy Decision Point E nte fP rISe 5e rvices 
PIP Policy Information Point (attribute storage) 

UNCLASSIFIED 

Community Audit 
Exchanges 

_ . 

fNJetwitness 

Graphic is Unclassified 
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(U) ABAC Background 

• (U) ICS 500-30 signed 24 April 2014, 2 years to implement 

• (U) ICS 500-30 specifies ABAC, ICS 500-24 PKE is an enabler 
• Two parts: Assign attributes to personas, enable information resources - apps 

and data 

• (U) NRO IASD Rev. C (June 2015) levies specific ABAC controls 

• (UIIFOUO) NRO CIO Policy Note 2016 .. 02 30 March 2016 
• COMM to stand up ABAC infrastructure, including enterprise attributes, PEP, 

PDP, common controls provider, API gateway to integrate with NRO IdAM and 
IAA services 

• Enterprise services now available; MSS v3.0 in FY17 

• ISO serves in role as data steward for NRO-owned data, implement ABAC and 
document in SSP 

• Data Stewards define access policies and work with Information System Owner 
(ISO) to implement 

• (U) Use of IC ITE services may require ABAC* 

*Nee Decision Brief-2015-08-28 NRO Applications Readiness for Ie ITE 
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(U) What does this mean? 

• (U) If an application has restrictions on who can access it 
or the data within, based on user attributes, then likely it 
has an ABAC requirement 

• (U) Data Stewards can ask this question: "Does this 
application have rules that restrict access to the 
application or underlying data, or can anyone access it?" 
• If the answer is "Yes, not everyone has access", then there is 

likely an Access Control (AC) requirement 

• If there is an Access Control requirement, then ask "can I 
enforce this rule based on the attributes (AS) of the user?" 

• Formula: AS + AC = ABAC 

• How you technically-enable is a separate discussion 
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(U) ABAC • • 
eCISlon 

• (U) Data Stewards review their current access 
requirements to make an ABAC determination 

v. . ·Uet . 

R ..... v. 
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tatus 

• (U)I I monitors all NRO PKE/Audit in-scope applications 
I to determine ABAC binning; data steward are now self-identifying 

~------'------, and making final determinationl I reviewing plans for 
compllancel I compliantl I CSOUABACBinninl 

waivered apps (U) Graphics are Unclassified 
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(U) Next Steps for ISO's 

• (U) Register app in NRO Apps Inventory 

• (U) If not going to ABAC enable: 
.. File waiver with CIO 

.. Turn off system 

• (U) Determine ABAC status 
.. If required, develop plan for compliance, send to COMM\ 

I lmailbox "-----~ 
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(U) PKE/Audit IABAC Initiatives 

It (UIIFOUO) White House's Near-term Measures to Reduce the Risk o~ I 

1 1- Conduct a review of all information sharing 
portals hosted on classified computer networks to ensure each requires 
authentication (via PKI per IC) and supports enterprise audit. Non-compliant 
portals shall be appropriately secured or removed·1 I 

• (U) ICS 500-24 - Web-enabled information resources of IC information 
domains shalll I· 

• (UIIFOUO) I~S 500-27 - Intelligence Community IC elements shall audit 
information resources within the Ie information resources to protect national 
intelligence, identify threats (including insider threats), detect and deter 
penet~tion ... signed in 2011;LI ~~~~~~~~~~~~~~~~ 

I I 
• (U) rcs 500-30 Enterprise Authorization Attributes: Assignment, Sources and 

Use for Attribute-Based Access Control of Resources, signed 24 April 2014, 2 
years to implement 

14 
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(U) 

(U) ABAC-specific 
controls will be allocated 
for in-scope assets 

(U) Steps to ABAC 
Success translate into 
ABAC compliance 
activities 

UNCLASSIFIED 

MF Step 2 

The InformaliOriSjstem sham entit:e apjIIOV8d 
authorizalions for~ access to Informadionam system 
msoun:esin aa:ordancewlh appicableaccess conImI 
poIldes (e.g., idenllty-based policies, ~ 
aIIrll 

Ie 
informalillll systeriibasedllll dheralllibuiesas required by 
lheorganimlicn oressodllled~ fIn:tons. 
!Source: NISTSP BOO-53AC-213J 

AC.16.c I The Information systeiri Owr'Iifshallilkii IIliIiiiItiiI U!IeIS 
to essodate, and mainlainlhe associalillllof security 
allrlbules with subjects and objeds In aa::MIancewilh 
SI!CUIiIy policies. 
[Source: NISTSP BOO-53AC·16(6)] 

AC.3.b I For Allrlbule-Based Access CriDI CAMe), !he InfOrrilBi 
SysIem Owner shall i~a Policy Enforcernlll1 Poil1 
(PEP) soIuIJon to enable aIIJ'iOOte..basaa::esscontrois 
CAMe) an a1llnl'amlallon resources In accordIInce wilh 
Inteiligel10ll Comnully Standard 500-30. [Source: 
Inteiligel10ll Commlriy Standard 500.30] 

AC.3.c I For Allrlbule-BasiidAi::ce9!l COn1roI (ABA¢), b Inrormalillll 
System Ownershall ifl1llemert Polity Inbmalillll Palnls 
(PIP), Polity Dedsla1 Pants (PDP), and Policy 
Mministraliorl Poinls(PAP)toenllllle~ 
access COI'lImIs CAMe) on all inli:llmllli1lll1l.lSOllT:e5 in 
~wilhImellgenceComilUitySlandam500-30. 

InteIliQencI! CoiIImI.ntYSIandIIIRI50030· 
PI..2.a I The iiforrrildion SyQem CIWniIfWiI diiiIii!1iijI a sea.iiitY pi 

for lhe Inl'onnallon systemlhat 
a. Is cooslstentwith lhe IlIgaJ1izaIiCll's enIeIplise 
an:hil2c:lum; 
b. ExpIIdIIydeli1eslheaulluizalloobot.lJl:layforb 
system; 
c. Describes lhe operaIianal CXII1mItoflheinfDnnatillll 
system in lenns of rrisslons and busi1eSs processes; 
d. ProYideslhe securityCldegofizalion ofb inbmalillll 
system indudilg suppmling raIionaIe; 
e. Describes lheopemtOl1llll erwinnnert klrlheinfDrmatillll 
system and reIa1ionships with orCCll'lrn!dia1s to oIher 
infoonalian systems; 
f. Provides an tl¥eI\'iew ofb securilY re!JliremeIIIs forb 
system; 
g. lderllilies any reJewrtoverlays, iflllPPlicable; 
h. Describes lhe security conIrais In place orpfanned for 
meet!ngllose l'I!!qUir8meI1sincUfrig a I1IIionale forlhe 
1aiIorIng decisimS; and 
L Is reviewed and approvedbydhe auIhIlIizi1g ollldal or 
~~pIiorlioplanifl1llemerldlln 
ISource: NISTSP 8OO-S3 Pl-2.a 
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(U) F Step 3 

• (U) Within Step 3 of RMF, the ISO will determine how to enable ABAC 
• ISO Implement Security Controls 

• Link to Implementation Options 

Dota Gillett 

Applicotion IURi.) 

"--~ltH. Use SP PEP and Graph ic is U ncl2 ssified 
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(U) ABAC Remediation 

• (U) For programs that have a defined requirement, 
acquisition plans are required, POAM's and liens maybe 
next 

UNCLASSIFIED 17 
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(U)ABAC F 

• (U) "What is the deadline" 

.~---------
• (U) I'm Bin 3. What do I have to do? I 

·~ ______ I · (~r "My COTS application uses RBAC. Is that ABAC-comDliaDt?" 

• (U) ''I'm an IIR and I use tne UIN to authenticate. Will this work with ABAC?" 

·I~_. _-_____ ----
• (U) "Is PKE requjrea to dO At:iAC?" 

. ~----------

UNCLASSIFIED 
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User 

.... PEP" • ~ L~_~_~_J 

ir 

UNCLASSIFIED 

(U) AB 

~ . 
Alia w " 

\ 
1 

Protected 
Resource 

Steps 

• User attempts to access a protected resource; 

• PEP intercepts request and requests access 
decision from PDP; 

• PDP requests policies for access control 
decision; 

PAP 
III • ..... PDP ': ~ (I .... PIP • PAP returns applicable policies; 

PEP 
PDP 
PAP 
PIP 

." ..... 

Policy Enforcement Point 
Policy Decision Point 

~ 

~ ".., 

Figure is UNCLASSIFIED 

Policy Administration Point (policy storage) 
Policy Information Point (attribute storage) 

Table is UNCLASSIFIED 

• PDP Requests attribute for user/resource; 

• PIP returns applicable attributes; 

• PDP Returns Access Decision; 

Ilf successful, access to protected resource; 

• Access/Denial 

Table is UNCLASSIFIED 
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(U) Typical Web Application Steps 

Typical Applicatio 

...--~ 

r···.·\-'\ 

/,.i~,~:\ 
I • ~·\:.~-; .. ;l":1 I<. ____ ::::.::?i> 

I~f,~\ 
'- \'-::"';" J 
-~ .. ;.~.:":.-.~.}., .. ~~/ 

App Components 
with external and 
internal data 
sources 

NPEsystems 
(Web Servers, 
App Servers, 
Applications) 

II .... 

Obtain PKI Certificates 
-Obtain NPE PKI if your web server does not 
already have one 
- Provide web server PKI certificate/key-pair 
to 1M or IdAM 

Web App, External PEPIPDP 
- lock down web server to prevent end
users from circumventing the PEP (iptables, 
etc.) 

If 1M, update DNS to route web site 
requests to the Access IT! SAMS PEP 
address and no longer the web server 

- If IdAM. implement code in application to 
redirect to the gateway appliance 

Web App asPEP, External PDP 

,. " •• ¥.~- ".,,-,".- " .... ' -._' 

'ata Access Policies 
Create data access policies or 
rules for web server URls 

I 

, , , Jf ~.$r 
~' 

,~ " 

Jt , ' 
~ ,. / 

~ ~ ., .. 

............... A -,' 

~~ ...... ~\ ... i 
~, \ 

I 
II 

- Update web apl> to implement 
enforcement of access control decision 
received from PDP 

~ 

~. , I 
Jf I \ 

- If 1M, configure web app to connect to 
AccesslT! CAM using SOAP or RESTful 
interfaces 

- If IdAM, configure web app to cOnnect tO

I 
/-.J-.' 

OES using REST ~ . 
.~ 

. -.i '. 

Web App as PEP/PDP, External 
Attributes 
- Update web app to make and enforce 
policy rules 

If 1M, configure web app to connect to 
AccesslTl Attribute service using compiled 
WSDl (Oracle. JBOSS, Tomcat) or SOAP ._;- '. 

.......... ,... .......... 
p' .......... 

..... 

mplete Final Steps 

i 
I 

Al:l:indlt 

Attribute Web Service ~ • 
- If IdAM, configure web app to pull l~ 

attributes from lAMS (SCIM, LDAP, SQl) ; 
. . ' .. ' -. -.' 

- Complete NRO RMF 
process; Obtain NRO CIO 
ABAC enablement approval II IAAIldAM ABAC Se~iCes 

ISO & Data Steward Responsibility 
UNCLASSIFIEDJ!f=QYQ 

I 
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(U) lAS 3.0 

IFine Access Controls 

IC Networks 

siC Member 

IUfe Cvcle Status 

.-:;;;lL.,i. .... _ .... , 

nterprise ributes (17) 

• (U) Unified Identity Attribute· 
Set (UIAS) is a DNI technical 
specification mandated for all 
of the IC 

• (U) 17 Enterprise 
Attributes currently defined 

• (U) UIASv2014-DEC adds 
two additional 
environmental attributes 
(certificate authority and 
originating network); has 
yet to be adopted by IC 

• (U) Blue Highlighted attributes 
are minimum needed 
information resources hosted 
within the Utility Component 
that are JWICS facing (2PI 
Ready) 
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PKI Testing Procedure 
This memo describes the Public Key Infrastructure (PKI) testing procedure for validation of PK 

compliance of web URLs. FireFox version 38.7.0 is used for the examples. 

Table of Contents 

1. One-Time Setup Steps 2 
1.1 FireFox Web Browser Setting - Request User Certificate 2 
1.2 Import Certificate Authorities (CAs) into FireFox 2 
1.3 Valid User Certificate 3 
1.4 Revoked User Certificate 4 
1.5 Expired User Certificate 4 

2. PKI Testing 5 
2.1 Prepare Document For A Batch Of Tests 5 
2.2 Test Each URL 6 

Z.Z.11nttial Certificate Tests 6 
Z.Z.Z Revoked User Certificate Test 9 
2.2.3 Expired User Certificate Test 10 
2.2.4 Post-Test Browser Clean Up 11 
2.2.5 NROAppltcations Inventory Update 11 

2.3 Finishing Step 11 

Appendix A. Report Template 12 
Header Script 13 

Appendix B. Example Report Data 14 
Example of a Summary Results Table 14 
Example of a Test Results Table 15 

Appendix C. Test Procedure Flow Chart 16 

Paget 
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1. One-Time Setup Steps 

1.1 FireFox Web Browser Setting - Request User Certificate 
In the Firefox browser, select It Ask me every time" under Options -> Advanced -> Certificates . 
. '; ";-'-~'''*,!;l'';. 1IIiiil@" 

'," -:."'<. 

Cut Copy P .... - + 

LJ 'CD II --- 1'1 ... _ _ Pogo - Advanced 
Q @ ... 

.~~ 

Print I--.y FollIs..- General Data Choices Ne'tworic Update 

~C~)!: 
~ 

o...!opor 

Query OCSP responder servers to confirm the current validity of certificates 

View Certificates 

1.2 Import Certificate Authorities (CAs) into FireFox 

1. Click on "View Certificates" in Options -> Advanced -> Certificates. 

Advanced 

General Data Choices Networlc 

When a senter requests my personal certificate: 

Select one automatically 

.. Ask me every time 

Update 

.Query OCSP respond .... servers to confirm the current validity of certificates 

Security .!levices 

Page 2 
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2. Select" Authorities" and scroll to "U.S. Government" . 

Ceotifica ~. 
• ~~ ., "'.- ",I •• 

!:~:. --,~~~ ~~ ,- ~""""'- - ':' :..-.--~, - "- -- ' . 

Ie PKI Common SeMces CAs 

IeDlACM 

Ie PKI Root 3 

IeCOECA2 

ICNGACA2 

Yioi .. · ·1 . SdiHrust. ... 

SofI:Mre Security Dovice 

Software Security 0...;", 

SofI:Mre Security Dovice 

SofI:Mre Security Om", 

Software Security Ol!Vjce 

SofI:wm! Security Oovice 

Software Security o...;ce 

SofI:Mre Security D1!vice 

Iilspcrt... J2e1ete or Distrust .. 

01( 1 

3. Ensure that the IC Certificate Authority (CA) certificates are present in the browser. 

The current CAs are: 

IC PKI Root CA 2 IC ITE CAl ICPKI DIA CA4 

IC PKI Root CA 3 ICPKI Common Services CA 3 ICPKr NRO CA 3 

IC PKI Root CA 4 ICPKI NSA CA 3 ICPKI NGA CA 2 

rCPKI CrA OFFLINE CA ICPKI CIA CA 4 rCPKI NGA CA3 

ICPKI CDE CA 2 ICPKI CIA CA 3 

If any IC CA certificates are missing. download them from 

I land import them into Firefox. 

1.3 Valid User Certificate 
1.~~~~~~~~~~~~~if~o~u~d~o~n~/~t~al~re~arud~uru~~~~wu~~ ________ ~ 

2. 
3. 

"" .. '\ _... \~ l" • • ¥ 

,~,","~ .. _::...'~~. 4._.~.""~_~ " __ ."' .. ,.. __ ~_ _~~ ... 

I!elel:e ... 

Page 3 
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1.4 Revoked User Certificate 
1. A revoked certificate can be created by revoking your own certificate at 

e ect evo e My User Certificates" located at the bottom ofthe right pane. {It may take hours 

before this certificate is distributed in the Certificate Revocation list (CRl).) 

2. Note the information that differentiates this certificate (such as the serial number or expiration 

date) so you can select it from the browser pop-up menus in the future. 
~,,-

Thhc~ hE beea......tflell farthet 

SSi. Oient CII!lItific:ate 

SSi. s..rverceitif!cllte 
Email Signer Certificm 

object i,gnet 

1.5 Expired User Certificate 
1. Request a new user certificate. Specify that it should expire tomorrow. 

2. Import the certificate. (See 1.3 step 3.) 

3. Record how to identify this expired certificate (i.e. by the serial number). 

Catilicate NIt ..... Security Device s.m..I N!nnbt!r t:xpIm;On EO 

.. u.s.~ 
!i'cI'Iwm! Security Device 1, ____ •. ,----- 121112018 -.. ~- 1 _____ 

12I1/.IDl8 
~-

~s.....rIty-
OF ___ ._ 

1iioIU/.lIII17 I ,'- ScIftwane S4!curity DoMce 
OF ____ 

1SI2O/.lIII14 
'----

4. After the new certificate has expired, request a new, valid user certificate by repeating the steps 

in 1.3. 

Note that certificates from the lAMS "PKE Testing usin NRO Test PKI Certificates" 

or test web sites and cannot be used for with this procedure for testing 
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2. PKI Testing 

2.1 Prepare Document For A Batch Of Tests 

1. Create test report document based on the template in Appendix A. 

2. Obtain the list of URLs of the sites to test. Create a table of application URLs with Asset name, 
Acronym and 10. 

Application information taken from the NRO Application Inventory often contains multiple URLs 
per application. Extract each URl so that the reSUlting list contains one URl per entry. Clean up 
the data URls; Remove non-URL text, commas, white space, etc. 

3. Create Test Results tables. To document the test artifacts and results, one test results table 

should be created for each URl. Place each table on separate page. 

lID [[) III II 11 1'11'1 (iD flOIll NJfRO ""PI" 111V'~liI(1'V PI ,\1\ I ,df'" I r~li\'Y <lIlP''!"ld the' [\l IC)\I\flll 

Asset Name r~JllW of tlw a!;pll\dlloil 

uRI., i\cldll",S to tl",' 

Meaning 

Yes or No. (Was there a pop-up requesting a user certificate selection?) 

Answer "Yes" if https URl and no server certificate error is seen. If there is a server 
certificate error answer "No" and include a sna of the error. 

Snapshots of pages and pop-ups when accessing the site with a revoked user 
certificate. Include the address bar when available. 
Short interpretation of the results. 

Access With Expired User Cert 

Resulting Snapshots of pages and pop-ups when accessing the site with an expired user 
Page(s) certificate. Include the address bar when available. 
Meaning Short interpretation of the results. 

Status Overall results of the test: "Pass", "Inconclusive", "Prevented" or "Fail" (with reason). 

(For large URL lists, see the appendix A for a script to help with creating the test tables.) 
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2.2 Test Each URL 

2.2.1 Initial Certificate Tests 

1. locate a Test Results table for a URl to test in the report document. Get the URl value. 

2. Start with a fresh firefox browser session. 

3. Enter the URl to test in the address bar and press Enter. 

4. If there was a connection error, such as a timeout, DNS lookup failure, cannot communicate 
with external server, connection refusal, server not found, etc., record in the Status box of the 
Test Results table that the test was "Prevented because of connection.". A snapshot of the error 
includi the Address bar) rna be laced in the box "User cert re ested?". Example: 

TD 12 ~ 
Asset Name XVi 

URI., hUps tlx'i7 ([Jill 

User cert 
requested? 

Status 

NA 

" 

<D Server not fou nd 
Flrefox "Ill' lind tIM> ....... at xyz.com. 

Test prevented because of connection. 

The test is done. Skip to 2.2.4 Post-Test Browser Clean Up. 

5. If there is a security error such as a secure connection fail or if a basic authentication pop-up 
appears or if the web site page is displayed, then record "Fail" in the Status box of the Test 
Results table. A snapshot of the error may be placed in the "User cert requested?" box. 
The test is done. Skip to 2.2.4. 

6. A user certificate pop-up rUser Identification Request") should appear. 

If your certificate is not prompted for and the web site content is displayed, then enter 
"No" in the "User cert requested?" box and 
"Fail" in the "Status" box 

ofthe Test Results table. The test is done. Skip to 2.2.4. 

If your certificate ~ prompted for, record "Yes" in the "User cert requested?" box in the 
Test Results table. 

7. Select the good certificate. leave the "Remember this decision" box checked and click OK. (No 
need to take a snapshot of this.) This dialog may pop-up multiple times (even though 
"Remember this decision" was checked) because of redirections. Select the good certificate 
each time. 

Page 6 

UNCLASSIFIEDftl"OU6 

Approved for Release: 2018/07/19 C05113002 



Approved for Release: 2018/07/19 C05113002 

This .... nlqlllll5tedthllt,. iIII!nIIfJ)JIIlIIIIIHIf ..... _tJfbIe: 

I I . 
Organization: ·us GcMmment" 
Jssuecf I1ndec ·U.s. Government" 

8, After selecting your good user certificate, the server certificate is checked by the browser. If 
there is a "This Connection is Untrusted" pop-up, expand the ''Technical Details" section and 
take a screen-shot of it and place it in "server cert accepted?" box along with the answer 
"No". 

lID 11"1 nttnlh,'1 iH'l fl 01]1 I"J80 Apps IIIV811tCll,' 01 cll) Iml!,} i I\LIV dPp<'tld HlP 

Ac IOP'y"11 

Asset. Name NalHe or the dpplJ( dl.(ln 

URL AtlcJr '" sc, 1 (J I f"o! 

User cert Yes. 
sted? 

Server cert 
accepted? 

NonnoIIy.-""'''Y ..... nnoctcecurely.-............ ___ ... .,..,.. 
1Itat"", ... JIoin!Itolhtliptploce. I"-.lhi .. iOt', idonlilyClln\ beYOrifiod. 

WhIIIIt Should I Dor 

1f,..._!!t_tolllisoile_....".....llIis.....,_I~m ... ""'_.is 
Ilying ........................ d".._ .. CDIIIinue. 

I GelmeClll1llGl ...... 1 

Technical De!alis 

~--------~I~"~~~ TIIe_.not...-IIecI ...... __ is_ 
CEmorcocle:_...-_unIon ... .......,1 

Ifll""""_wIIor, png on, you _ ... _ .... ~_ngthl ....... __ 11,..._ .... __ ........ ____ 11 

.......... ---
Don~IICId .. .....,._,... ...... _ •• gootI ....... whylllisoile_'''''' 
bullod_ 

No. C::J Add&c:!!t!e, i> 
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Expand the "I Understand the Risks" section. If there is no "Add Exception" button, record 
"Prevented because of bad server certificate." in the Status box of the Test Results table. The 
test is done. Skip to 2.2.4. 

If there ~ an "Add Exception" button, then click on it. (More information can be gathered by 
clicking on "View" and taking screen shots.} Click on "Confirm Secufity Exception" to continue 
testing this URl. 

Ifthere is llQ "This Connection is Untrusted" pop-up, then record "Yes" in the "Server cert 
accepted?" box. 

9. Take a screenshot of the web page contents that is loaded and save it in the "Resul ting 
Include the Address 

Meaning 

10. Enter the meaning of the results in the "Meaning" box. If you see your account name displayed 
or a recognition of your identity, then record that. Example: "Identified user based on 
user certificate". If no recognition of your identity but site contents displayed, you might 
record that the site "Allowed access when given a valid user certificate". 

11. Prepare for the next part of the test by clearing the recent history and exiting the browser. 
(Refer to 2.2.4 for details.) 
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2.2.2 Revoked User Certificate Test 

12. Start with a new Firefox browser session. 

13. Enter the URl in the address bar again and press Enter. 

14. When your user certificate is prompted for by a "User Identification Request" pop-up, select the 
revoked certificate .. Leave the "Remember this decision" box checked and click 01<. This dialog 
may pop-up multiple times. 

15. Take a screenshot of the web page contents that are displayed and save it in the "Resul ting 
(s)" box. 

Meaning 

I Status 

(0) Access Denied 

(U) 4D3.13 - forbidden: Client certificate has been revoked on 
the Web server. 
(U) Your client C8I'IIIIcat8 __ n!IVOUd, or the _tiDII AII'WI' could _ llrelClMltec:tad. A 
I!IJecure ~ l.Byer (IIISL) dIa!IIIt IC<III'tIftc::I is U5IHII for IdetdIfyIng you _ II vdd use. of the 
.-rca. 

16. Enter the meaning of the results seen (when the revoked certificate was given) into the 
"Meaning" box. Enter the overall test results in the "Status" box. 

For example, if the contents of the web site are displayed, you could enter "Allowed access 
when given a revoked user certificate" as the meaning and enter "Fail" as the 
overall status. The test is done. Proceed to 2.2.4. 

If there was no indication that the certificate was recognized as revoked, then "No indication 
that the revoked user certificate was rejected" could be entered as the meaning 
and "Inconclusive" be entered as the overall status. (This is the case where the exact same 
access-nat-allowed page is displayed for both the good certificate and the revoked user 
certificate.) The test is done. Proceed to 2.2.4. 

If a page appears stating that access is denied because the user certificate is revoked, then the 
meaning would be "Site blocked access to revoked user certificate". 

17. Prepare for the next part of the test by clearing the recent history and exiting the browser. 
(Refer to 2.2.4 for detailS.) 
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2.2.3 Expired User Certificate Test 

18. Start with a new Firefox browser session. 

19. Enter the URl in the address bar again and press Enter. 

20. When your user certificate is prompted for by a "User Identification Request" pop-up, select the 
expired certificate. Leave the "Remember this decision" box checked and click OK. This dialog 
may pop-up multiple times. 

21. Take a screenshot of the web page contents that are displayed and save it in the "Resulting 

erver Error 

403 • Forbidden: Client certificate bas expinKL. 
Y<H do MIt h ...... ~ to 'III'Iew this dlrKtory or page IIIIIIn9 .... CNldMIMIs thel '1/'011 ....,... 

Meaning Site blocked access to user with expired certificate. 

22. Enter the meaning of the results seen (when the expired certificate was given) into the 
"Meaning" box. Enter the overall test results in the "Status" box. 

For example, if the contents of the web site are displayed, you could enter "Allowed access 
when given an expired user certificate" as the meaning and enter "Fail" as the 
overall status. The test is done. Proceed to 2.2.4. 

If there was no indication that the certificate was recognized as expired, then "No indication 
that the expired user certificate was rejected" could be entered as the meaning 
and "Inconclusive" be entered as the overall status. (This is the case where the exact same 
access-not-allowed page is displayed for both the good certificate and the expired user 
certificate.) The test is done. Proceed to 2.2.4. 

If a page appears stating that access is denied because the user certificate is expired, then the 
meaning would be "Site blocked access to user with expired certificate". 
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23. Clear recent cookies, cache, active logins, offline website data and site preferences. Click "clear 
your recent history" under Options -> Privacy. 

Privacy 

Traddng 

Tell sites that I do 1101 want to be IJacloed 

lam More 

History 

Firefox Will: Remember lIi5loly 

Flrefox will remember your browsing, download, form .nd searcll history, 

and keep 

You may 

l.ocBdonlllBr 
When using the location bar, .... ggest 

~ Ifostoty 

l!ookm.rI:s 

~ .Qpen tabs 

24. Exit the browser. 

VE individual cookies. 

2.2.5 NRO Applications Inventory Update 

'" 'm 

lime,..to door. I LJIIItHaur "I 
'GDtttaiIs 

o _ng&DawnloaclHlslDly 

o Fo!m & Swell HlsIDIy 
o CaoIdos 
[iJ Cacho 

o AdMLogIns 
o 0IfIIne Wobslia Data 
[iJSileP ......... 

~~ Caned J 

25. In the "Audi t/PKE Compliance View" (or the first rrpKI Verification" view), update the 

• "A&CS:PKE Compliance Verification" to the status ofthe test for the URl, and 

• IIA&CS PKE Verification Date" to the date the test was performed. 

• If the URl tested is missing from (or has changed in) the NRO Applications Inventory, then 

update the URL value in the inventory. 

26. Perform test procedure for the next web site URL 

2.3 Finish.ing Step 
Populate the Summary of Results table. See Appendix B for an example. 

You may wish to add statistics and/or a chart for larger reports. 
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Appendix A. Report Template 
From: <Your name>, COMMIL-___ ~ 
Date: 2016-05-13 

Subject: PKI Verification Test Results 

This is a report of the results from the PKI tests on the given URls. Each PKI enabled site is expected to 
require a user certificate. If the site requested a certificate, a valid user certificate was provided and a 
home page, login page or access denied page was expected. Then, using a fresh browser, the site was 
tested again with a revoked user certificate. The site is expected to check the Certificate Revocation list 
(CRl) and recognize the revoked certificate and prevent access to the site. 

Summa of the Results 
Server Access With Access With 

Asset I D Status 
Cert Good LIsen Cert Revoked User Lert 

Test Table Field Definitions 
field 
ID (Acronym) 

Asset Name 

URL 

User cert requested? 
Server cert accepted? 

Resulting page(s) 

Meaning 
Status 

Status Definitions 

Status 

PASS 

Inconclusive. 

Test prevented because of 
connection. 

Test prevented because of 
bad server certificate. 

FAil 

Description 
ID number (from NRO Application Inventory) and optional Acronym. 

Name of application. 

The address to test. 
"Ye~' means there was a pop-up requesting a user certificate selection. 

"Yes" means that there was no server certificate error for the https URL 
Snapshots of resulting pages and pop-ups. 

Short interpretation of the results. 

Overall result oHest: Pass, Inconclusive, Prevented or Fail. 

Meaning 
Site required a user certificate. 
Home or login page was accessed with a valid certificate. 
Site blocked access when a revoked user certificate was provided. 
Testing results did not provide enough information to positively conclude that 
the site passed or failed. One such case is where the site required a user 
certificate but access was prevented for both valid and revoked user certs and 
no reason was given; There was no information to indicate that the server 
recognized that the revoked user certificate was revoked. 
Could not perform PKI test on server due to connection problems such as DNS 
lookup failure or connection timeout. 
There were issues with the site's server certificate (such as inadequate cert 
type, weak ephemeral DH, bad domain, CN or SAN does not match host name, 
unknown issuer) that prevented testing. 
Completed the PKI test. Either the site did not require any certificate for access 
or it allowed access when given a revoked user certificate. 
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Test Data 
Results of the tests for each URL follows. 
II) 

Asset. Name 
URI.., 

User 

Access With Revoked User cart. 

End 0/ template. 

Header SCript If there are many URLs, using this script to generate headers may save some time. 

# PKI_Test_Headers.psl PowerShell script to generate PKI Test Page Headers given a 
# 'PKI Test URLs.csv' CVS file. 
#; 

# 
# 

The CVS file should contain these column names (which are suitable as property names): 
ID Asset Acronym URL 

Set-ExecutionPolicy Unrestricted; ### Must be entered by an Admin. 
### If no Admin, then the following script must be entered on a single line. See below. 

Import-cSV -Path '.\PKI Test URLs.csv' I 
ForEach-object . 
{ 

$i $_.ID; 
$n $_.Asset; 
$a $_.Acronym; 
$u $_.URLi 

write-Output "ID $i ($a) 'nAsset Name $n'nURL $uUser cert requested? 
'nServer cert accepted? 'nAccess with Good User Cert 'nResulting Page(s) 
'nMeaning 'nAccess With Revoked User Cert 'nResulting page(s) 'nMeaning 
-nStatus'n'nAL$!"; 

} I 
Out-File PKE_Test-pages.txt 

### Same script but on a single-line: 
Import-CSV -Path' .\PKI Test URLs.csv' I ForEach-Object { $i = $_.ID; $n = $_.Asset; $a = 
$_. Acronym j $u = $_.URL; Write-Output "ID $i ($a) 'nAsset Name $n-nURL $uUser cert 
requested? 'nServer cert accepted? -nAccess With Good User Cert -nResulting pagers) 

-nMeaning -nAccess With Revoked User Cert 'nResulting Page(s} 'nMeaning 
'nStatus'n'nAL~"; } I Out-File PKE_Test-pages.txt 

iii ADDend the contents of PKE Test oaqes.txt to the document and convert text to tables. 
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Appendix B. Example Report Data 

Example of a Summary Results Table 

Asset lID 
Server 

Cert 

AIRBRUSH 2235 Good 

ABC 123 Good 

DEF 456 NA 

GHI 789 Expired 

Weak 

JKl 012 server 
ephemeral 

DH key 

Server not MNO 345 found. 

PQR 678 Good 

Access With 

Gooa I.Jser Cert 

Allowed access when 
given a valid user 

certificate. 

Identified user based on 
user certificate. 

Displayed page. 
Did not ask for a user 

certificate. 

Displayed page. 
Accepted user cert. 

NA 

NA 

"Your sign-in attempt 
failed. Please try again." 
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Access With 

Revoked I.Jser CeFt 

Blocked access when 
given CD revoked user 

certificate. 
No indication that the 

revoked user certificate 
was rejected. 

Displayed page. 
Did not ask for a user 

certificate. 
Allowed access when 
given a revoked user 

certificate. 

NA 

NA 

"Your sign-in attempt 
failed. Please try again." 
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Status 

Pass 

Fail 

Fail 

Fail 

Prevented 
because of 
bad server 
certificate. 
Prevented 
because of 
connection. 

Inconclusive. 



Example of a Test Results Table 

Meaning 

Meaning 

Meaning 

Status 

(U)Warning 

II~! 

Web site contents provided for user with good certificate. 

<A---c-----=---:-:--~··-·~ ....... _ ....... . 

(l.J) Access Denied 

(U) 403.13 - Forbidden: Client certificate has been revoked on 
the Web server. 
(U) Yourdlent ~_II ~ corllle revoc:atioIIliIIIII'V1III" CIIIIIIId not be CIIIIti!Idad.. II. 
!Iiec:uI'e SIDdcets LIrpr c-") chat ICIII1IIIcate 15 used IW ~ you 85 II VIIIId __ ofllle 
I"IIII!IIOUI'1: 

Web site access prevented for user with revoked certificate. 

erver Error 

403 - Forbidden: Client certificate ha !OpinMI.. 
y_.nat "-pIIIrmIHIDri ItO vIoawUIIs dhct-r 01' PIIP usIag 8M ~ tBIiItyw .~. 

Web site access prevented for user with invalid expired certificate. 

Pass 
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Appendix C. Test Procedure Flow Chart 
This is the test procedure above represented in a flow chart. 
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