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 MESSAGE FROM THE INSPECTOR GENERAL

30 October 2017

(U) On behalf of the National Reconnaissance Office (NRO) Office of
Inspector General (OIG), I am pleased to submit this report highlighting
the OIG’s activities for the period 1 April — 30 September 2017. This
report provides the status of significant findings and recommendations
identified during the course of the OIG’s work, as well as OIG
accomplishments and other key activities. The activities described in this
report exemplify our continuing commitment to improving the efficiency
and effectiveness of NRO programs and operations.

(U) During this reporting period, the OIG issued eight reports and
continued its work on another eight projects. The reports covered myriad
issues including physical security, computer and information security,
contracts, human resources, and facilities. In addition to this work—
supporting and facilitating our mission of assuring effective stewardship
of taxpayer dollars and detecting fraud, waste, abuse, and
mismanagement in NRO programs—the OIG continued to reach out to
other organizations both within and outside of the NRO. These efforts
included conducting an outreach visit to an NRO mission ground station
and hosting a meeting of the Department of Defense Intelligence
Community Inspectors General. This continued focus on outreach
enabled the OIG to capture valuable feedback and perspectives from NRO
employees and to identify trends across the feedback provided. The
success of these outreach visits has also resulted in more of a
community-wide outreach effort that is yielding valuable information
about the priorities of the other agencies at the ground stations. In
addition to these outreach efforts, the OIG celebrated the ten year
anniversary of the opening of its Denver Field Office.

(U) As is always the case, we enjoyed a collaborative relationship with
Director Sapp and with NRO’s leadership and workforce. Director Sapp
and her management team are actively engaged in addressing open
recommendations and implementing corrective actions. The OIG did not
experience any issues related to access to NRO records or personnel.

(U) I very much appreciate the cooperation and support of the Congress
and its staff as we continue to affect positive change at the NRO. I
would also like to thank the dedicated and professional NRO OIG staff for
their continued hard work and commitment to providing effective
oversight of NRO programs and operations.

ot

Susan S. Gibson
Inspector General
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(U) SEMIANNUAL REPORT HIGHLIGHTS AND ACCOMPLISHMENTS

(U) During this reporting period, the National Reconnaissance Office
(NRO) Office of Inspector General (OIG) focused its oversight efforts and
resources to address management challenges and issues of greatest risk
within the NRO. Specifically, the OIG performed work on 16 projects,
eight of which were completed and eight are ongoing. The projects
derive from previous NRO OIG annual work plans and address mandated
requirements; respond to alleged violations of law, regulation, or policy;
or evaluate emerging issues. The OIG’s efforts enhanced the economy,
efficiency, and effectiveness of NRO programs; assisted in detecting and
preventing fraud and abuse; safeguarded taxpayer investments; and
supported the mission of the NRO.

(U) The OIG also continued to reach out to other organizations both
within and outside of the NRO. These efforts included conducting an
outreach visit to an NRO mission ground station, and hosting an inaugural
meeting of the Department of Defense Intelligence Community (IC)
Inspectors General (IGs). In addition to these outreach efforts, the OIG
celebrated the ten year anniversary of the opening of its Denver Field
Office.

(U) OUTREACH TO THE AEROSPACE DATA FACILITY COLORADO

(U) In March 2016, the NRO OIG began an initiative to conduct outreach
visits to NRO mission ground stations. The first two visits were
conducted in August 2016 and March 2017. The most recent visit,
conducted during this reporting period, was to the Aerospace Data
Facility Colorado (ADF-C). The National Security Agency (NSA) OIG
joined the NRO OIG for this outreach due to the joint mission at this
location. As with previous outreach efforts, the visit to ADF-C included
staff from the NRO Audits, Inspections, and Investigations Divisions. In
addition, the NRO Inspector General personally attended the ADF-C
outreach visit. OIG activities during this visit were similar to prior
outreach visits and included a town hall meeting, interviews with the
senior leadership, focus groups, and one employee-requested interview.
The focus group sessions included participants representing the civilian,
military, and contractor workforce.

(U) Before and throughout the OIG’s outreach visit, ADF-C leadership was
proactive in encouraging and facilitating ADF-C staff cooperation. For
example, Figures 1 and 2 below show one of the cards that the ADF-C
leadership prepared in advance and placed in key locations throughout
the site. These cards advertised the OIG town hall meeting and
encouraged staff to submit questions or to request one-on-one meetings
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with the OIG to express any issues or concerns. In addition, during the
OIG's visit the ADF-C, leadership expressed a strong desire to understand
what, if any, concerns were expressed by ADF-C employees. The OIG
appreciates this proactive leadership approach.

(U) The original goals of the OIG’s outreach visits were to (1) promote an
improved understanding of the NRO OIG mission and (2) increase the
frequency of OIG interaction with the workforce at the ground stations.
The three outreach visits conducted to date have exceeded the originally-
intended goals. First, they provided the OIG with opportunities to find
and address issues that could have a negative impact on the NRO’s vital
ground station missions if not addressed in a timely manner. Second,
these visits provide the OIG with more frequent opportunities to promote
positive change across the NRO. Equally as important, the other IC OIGs
have acknowledged the value of these visits and have partnered with the
NRO OIG. This has resulted in more of a community-wide outreach effort
that is yielding valuable information about the priorities of the other
agencies at the ground stations.

(U) OIG CROSS-AGENCY COORDINATION

(U) In an effort to promote cooperation and consistency across the
Department of Defense Intelligence Community Inspectors General , the
NRO Inspector General hosted a meeting of the IGs from the Defense
Intelligence Agency (DIA), the National Geospatial-Intelligence Agency
(NGA), and the NSA. The agenda for this meeting included several issues
that all of the participants have in common. For example, the
participants discussed options for providing more transparency and
publically publishing redacted versions of select reports. The NRO OIG
will be starting by publishing the this Semiannual Reports to the Congress
on the NRO website and using the Council of the Inspectors General on
Integrity and Efficiency’s (CIGIE) newly-established Oversight.gov
website.” The participants also discussed ways to effectively (1) address
several new and existing mandates that apply across all of their offices,
(2) encourage and benefit from joint duty assignments among their
agencies, and (3) coordinate their FY 2018 work plans to look for

z (U) Oversight.gov was created by CIGIE to consolidate all public reports from contributing Federal Inspectors General in order to
improve the public’s access to independent and authoritative information about the Federal Government. The site includes a
publically accessible, text searchable repository of reports published by participating 1Gs.
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opportunities to conduct joint projects and to share information about
project scope, methodologies, and information sources.

(U) NRO OIG DENVER FIELD OFFICE — TENTH ANNIVERSARY
(S//SI/TK " August 2017 marked the 10-year

anniversary of the establishment of the NRO OIG’s Denver Field Office.
The ribbon cutting ceremony depicted in Figure 3 was presided over by
the then NRO Inspector General, Mr. Eric Feldman

and then NRO Deputy Director, Major General e e
Thomas Sheridan. Through the years, the Denver Caremony

Field Office has cultivated successful working
relationships with mission partners in several states
and particularly at the ADF-C and the Aerospace

Data Facility Southwest. The Office’s man
ianifican mplishments incl
(a four year endeavor), the first civil

settlement of over $1 million within the federal
government for violation of the Procurement
Integrity Act, and complex and high interest audits
such as the Audit of the National Reconnaissance
Office Support to Other Agencies at the Aerospace
Data Facility Colorado and the Joint Audit of the rave s wrmsnz(D)(1)

(b)(3)

' The Field Office continues its work on several
ongoing investigations and the audit of NRO Supply Chain Risk
Management.

T L HOPORN
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(U) SIGNIFICANT FINDINGS AND RECOMMENDATIONS

(U) The Inspector General Act of 1978, as amended, requires OIGs to
report on agencies’ significant deficiencies found during the reporting
period, and on significant recommendations for corrective action to
address those deficiencies. It also requires OIGs to report each
significant recommendation described in previous semiannual reports for
which corrective action has not been completed.

(U) SIGNIFICANT FINDINGS AND RECOMMENDATIONS FOR THE

(U) While the OIG issued eight reports during this semiannual reporting
period, none of the reports’ findings or recommendations met the OIG's
criteria for significant.

(U) STATUS OF PRIOR SIGNIFICANT RECOMMENDATIONS

(U) As of the end of this semiannual reporting period, there are four
significant recommendations for which corrective action has not been
completed. These significant recommendations are associated with two
prior reports. The status of these prior recommendations is shown in
Tables 1 and 2. Additional details about the actions being taken to
address significant recommendations older than one year are provided in
Appendix B of this report.
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(U) TABLE 2: INSPECTION OF NRO SUPERVISORY CONTROL
AND DATA ACQUISITION SYSTEMS (SCADA)

(L) Recompendation (L) Office (L) Status
Wgniﬁcant Recommendation #4 for the DNRO-gopointad MsgO | B
anagement Services and Operations (M580)/COMM/SCADA § - August 2019

Waorking Group/Loordination Committes/ Program: g
Formally categorize, document, and publish NRO/SCADA systems as.

elther federal information systems of national security systems, :
Table is UNCLASSIFIED//E@CUO
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(U) COMPLETED PROJECTS - OVERVIEW

(U) SUMMARY OF COMPLETED AND ONGOING PROJECTS

(U) Table 3 identifies the completed projects for this semiannual
reporting period. Following the table are short descriptions of the
conclusions and recommendations made for each project.

(U) TABLE 3: COMPLETED PROJECTS — APRIL-SEPTEMBER 2017

{U) Date
(U) Title Completed
(U) Evaluation of NRO FY 2016 Improper Payment Compliance 24 April 2017
(U) Deferment of Inspection of NRO Physical Security Program (NRO 10 July 2017
Headquarters and Surrounding Facilities) Y
(LD Consolidated Facilities Operations and Maintenance Performance 25 July 2017

Audit

(U) NRO GEOINT-Financials Statement on Standards for Attestation
Engagements No. 18 Management Letter for the Period 01 July 2016 15 August 2017
to 30 June 2017

(U) Special Review of the Enterprise Procurement Contract . 28 August 2017
(U) National Reconnaissance Office Fiscal Year 2017 Federal 15 September
Information Security Modernization Act Report 2017

(L) Follow-up Inspection of the NRO Department of Defense Cadre - Sggie;n per

29 September
2017
TW

(U) COMPLETED PROJECTS - RECOMMENDATIONS

(U) Evaluation of NRO FY 2016 Improper Payment Compliance.

(U) The Improper Payment Information Act of 2002, as amended by the
Improper Payments Elimination and Recovery Act of 2010 and the
Improper Payments Elimination and Recovery Improvement Act of 2012,
establishes agency requirements regarding improper payments and
requires OIGs to determine whether the agency is in compliance each
fiscal year. The OIG conducted an evaluation and determined the NRO
complied with all applicable requirements. The OIG also reviewed two
open recommendations to strengthen controls and provide additional
processing guidance. The NRO is making progress on both
recommendations. Based on its findings, the OIG made no additional
recommendations.

(U/JTFO8SYFhe OIG reported that the NRO| |
\ Intelligence Community Directive 706, Security Standards for
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Protecting Domestic Intelligence Community Facilities (effective June
2018). For example, in August 2016 it conducted a Facility Security Risk
Assessment for the Headquarters Campus and outlying NRO facilities to
identify potential areas of noncompliance. The risk assessment

these findings and recommendations address the OIG’s
current inspection objectives. Consequently, the OIG deferred its (b)(1)
inspection of NRQO’s Physical Security Program until FY 2018 or FY 2019. (b)(3)
The memorandum documenting the deferment of the inspection

| -

(U) Consolidated Facilities Operations and Maintenance
Performance Audit.

TOPR SFCRFT/ TRIFROUNOPORN
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'Management Letter for the

Period 01 July 2016 to 30 June 2017.

~ |The NRO OIG has contracted
with the independent public accounting firm/
to report on the fairness of the presentation of management's  (P)(3)
description oﬁ L and the suitability of the design and
operating effectiveness of the controls to achieve the related controls
objectives included in the description.

e controls surrounding the
An unqualified opinion

means that the control objectives tested were designed and operating

effectivel ribed by NRO management. During the examination,

however, L:)bserved some inconsistencies in the aareements (b)(3)
between\ \and identified actions tha could

take to address them.

(U) Special Review of the Enterprise Procurement Contract.

(U) National Reconnaissance Office Fiscal Year 2017 Federal
Information Security Modernization Act Report.

(U) The Federal Information Security Modernization Act of 2014 (FISMA)
outlines the information security management requirements for agencies,
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including an annual evaluation by each agency’s Inspector General or an

independent external auditor. FISMA requires OIGs to conduct an annual
independent evaluation to determine the effectiveness of the information
security program and practices of their respective agencies.

U) The NRO OIG engagedzto conduct this evaluation and
is responsible for the evaluation’s conclusions. To ensure the

quality of the work performed, the OIG government oversight team
monitore ctivities. As part of this oversight, the OIG noted
instances in whic did not have sufficient appropriate evidence

for the conclusions reached. These instances were brought t
(b)(3) attention and were resolved prior to issuance of the final report.

(U//PONQ reported that the NRO is (b)(1)

FY 2016 FISMA

evaluation.

(U) Follow-up Inspection of the NRO Department of Defense
Cadre.

(U//}OUQ The OIG found that the NRO has made limited progress
against the challenges and deficiencies identified in its 2015 Cadre
report.> First, many previously identified challenges and/or deficiencies
critical to the long-term viability of the Cadre remain unresolved or
incomplete. Second, efforts to implement various personnel system
initiatives have yielded incomplete practices or protocols germane to
NRO's ability to attract, hire, develop, advance, and retain appropriate
Cadre personnel. Third, to date, the Director of National Intelligence has
not conducted a workforce study, nor has the NRO conducted an
independent, comprehensive analysis of the composition of the Cadre
component or the NRO workforce.

(U/R’US%-The OIG identified other concerns including NRO's ineffective
communication with Cadre personnel; limited personnel resources
currently available to support the Cadre; shortcomings related to billet
management, personnel mobility, and the transition from rank-in-position
to rank-in-person.

(U//FO¥Q) The OIG recommended that the NRO

3 (U) In 2015, the OIG conducted the Inspection of the NRO Cadre Implementation Plan for Department of Defense Civifians,
wherein the OIG identified, among other things, challenges and deficiencies that may have influenced the NRO'’s ability to meet
prescribed transition timelines and/or manage its future workforce if not addressed.

10
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complete, implement, and communicate all non-critical Cadre related
policies to the workforce; (OPEN)

assess and document adjustments to the Cadre Competencies to
reflect rank-in-person needs and complete the Cadre Competencies
prior to the planned FY 2019 transition; (OPEN)

develop and document career paths for each Cadre career field for
various proficiency levels (entry and developmental, full performance,
senior, and expert) to ensure professional development opportunities
for the Cadre; (OPEN)

assess and document the feasibility of creating a robust Cadre
orientation program; (OPEN)

examine and document salient aspects of the Cadre workforce
inherent to its ability to support current and near-term mission
requirements, including identifying core competencies, skill levels, and
number and allocation of personnel to facilitate an appropriate Cadre
needs-gap analysis; (OPEN)

develop and document a strategic Cadre workforce growth plan that
determines the optimal mix of workforce experience, knowledge,
skills, and Cadre-related processes necessary to properly align the
Cadre workforce to the NRO's current and future mission
requirements to include recruitment and retention strategies; (OPEN)

conduct and document a timely, appropriately scoped, workforce
analysis that systematically identifies and analyzes core competencies
and skills mix and facilitates an NRO workforce needs-gap analysis
that would enable the development of a strategic Cadre workforce
plan; (OPEN)

engage with NRO leadership to identify additional senior leadership
positions for which NRO Cadre would be eligible; (OPEN)

assess the Cadre vacancy process, including the posting and
advertising of Cadre vacancies; the feasibility of concurrently posting
vacancies through multiple venues; and the feasibility of enhancing
Cadre personnel mobility by expanding NRO job opportunities to
which Cadre employees may apply. Determine most appropriate
course of action and establish or update policies and implementation
guidance, as appropriate; (OPEN)

develop and document detailed procedures for obtaining or moving
billets within the NRO; (OPEN)

assess and determine the requirements and resources needed to
transition the workforce to rank-in-person by fiscal year 2019.
Develop, document, and implement a plan of action with enforceable
milestones to execute the transition to rank-in-person; (OPEN)

develop, document, and implement a robust communication strategy
for the Cadre workforce to improve the flow of and access to
information regarding all Cadre efforts; (OPEN)

11
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» determine and document the sufficiency of current resources
dedicated to supporting the Cadre workforce and document the need,
if any, for additional or dedicated Cadre support resources to sustain
the Cadre and support additional growth; (OPEN) and

» determine, document, and communicate clearly defined Career Field
Managers' roles and responsibilities. (OPEN)

12
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(U) ONGOING PROJECTS - OVERVIEW

(U) Table 4 identifies the ongoing projects for this semiannual reporting
period. Following the table are short descriptions of the objectives for
each project.

(U) TABLE 4: ONGOING PROJECTS — APRIL-SEPTEMBER 2017

(i Tide . (V) Date Initiated

,(:U) Audit of the National Reconnaissance Office Insider Threat A Noebe JDiE
rogram

(U) Inspection of NRO Mission Resiliency 5 December 2016

| | | 6 February 2017

(U) Office of Inspector General Audit of the National
Reconnaissance Office Fiscal Year 2017 Financial Statements

(U) Audit of Management Oversight of Federally Funded Research
and Developrment Centers throughout the National Reconnaissance | 21 February 2017

8 February 2017

Office

&Ja)ng\;cei:q 21; tNatuonal Reconnaissance Office Supply Chain Risk | 10 March 2017
(U) Audit of Fleet Management 16 June 2017
(U) Inspection of the Aerospace Data Facility East 1 August 2017

Table is UNCLASSIFIED

b)(1
oo

(U) Audit of the National Reconnaissance Office Insider Threat
Program.

(U) Objective: Determine whether the NRO has established an Insider
Threat Program that (1) complies with federal program requirements and
(2) is positioned to prevent, detect, and deter insider threats. The
objective of the audit may be refined as planning and coordination
progress.

(U) Inspection of NRO Mission Resiliency.

(U Objective: Assess processes used by the enterprise to identify
operationally-related threats and risks to the NRO's two Mission Essential
Functions. The inspection will also assess how NRO programs are
enhancing the enterprise’s current end-to-end resiliency posture, as
required by the Director, NRO’s Strategic Program Brief.

15
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(U) Office of Inspector General Audit of the National
Reconnaissance Office Fiscal Year 2017 Financial Statements

(U) Objective: Determine whether the financial statements and related
notes are presented fairly in all material respects, in accordance with
guidance issued by the Federal Accounting Standards Advisory Board,
OMB, and other authoritative guidance. The auditors will also review
internal controls and compliance with laws and regulations, and follow up
on the status of prior-year audit findings.

(U) Audit of Management Oversight of Federally Funded
Research and Development Centers throughout the National
Reconnaissance Office.

(U) Objective: Determine whether the NRO implemented additional
management oversight controls of Federally Funded Research and
Development Centers based on the findings and recommendations of
prior audits.

(U) Audit of National Reconnaissance Office Supply Chain Risk
Management.

(U) Objective: Determine whether NRO supply chain risk management
procedures are designed and implemented to ensure the integrity of the
NRO supply chain.

(U) Audit of Fleet Management.

(U) Objective: Determine if the NRO has the necessary controls in place
for the effective management and use of Government vehicles. This will
include an assessment of NRO's compliance with regulations and
identification of any potential instances of misuse.

(U) Inspection of the Aerospace Data Facility East

(U) Objective: Evaluate the effectiveness and efficiency of the ADF-E in
performing its mission, focusing on the following areas: Command Topics,
Mission Systems and Engineering, Information Technology and Systems,
Security, Intelligence Oversight, and Resource Programs.

16
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(U) INVESTIGATIONS

(U) The OIG Investigations Division conducts criminal, civil, and
administrative investigations into alleged violations of federal laws,
regulations, and policies involving NRO funds, operations, and programs.
All investigative records and information starting with complaint intake
through the final report along with the full disposition of each case to
include those referred are maintained with the Investigations Division’s
Case Management and Tracking System (CMTS). The data in this section
is derived from all relevant records in CMTS covering the period of

1 April — 30 September 2017.

(U//F ) During this reporting period, the Investigations Division
respondedto 197 allegations. The overall percentage of false claims
allegations increased from 25 percent in the first half of FY 2017 to

33 percent in the last half of the year. The change is attributed in part to
an increase in corporate disclosures made to the OIG regarding
allegations of labor mischarging occurring principally at contractor
facilities. In addition, the OIG is investigating a greater number of

qui tam claims pursuant to the False Claims Act when a nexus to NRO
programs is established. Figure 4 illustrates the types and percentages
of these cases opened during this reporting period.

{(U) FIGURE 4: SUMMARY OF ALLEGATIONS RECEIVED BY THE
NRO OIG INVESTIGATIONS DIVISION

Child Exploitation __ Conflict of Interest Thfft false Statement

5% 2%
3% © <1% __ procurement
integrity
<1%

- Reprisal
<1%

Product Substitution
2%

Other Crime*
19%

False Claims {labor
mischarges, qui tam,
other)

33%

Regulatory / Other
Non-criminal
33%

*(U) “Other Crime” includes a broad category of alleged criminal wrongdoing reported to the OIG.
Allegations that do not fall into the category of fraud, waste, and abuse affecting NRO programs are
referred to the appropriate investigative agency. Other crimes subject to investigation by the OIG may
include, but are not limited to, wire fraud, counterfeit and forgery of official documents, private
conversion of NRO resources, or deliberate damage to NRO property.

Figure is UNCLASSIFIED
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(U) REPORTS OF INVESTIGATION

(U) During this reporting period, the Investigations Division produced 24
Reports of Investigation and identified more than $5 million due back to
the NRO or the United States Treasury. The OIG provides all Reports of
Investigation to OS&CI for security consideration and action as
appropriate. Table 5 illustrates the additional details of these cases.

{(U) Table 5: Summary of Referrals and Indictments

(U) Item () Number
Total Reports 24
Referrals to Federal Prosecutor 21
Referrals to State Prosecutor 0
Indictments 0

Table is UNCLASSIFIED

(U) SELECTED INVESTIGATION SUMMARIES

(U) False claims. The Investigations Division completed 18
investigations of False Claims, all of which took the form of labor
mischarging by NRO contractor personnel during this reporting period. In
total, these investigations identified approximately $368,000 in funds
recoverable to the NRO or the United States Treasury. The United States
Attorney’s Office (USAQ) declined prosecution for each of these cases in
favor of an administrative settlement. The OIG referred each case to the
NRO Office of Contracts for administrative action within the terms of any
affected contracts, to include financial restitution.

(U) Eight of these cases originated from a single company that failed to
provide timely corporate disclosures to the OIG regarding fraud occurring
on NRO contracts in its company facilities. Previously, in lieu of
appropriate reporting to the OIG, the company would instead credit the
NRO for the mischarged labor with minimal communication limited to only

18
TGP SECRET//RBLJTY/ JNOFORN

Approved for Release: 2018/08/14 C05106612



Approved for Release: 2018/08/14 C05106612
BRSO BELELFLEL f f w&ww

(U) One other labor mischarging case involved a GG-13 NRO Cadre
officer. The investigation found the employee had mischarged
approximately 360 hours for a one year period from 2015 to 2016. The
NRO suspended the employee’s security access for unrelated issues. He
is awaiting disciplinary action to include restitution.

(U) Whistleblower reprisal. The OIG completed one investigation of
alleged Whistleblower Reprisal during this period. The case involved a
contractor at an NRO facility who claimed that she had been terminated
by her company after communicating information to the OIG. The
investigation found that the employee had been terminated for cause
before, and unrelated to, her communication to the OIG.

(U) SIGNIFICANT INVESTIGATIONS

(U) The following are high-level accounts of significant investigations
conducted during this reporting period.

» (U) The OIG investigated an alleged conflict of interest involving a
GS-15 government employee. The employee had been selected as
the lead of an Independent Program Assessment for an acquisition
involving a prime contractor on a major NRO program. At the time of
his selection, the employee knew his spouse was employed by the
same prime contractor and that he and his spouse each had
significant financial interests in the company to include stocks
holdings. The employee failed to inform the NRO of this information
prior to his appointment as required, but the investigation found no
indication that the employee had used his position for personal gain
or that of his spouse. The USAO declined prosecution of the case on
21 February 2017 and the employee was subsequently removed from
the lead position. He is awaiting a decision regarding disciplinary
action in light of the ethics violation.

» (U) A military officer (O-4) assigned to the NRO was involved in a
conflict of interest when, as an active duty officer, he established a
company that subsequently held contracts with the United States
Government. The OIG investigation showed that the officer failed to
fully disclose the nature of his company business, to include its
performance on government contracts, when responding to inquiries
by the NRO’s Office of General Counsel. The USAO declined
prosecution of the case and the officer is awaiting disciplinary action
by his military chain of command.

» (U//F The OIG investigated allegations of travel fraud by three
RO officers. The officers were allegedly receiving

compensation for travel expenses in excess of what was permissible
under NRO travel regulations. The investigation did not substantiate
the allegation because the OIG found that the travelers followed
separate, local regulations believing them to be correct based on
historical patterns and practices at the site. The OIG subsequently

19
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found the local practices were in conflict with NRO policies and had
likely been in place for over a decade. Specifically, the regulations at

\permitted NRO personnel to expense certain

travel amenities not otherwise afforded to NRO personnel and to
retain the difference between a higher estimated travel cost and a
lower actual cost. Overall, the investigation found that the policies at

bay have cost the NRO hundreds of thousands of

dollars over time. The OIG provided a summary of its findings to the
NRO in order to correct discrepancies and establish uniform travel
policies.

(U) The OIG completed a joint investigation with several other
agencies involving a kickback scheme originating with a corporate
disclosure to the OIG in 2011 by a major prime contractor. The
investigation found that two metal fabrication vendors were paying
kickbacks to a broker and the prime contractor’s purchasing agent to
obtain contracts providing parts to government programs, including
some within the NRO. The conspiracy involved five people working
for three companies, one of which was created as a shell company to
hide its affiliation with the true owner. All subjects pled guilty to
several criminal charges including multiple counts of violating the
Anti-Kickback Act, Mail Fraud, Identity Theft, and Conspiracy to
Defraud the Internal Revenue Service. The subjects received
sentences ranging from six months to two years of confinement, 16
months to three years of probation, and total fines and penalties of
over $298,000. The subjects and their respective companies were
subsequently debarred from conducting business with the
government. The investigation did not reveal concerns regarding the
quality of the parts produced by the metal fabricators.

(U) The OIG completed an investigation of a company allegedly billing
the NRO and other federal agencies for expenses incurred for the
maintenance and use of its corporate aircraft as well as the hangar
facility. The investigations found that from 2006 to 2013, the
company had inappropriately charged the government for unallowable
expenses associated with the aircraft. The billing amounted to
approximately $2.16 million as indirect costs spread across its many
federal contracts to include those of the NRO. In coordination with
the Defense Contract Management Agency, the company entered into
a settlement agreement to reimburse the government through an
adjustment in its indirect rates.
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(U) The following tables identify potential monetary benefits resulting
from the NRO OIG's audits, inspections, and reviews, as required by the
Inspector General Act of 1978, as amended (IG Act).

{(U) Table 6: Summary of Questioned Costs

Reports with Recommendations that Number of

Include Questioned Cosis* Reports Dollar Value
For which no management decision was 0 N/A
made by 1 April 2017 i E

That were issued between 1 April and 30 0 N/A
September 2017

Disallowed costs for which a management § E

decision was made between 1 Apri and 30 g N/A
September 2017 i .

Costs not disaliowed for which a

management decision was made between 0 N/A
1 April and 30 September 2017

For which no marogement decision wos 0 N/A

made by 30 September 2017
*According to the IG Act, the term “questioned cost” means a cost that is questloned by the OIG
because of (a) an alleged violation of a provision of a law, regulation, contract, grant, cooperative
agreement, or other agreement or document governing the expenditure of funds; (b) a finding that, at
the time of the audit, such cost is not supported by adequate documentation; or (¢) a finding that the
expenditure of funds for the intended purpose is unnecessary or unreasonable.

Table is Unclassified

(U) Table 7: Summary of Better Use of Funds

Reports with Recommendations that Funds Number of
Be Put to Belter Use™* Reports
For which no management decision was 0
made by | April 2017

That were issued between 1 April and 30
September 2017

For which a management decision Wwas mate— E
and the dollar value of recommendations was E E -
agreed to by management—between | April and ‘ - E $64.2 million
30 September 2017

For which a management decision was made—
and the dollar value of recommendations was not
agreed to by management—between

1 April and 30 September 2017 | |
For which no management decision was made by 0 § N/A

30 September 2017 : :

**According to the IG Act, the term “recommendations that funds be put to better use” means a
recommendation by the OIG that funds could be used more efficiently if management took actions to
implement and complete the recommendation, including (a) reductions in outlays; (b) de-obligation of
funds from programs or operations; (c) withdrawal of interest subsidy costs on loans or loan
guarantees, insurance, or bonds; (d) costs not incurred by implementing recommended improvements
related to the operations of the establishment, a contractor or grantee; (e) avoidance of unnecessary
expenditures noted in pre-award reviews of contract or grant agreements; or {f) any other savings
that are specifically identified.

Dollar Value

N/A

0 g N/A

0 N/A

Table is Unclassified
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(U) REVIEW OF LEGISLATION AND REGULATIONS

(U) The Inspector General Act of 1978, as amended, requires federal
agency OIGs to review existing and proposed legislation and regulations
relating to their agencies’ programs and operations. Based on these
reviews, the OIGs are required to make recommendations in their
semiannual reports concerning the impact of the legislation and
regulations on (1) the economy and efficiency of programs and
operations of their agencies and (2) the prevention and detection of fraud
and abuse in programs and operations of their agencies.

(U) The NRO OIG conducts such reviews and provides comments and
recommendations to Congress, when warranted, through a variety of
means including reports and coordination with CIGIE. For example,
during this reporting period, the NRO OIG reviewed all pertinent
legislation to include the Intelligence Authorization Act and other
legislation that may affect the operations of the NRO OIG. Further, the
OIG submitted legislative proposal language regarding protections for
OIG personnel, as well as proposed language regarding enhanced
whistleblower protections for contractors in the IC.

23

Approved for Release: 2018/08/14 C05106612



—
Approved for Release: 2018/08/14 C05106612

[ @m%mma;;@w

(U) THIS PAGE INTENTIONALLY LEFT BLANK

Approved for Release: 2018/08/14 C05106612



S—
Approved for Release: 2018/08/14 C05106612

[ @ﬂ%mma;;w
(U) FINANCIAL SYSTEMS COMPLIANCE

(U) As required by the Inspector General Act of 1978, as amended, this
Semiannual Report provides information regarding the NRO's compliance
with the requirements of the Federal Financial Management Improvement
Act of 1996 (FFMIA). Specifically, the FFMIA requires organizations to
implement and maintain financial management systems that are
substantially in compliance with federal accounting standards and with
federal financial management systems requirements.

(U) For FY 2017, the NRO OIG contracted witf ~ to assess the
NRO's financial systems for compliance with applicable laws and
standards as part of its Audit of the National Reconnaissance Office Fiscal
Year 2017 Financial Statements.ﬁis currently performing the

FY 2017 Financial Statements audit for the NRO, which should provide
updated information on the extent to which NRO financial systems
comnlv with applicable standards and requirements. The OIG expects

to publish the FY 2017 Financial Statement Audit Report in
November 2017.
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(U) PEER REVIEWS

(U) The Inspector General Act of 1978, as amended, requires that OIGs
report on peer reviews conducted during this semiannual reporting
period. The purpose of a peer review is to determine whether an
organization’s system of quality control is suitably designed and whether
its staff is effectively implementing those quality controls and conforming
to applicable professional standards. Generally Accepted Government
Auditing Standards issued by the Government Accountability Office (GAO)
require that audit organizations performing audits, attestation
engagements, or both, undergo a peer review at least once every three
years by reviewers independent of the audit organization to determine if
an appropriate internal quality control system is in place. Similarly, CIGIE
established Quality Standards for Inspection and Evaluation (CIGIE
Standards) for maintaining quality assurance that include having external
quality assurance reviews of audits, investigations, inspections,
evaluations, and other OIG activities.

(U) As part of a small community of IC OIG organizations, the NRO OIG
participates in periodic peer reviews of audit and inspection organizations
at NSA, NGA, DIA, CIA, and the IC IG. In addition to meeting the GAO
and CIGIE requirements, the conduct of external peer reviews provides
an opportunity for community collaboration and to identify lessons
learned and best practices to enhance the level and quality of OIG
support to the IC mission.

(U) PEER REVIEW OF THE NRO OFFICE OF INSPECTOR GENERAL

(U) During this semiannual reporting period, the CIA conducted a review
of the system of quality control for the NRO OIG Audits Division—the final
report was issued on 15 June 2017. The review included four of the 14
reports issued during the period 1 October 2014 through 30 September
2016, which represented a reasonable cross-section of NRO OIG's audit
organization, with an emphasis on higher risk audits. The CIA focused its
review on the design of the Audits Division’s system of quality controls
and whether it is sufficient to assess the risks implicit in its audit function.
The CIA also tested compliance with the Audit Division’s quality control
policies and procedures.

(U) The CIA’s review found that the system of quality controls was
suitably designed, and that the Audits Division complied with those
controls to provide the OIG with reasonable assurance of performing and
reporting in conformity with applicable professional standards in all
material respects. As a result, the OIG Audits Division received an
external peer review rating of pass.®> As is customary, the CIA issued a

5 (U) Audit organizations can receive a rating of pass, pass with deficiencies, or fail.
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Letter of Comment with findings that were not considered to be of
sufficient significance to affect the peer review rating of pass.

(U) PEER REVIEW OF OTHER AGENCIES’ INSPECTORS GENERAL

(U) The NRO Inspections Division participated on two External Peer
Review Teams during this reporting period. The first was a review of CIA
01IG Office of Inspection (21 April through 8 June 2017) and the second
was a review OIG of the Intelligence Community Inspections and
Evaluations Division (1 June through 16 June 2017).
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(U) The Inspector General Act of 1978, as amended, established Offices
of Inspector General to create organizationally independent and objective
units to support agency oversight, effectiveness, and accountability. To
assist the OIGs in maintaining independence, CIGIE developed Quality
Standards for Federal Offices of Inspector General,® and GAO established
guidance for evaluating and ensuring the statutory independence for each
OIG organization as well as the independence of individual staff
members.” In accordance with the CIGIE and GAO guidance on
maintaining independence, the OIG has established significant controls to
ensure that its staff members are “free both in fact and appearance from
personal, external, and organizational impairments to independence.”®

(U) The NRO OIG encountered no threats to its independence during this
semiannual reporting period. The OIG continues to maintain its
independence while working cooperatively with NRO senior leadership,
staff, and contractor personnel to carry out its oversight responsibilities.

(U) One key to the OIG’s effectiveness is the cooperation and
collaborative working relationship it holds with the NRO leadership and
staff. The Director, NRO; NRO leadership team; and staff continue to be
forthcoming with information and access to records and other
documentation the OIG needs to carry out its mission. In addition, the
NRO leadership is actively engaged in addressing open recommendations
and implementing corrective actions.

% (U) CIGIE, Quality Standards for Federal Offices of Inspector General, August 2012,
7 (U) GAO, Government Auditing Standards 2011 Revision, GAO-12-331G, December 2011.
& (U) CIGIF Quality Standards, August 2012, page 10.
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(U) APPENDIX A: SEMIANNUAL REPORTING REQUIREMENTS

(U) The National Reconnaissance Office (NRO) Office of Inspector
General conducts audits, inspections, investigations, and special reviews
in accordance with the requirements of Inspector General Act of 1978, as
amended. Those requirements include promoting economy, efficiency,
and effectiveness; detecting and preventing fraud and abuse; and
supporting the mission of the NRO. The Act also establishes semiannual
reporting requirements that highlight activities and significant issues that
arise during the reporting period that may be of interest to Congress.
Table A1 identifies the semiannual reporting requirements and the
location of the corresponding information in this report.

(U) TABLE Al: SEMIANNUAL REPORTING REQUIREMENTS

Reporting Requirement ~ Page
SEC 4(a)(2) Ledisation end reaulalion review 23

SEC 5(a)(1-2) Significant problems, abuses, and deficiencies;
recommendations for corrective action

SEC 5(a)(3) Prior sanificant recommendations nol ver K
implemented

SEC 5(a)(4) Matters referred to authorities resulting in
prosecutions and convictions

N/A

N/A

SEC 5(a)(5) Summary of refusals to provide information N/A

SEC 5(a)(6-7) List and summary of reports issued during the
reporting period

SEC 5(a)(8-9) Tables showing guestioned costs and funds that 9
should be pul to belter use

SEC 5(a)(10-12) Summary of reports with no management decision;
Description and explanation of revised
management decisions; Management decisions
with which Inspector General disagrees

SEC 5(a)(13) Flnancial systems compliance with federal 55
tegliiremenis

SEC 5(a)(14-16) Peer review reporting 7

SEC 5(a)(17-18) Tables showing numbers of Investioative reporis 18
and & deserotion of the supporting mebics

SEC 5(a){(19) Investigations of employee misconduct 19

SEC 5(a)(20) Deacrintions of whistiebiower reialiation 19

SEC 5(a)(21) Descriptions of NRO interference with QIG
independence

SEC 5la)i22) Descriptions of audits, inspections, evaluations, and
investigations not disclosed to the public?

N/A

29

N/A

Table is UNCLASSIFIED

o {U) All reports meeting the reporting requirement were classified with the exception of three reports marked For Official Use Only.
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(U) APPENDIX B: RECOMMENDATIONS OLDER THAN ONE YEAR

(U) Table B1 summarizes all open recommendations described in
previous National Reconnaissance Office (NRQ) Office of Inspector
General (OIG) semiannual reports for which corrective action has not yet
been completed. Details on each open recommendation are included in
Tables B2-B12.

(U) TABLE B1: RECOMMENDATIONS OLDER THAN ONE YEAR

(V) (5)
(U) Report Title (U) Report Date Total Open
{U) Inspecti peci icati
U Inspeclion of the Soecial Communicalions . 8 February 2014 12 1
Office
{U) Inspection of the Survivability Assurance
Office (SAO | 3 Novemnber 2014 6 1
U Audit of NRO Cvber Incident Detection and 17 December 2014 10 4
Hesponse
25 March 2015 59 17

(U] Final Reoort Audlt of the National

Reconnaissance Office Management of the 29 September 2015 8 1
Sitver Eanle Contragt

() Joint Inspection of Aerospace Data Facility
Southwest and National Gegspatial-Intelligence 30 September 2015 16 5

Agency Southwest (b)(1)

(U Inspechion of the Mlission Itegralion
Dhteciorales Supnor 1o Llsprs 29 October 2015 9 Z

(U} Suspension of Joint Inspection of the NRO
SIGINT Compliance Program

(L) Audit of the NRO Aerosnace Data Fadliity 15 August 2016 3 1

Coloraco Facilities Infrasiiuchie

12 February 2016 3 3

(U} Inguiry of Extended Paid Administrative
Leave for Department of Defense Cadre 23 August 2016 5 4
Personnel

30 September 2016 34 13

Table is SECRET/TTRYREEFO-LSAEVEY
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(U) Table B2: Inspection of the Special Communications Office

Recommendation V Office

(Umecommemation #12 for the Director, Specia SCQ
Communications Office (5C0): Review all External
Agreements (EA) for currency and relevance. Work with
the Dffice of Policy and Strategy (OP&S) to update and
convert Memoranda of Agreement to Interagency
Agreements as appropriate.

Status
(b)(1)
(b)(3)
. Initial Estimated Completion Date (ECD): December 2014
- Current ECD:  December 2017
‘ Table is SECR OFORN

(U//FOUOQ) Table B3: Inspection of the Survivability Assurance Office (SAO)

Recommendation V Office

{U{jﬁ@bﬁy Recommendation #3B for the Director, NRO DNRO
(DNROY: Task the Systems Engineering Directorate (SED)

with the responsibility to ensure that protection and '

resiliency are addressed as a part of requirements/design

reviews for each major system acqulisition.

34

~ Status

. (1)) The updated draft NRO Directive (ND) 130-6, Fnterorise
. Resillency, is currently undergoing SED internal review.

. Once complete, the draft ND will be released for NRO

. review and approval.

nitial ECD: March 2015

Current ECD: December 2017

Table is UNCLASSW
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(U) Table B4: Audit of NRO Cyber Incident Detection and Response

Recommendation
(UMecommendatim #2 for the Director,
=

it
Intelligence Community Standard (1CS)
502-01 and Intelligence Community Directive (1CD) 502,

(M‘Recommendation #3 for the Director, COMM:

(UM Recommendation #10 for the Director,

COMM:

Office
COMM

COMM

COMM

COMM

_ Status
(L) COMM Is draﬁ:mg an annual threat assessment in
| d dards.

 Initial ECD: March 2015
. Current ECD: November 2017

 Initial ECD: April 2015
| Current ECD: March 2019

’_\
Initial ECD: December 2016
Current ECD: December 2017 (b)(3)

Initial ECD: April 2015

Current ECD: TBD
Table is UNCLASSIFIED,
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(U) Table B6: Final Report Audit of the National Reconnaissance Office Management
of the Silver Eagle Contract

Recommendation

(s } Recommendation # 10 for the Director, COMM COMM
in coordination with the Director, OS&CE: Develop and
implement a risk mitigation plan to comply with NRO and

contract requirement to

Office

:
:

:

:

l:| E
:

:

:
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(U) Table B7: Joint Inspection of Aerospace Data Facility Southwest and National
Geospatial-Intelligence Agency Southwest

Recommendation

(U//E ) Recommendation ADFSW-15-2002 for
Director, MOD: Develop and publish directorate-level
guidance and/or policy for all of the NRO Innovation
Centers for inclusion in the NRO Business Function
(NBF) 60 and/or ND 60-1,

(U//EQYOT Recommendation ADFSW-15-2004 for
Director, MOD: Develop and i L

inclusion In the NBF 60 and/or ND 60-1.

(U//FQU‘{) Recommendation ADFSW-15-2005 for
Director, MOD: In NRO Instruction (NI) 60-1-1, clarify
the definition and intent of the term “event awareness” in
association with submitting written situational reports.

(U/paeno/) Recommendation ADFSW-15-2006 for
Director, MOD: In NI 60-1-1, define a long-term system
outage, the frequency of required updates, and to whom
the updates will be reported.

TGP SECR

Office
MOD/MSRO

MOD/MS&O

MOD/MS&O

MOD/MS&O

MOD/MSRO

40

(U)Th
. continues to work with MOD

m«: develop and publish

| direttorate-Tevel guidance and/or policy for NRO
. Enterptise Collaboration.

Status

_ Initial ECD: March 2017
. Current ECD: March 2018

(U) NBF 60 is currently in revision and ND 60-1 will be
reviewed subsequent to the NBF 60 rewrite. This
recommendation remains open pending receipt of
approved directorate-level guidance and/or policy for
all of the NRO Innovation Centers.

Current ECD: September 2018

5 currently in the process

of milestone development and anticipates mmpietian(b)(g)
. In December 2017, This recommendation remains

. oben pending receint of apbroved dir
| guidance and/or poli

Initial ECD: March 2017
. Current ECD:  December 2017

(U) The National Reconnaissance Operations Center
(NRQC) completed rewriting the NI 60-1-1 document
and it is in the coordination process. This
recommendation remains open pending receipt of the
approved updated NI 60-1-1 that contains the
clarified definition and intent of the term “event
awareness.”

Initial ECD: February 2017
Current ECD: October 2017

| {U) NROC completed rewriting the NI 60-1-1

_ document and it s in the coordination process, This

_ recommendation remains open pending receipt of the
_ approved definition of a long-term system outage, the
_ frequency of required updates, and to whom the

_ updates will be reported contained In finalized

- NI 6D-1-1.

 Initial ECD: February 2017
Current ECD: October 2017

Table is SEMEY
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(U) Table B8: Inspection of the Mission Integration Directorate’s Support to Users
Recommendation Office Status
(UMRecommendaﬁen #1a for the Director,

§ MID § (U//FOUO} MID delivered a consolidated NRO response
Mission Integration Diectorate (MID): Establish and | | to the House Permanent Select Committee on
document measures of program performance that are | | Intelligence reguest regarding the Intelligence
important to identifying program risks and successfully | | Authorization Act for Fiscal Year 2017 actions on
achieving the user engagement mission (e.g., § § Subport to Users, MID also provided OIG with NRO
monitoring and/or assessing staffing levels and § | Outreach and Engagement Goals and Objectives to
requirements). § § satisfy the gualitative needs. MID intends to develop a
§ § detailed plan for auantitative metrics development
§ § inciuding schedule, budget, and deliverables by the end
§ § of this vear,
% % Initial ECD: December 2017
(U}O@Q) Recommendation # 1c for the Director, MID: MID {U) The DNRO and Director, MID signed NBF 140,
Update NI 140-1- -1 Customer Engagement and Support, on 22 February
evaluation o for 2017. Administrative delays experienced in
continued use, coordinating and obtaining signatures on NBF 140

caused a delayed ripple effect on the remaining
instructions requiring revisions.

Initial ECD: August 2016
Current ECD: March 2018
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(U) Table B9: Suspension of Joint Inspection of the NRO SIGINT Compliance

Program
Recommendation

(1 0) Recommendation #1 for NRO Office of
Generai Counsel (OGC) and NSA OGC, in coordinatio
OPR&S and Chief, N&

Clarify the concepts, Terms, an
phrases associated with the overhead signais intelligence
(SIGINT) activities found in Annex A (Dverfiead Signals
Intellicence Sharing for Research and Development
Activities at the NRO) bo Memorandum of Understending
Beltween the National Security Agency/Central Security
Service and the National Reconnalssanice Office for
Overhead Signals Intelligence Activities, 25 February 2012
and outlined in Finding | of this 016 memorandum
(Buspension of Joint Inspection of the National
Reconnaissance Office Signals Inteligence Compliance
Program, 12 February 20163

(U[LEQU/ Recommendation #2 for NRO and NSA Offices
of General Counsel, |

OP&S and Chief, NS

Add to Annex A (or supplemental documentation)
explanations of the terms and phrases associated with
overhead SIGINT activities outlined in Finding 2 of this
0IG memorandum.

(ULjrot06) Recommendation #3 for NRO and NGA Offices
of General Counsel in coordination with Director, NRO
OP&S and Chief, NSA
Clarifty the applicability or Eromey ara VET
procedures to overhead SIGINT activities as they a;:spty to
the NRO outlined in Finding 3 of this OIG memorandum,

Office
OGe

OGC

OGC

Status

| (U) NRO OGC continues to work with NSA OGC on

| brocesses being jointly developed (NRO and NSA) to (b (3)
: add NRO research, development, and sustainment

. facilities to the Annex A, Appendix A list of NRO

contractor facilities approved for SIGINT access. This
recommendation remains open pending an agreed

upon process to add NRO contractor facilities to the

Annex A

Initial ECD: June 2018

(U//FOUO) NSA OGC and NRO OGC met with OIG to
clarify expectations. NSA produced additional policy,
which further complicated the original
recommendation’s objective. This recommendation
remains open pending receipt of the updated Annex
and OIG validation that it contains explanations of the
terms and phrases associated with overhead SIGINT
activities as outlined in the report.

Initial ECD: March 2017
Current ECD: December 2018

(UJ/FOUO) NSA OGC and NRO OGC met with the OIG
to clarify expectations. This recommendation remains
open pending receipt of clarification of the applicability
of approved procedures to overhead SIGINT activities
as they apply to the NRO outlined in Finding 3 of the
subject report.

Inital ECD: 30 June 2019

Table is UNCLASSIFIED//F

(U) Table B10: Audit of the NRO Aerospace Data Facility Colorado Facilities

Infrastructure
Recommendation

(L)) Recommendation #1 for Director, MOD in
coordination with the Director, MS80O and Commander,
Aerospace Data Facillty Colorado (ADFE-C): Review and
modify guldance to ensure the distinction between the
MOD, M5&O, and ADE-C Commander roles and
responsibilities for facility oversight and maintenance is
identified and uniformly documented.

£
;
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£
:
£

Office
MOD

Status
{U{'/MMOD is updating NBF 60, Mission Operations,
which establishes guidance detailing distinet MOD, Mission
Ground Station Commanders, and MSRO roles,
responsibilities, and authorities regarding facilities
infrastructure maintenance to align with the NRO
Governance Plan, MOD's corrective actions are now
dependent on a more extensive NRO effort to clarify roles
and responsibilities at mission ground stations resulting
from the NRO's Operations Transformation initiative. MOD
has revised its expected completion date to September
2018,

Initial ECD: December 2017
Current ECD: September 2018
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(U) Table B11: Inquiry of Extended Paid Administrative Leave for Department of

Defense Cadre Personnel
Recommendation

(L)) Recommendation #1: Director, Office of Human
Resources (OHR), in coordination with the Executive
Director, NRO Department of Defense (DoD) Cadre,
finalize all appropriate governing documents to include
NBE-70, NRO DoD Cadre, and N1 70-7-2, Personnel
Evaluation Board (PEB).

(U) Recommendation #2: Director, OHR, in coordination
with the Executive Director, NRO DoD Cadre, in the
course of implementing Recommendation 1, clarify
responsibilities and procedures for the PEB and document
in NI 70-7-2, Personnel Evaluation Board.

mgcammeﬁcﬁatian #4: Director, MSRO, and
utive Director, NRO DoD Cadre

the determination and provide appropriate dlarification.

MRecommendation #5: Director, MS&0, update

Office
OHR/
DoD Cadre

OHR/
DoD Cadre

MS&0O

MS&O

Stafus
L (U//PBY0) In August, OHR reported the NBE-70 was
completed and it is working on associated NRO Instrictions.
: Consistent with revision of existing policies and instructions
| and addition of new policies and instructions resulting from
i movement from Rank in Position to Rank in Person,
| completion is anticivated in 2018, This recommendation
remains open pending receipt of all finalized governing
documentation to include NBFE-70, NRO DD Caore, and NI
10-7-2, Personnel Fvaluation Board.

| Initial ECD: September 2017
i Current ECD: September 2018

(U//FONQ) In August, OHR reported the NBF-70 was
completed and it is working on associated NRO Instructions.
Consistent with revision of existing policies and instructions
and addition of new policies and instructions resulting from
movement from Rank in Position to Rank in Person,
completion is anticipated in 2018. This recommendation
remains open pending receipt of evidence indicating that
the responsibilities and procedures for the PEB have been
clarified and documented in NI 70-7-2.

Initial ECD: September 2017
Current ECD: September 2018

(UMOIG worked with OGC to assist with aligning
expectations regarding the intent of this recommendation,

This recommendation remains open pending receiot of the

.
.
|
.
|
.
|
|
t

Initial ECD: October 2017

(U/FO
expectations regarding the intent of this recommendation.

(%{&This recommendation remains open pending the

OIG worked with OGC to assist with aligning

outcom® of Recommendation #4. If the NRO

Initial ECD: October 2017
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ADF-C
ADF-E
AS&T
CFOAM
CIA
CIGIE

CLC
CMTS
COMM
DIA
DNRO
DoD
EA
ECD
ESO
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(U) APPENDIX C: ACRONYMS AND ABBREVIATIONS

(U) The terms in Appendix C are unclassified unless otherwise noted.

Aerospace Data Facility Colorado

Aerospace Data Facility East

Advanced Systems and Technology Directorate

Consolidated Facilities Operations and Maintenance

Central Intelligence Agency

Council of the Inspectors General on Integrity and
Efficiency

Cover and Liaison Center

Case Management and Tracking System

Communications Systems Directorate

Defense Intelligence Agency

Director, National Reconnaissance Office

Department of Defense

External Agreements

Estimated Completion Date

Environmental Safety Office

EVSS
F&ISD
FFMIA

FISMA
FY

GAO
GEO-F
GEOINT

Enterprise Vulnerability Scanning Service
Facilities and Information Security Division
Federal Financial Management Improvement Act of
1996
Federal Information Security Modernization Act
Fiscal Year
Government Accountability Office (b)(3)
GEQINT Financials
Geospatial Intelligence

IC
ICD
ICS
ICIG

IGs

|
Intelligence Community
Intelligence Community Directive
Intelligence Community Standard
Office of the Inspector General of the Intelligence
Community
Inspectors General

MID
MOA
MOD
MS&0
NBF

Mission Integration Directorate
Memorandum of Agreement

Mission Operations Directorate
Management Services and Operations
NRO Business Function

ND

NRO Directive
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Personnel Evaluation Board (b)(3)

NGA National Geospatial-Intelligence Agency
NI NRO Instruction

NIE NRO Information Environment

NRO National Reconnaissance Office

NROC National Reconnaissance Operations Center
NSA National Security Agency

O&M Operations and Maintenance

0OGC Office of General Counsel

OHR Office of Human Resources

0IG Office of Inspector General

OMB Office of Management and Budget

oP&S Office of Policy and Strategy

OPR Office of Primary Responsibility

OPSEC Operational Security

0Ss&(CI Office of Security and Counterintelligence
PEB ‘

PDS Protected Distribution System

SCADA Supervisory Control and Data Acquisition
SCIF Sensitive Compartmented Information Facility
SAO Survivability Assurance Office

SOP Standard Operating Procedure

SCO Special Communications Office

SED Systems Engineering Directorate

SIGINT Signals Intelligence

SOW Statement of Work

USAO United States Attorney General

TGP BECRE
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