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28 April 2017

(U) On behalf of the National Reconnaissance Office (NRQO) Office of
Inspector General (OIG), I am pleased to submit this report on the OIG’s
activities for the period 1 October 2016 through 31 March 2017. This
report highlights significant findings and recommendations identified
during the course of the OIG’s work, as well as OIG accomplishments,
including organizational and procedural changes. The activities described
in this report exemplify our continuing commitment to improving the
efficiency and effectiveness of NRO programs and operations.

(U) This reporting period saw OIG achievements that support and
facilitate our mission of assuring effective stewardship of taxpayer dollars
and preventing and detecting fraud, waste, abuse and mismanagement in
NRO programs. Highlights include actions to implement our OIG
Strategic Plan, and outreach efforts to disseminate OIG results to a wider
audience, to encourage NRO staff to voice their concerns, and to
communicate the OIG mission and values across the NRO. For example,
we conducted our| that builds on the (b)(3)
success of our first effort in 2016. In addition, we issued our inaugural
OIG Monthly Report to keep NRO management apprised of our work and
accomplishments. In addition to these efforts, our Investigations Division
is continually updating its case studies training courses to keep the NRO
staff informed about the potential for fraud and its implications; creating
posters designed to increase fraud awareness within the NRO workforce;
and expanding its investigative network along the west coast of the
United States.

(U) We continue to enjoy a collaborative relationship with Director Sapp
and with NRO’s leadership and workforce. Director Sapp and her
management team are actively engaged in addressing open
recommendations and implementing corrective actions. The OIG did not
experience any issues related to access to NRO records or personnel.

(U) I very much appreciate the cooperation and support of the Congress
and its staff as we continue to effect positive change at the NRO. 1
would also like to thank the dedicated and professional NRO OIG staff for
their continued hard work and commitment to providing effective
oversight of NRO programs and operations.

(«i\///t‘t )

Susan S. Glbson\
Inspector General
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(U) SEMIANNUAL REPORT HIGHLIGHTS AND ACCOMPLISHMENTS

(U) During this reporting period, the National Reconnaissance Office
(NRO) Office of Inspector General (OIG) focused its oversight efforts and
resources to address management challenges and issues of greatest risk
within the NRO. Specifically, the OIG performed work on 24 projects,
11 of which were completed and 13 are ongoing. The projects derive
from previous NRO OIG annual work plans; address mandated
requirements; respond to alleged violations of law, regulation, or policy;
or evaluate emerging issues. The OIG's efforts enhanced the economy,
efficiency, and effectiveness of NRO programs; assisted in detecting and
preventing fraud and abuse; safeguarded taxpayer investments; and
supported the mission of the NRO.

(U) The NRO OIG had key internal accomplishments during this reporting

period. For example, it began to carry out actions to implement its Fisca/

Year 2017-2021 Strategic Plan, expanded its outreach initiative by visiting
| | initiated a monthly, internal OIG report; and (b)(3)
expanded its efforts to increase NRO staff awareness of the potential for

fraud and its implications. In addition to these accomplishments, the

Inspector General (IG) advertised for and appointed a new Assistant

Inspector General (AIG) for Audits when the long-time holder of that

office retired.’

(U) IMPLEMENTING THE OIG STRATEGIC PLAN

(U) In early Fiscal Year (FY) 2017, the OIG finalized a new Strategic Plan
covering fiscal years 2017 — 2021, and began actions to achieve its
strategic goals. For example, to address the OIG
goal of improving its organizational capabilities,
the OIG established a Leadership Development
Working Group. The Working Group has re-
energized the Shadowing Program, which will
offer OIG staff with short-, mid-, and long-term
opportunities to work outside their assigned
Division or Office and is intended to increase OIG
staff job satisfaction, increase opportunities for o—
staff to learn from OIG leadership, and expand
OIG staff leadership capabilities. Similarly, to
address its goal of improving NRO programs and
processes, the OIG is revising its annual planning
process to (1) broaden the groups of
stakeholders that provide planning input to the
OIG, and (2) use the results of its data analytics work to support annual
audit and inspection project selection.

(WY Figues 1y OIG Steategic Phn
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(U) EXPANDING OIG OUTREACH

(U) Building on the success of its outreach efforts in 2016, the OIG

conducted a second outreach project ° The (b)(3)
outreach team consisted of the Deputy IG and representatives from the

Audits, Investigations, and Inspections Divisions. The outreach promoted

the OIG's mission and increased the frequency of OIG interaction with the

NRO site personnel beyond the standard joint inspection cycle.? Activities

included an OIG mission overview briefing, focus group sessions, and

private interviews with site employees. Due to the success of the prior

outreach initiative, the National Security Agency (NSA) OIG asked to

participate in the NRO OIG’s 2017 outreach effort.

(U) The OIG is also expanding its outreach efforts through a number of
initiatives intended to disseminate OIG results to a wider audience, to
encourage NRO staff to voice their concerns, and to communicate the
OIG mission and values across the NRO. One initiative, a monthly report
from the IG, included selected report highlights and encouraged staff to
communicate with the OIG if they see something of concern, regardless
of the scale of the concern.

(1) Figure: 076 Monhly Report (U) In addition, the OIG's Investigations
. Division has taken a number of actions to
o enhance its outreach efforts with the NRO
community. For example, it updated its
e quarterly case studies training courses to
- keep the NRO staff informed about the

potential for fraud and its implications. The
courses are designed to have attendees
think—not about policy, process, or
requirements, but—about what fraud is,
what to do when they see potential fraud,

e and most importantly, why it is so important
b)(3 for them to take action to combat fraud by
(0)(3) contacting the OIG.

(U) The Investigations Division also created two posters designed to
increase fraud awareness within the NRO workforce. One poster is
general in messaging, and the other specifically addresses non-
conforming parts. These posters are the first two of a series based on
investigative trends and concerns within NRO programs that will be
created and released over the next several years. The posters are
available to all NRO personnel and offices to include contractor locations.
Within NRO facilities, the posters are also featured as electronic signage
in hallways and common areas.
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{U) Figure 3: OIG Outreach Posters

.

Counterfeit or real?
Can you tell the difference?

€ long-standing
outreach program managed by the Investigations Division. The program
develops investigative leads and sources, increases awareness, and is
intended to deter fraud. Other activities within this program include the
regular use of internal communiqués to the workforce and significant
liaison with other NRO components and many federal and local law
enforcement agencies. During the course of this reporting period, the
OIG’'s Los Angeles Field Office has greatly expanded its investigative
network along the West Coast. The Investigations Division also holds
membership in several task forces and investigative working groups to
include the Internet Crime against Children Taskforce and Operation
Chain Reaction.

(U) In addition to these outreach efforts, in March, 23 members of the
OIG toured the Capitol and met with committee staff. NRO’s
Congressional Affairs Office provided tour guides and support. The
purpose of the outreach was to better understand the issues and
perspectives of our oversight committees’ staffs and to deepen the OIG’s
understanding of the workings of Congress.
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(U) SIGNIFICANT FINDINGS AND RECOMMENDATIONS

(U) The Inspector General Act of 1978, as amended, requires OIGs to
report on the agency’s significant problems, abuses, and deficiencies
found during the reporting period, and on significant recommendations
for corrective action to address those deficiencies. It also requires OIGs
to report each significant recommendation described in previous
semiannual reports for which corrective action has not been completed.

(U) SIGNIFICANT FINDINGS AND RECOMMENDATIONS FOR THE

CURRENT REPORTING PERIOD

(U) The OIG reported one significant finding and made three significant
recommendations during this reporting period. The significant finding
and corresponding recommendations were associated with one report,
Inspection of NRO Supervisory Control and Data Acquisition Systems

(CADA).
(U//F Industrial Control Systems (ICS)/SCADA* systems and

networks are the cyber component to facility-related systems such as air,
power, water, and fire suppression. ICS/SCADA systems and networks
manage and control the foundatlonal actnvntles essential to mission

sets.” (b)(3)

(U/7F®UQ1 Traditionally, ICS/SCADA systems and networks were (b)(3)

*(U) ICS/SCADA systems are used in utility infrastructures as computer-based monitoring and control systems. ICS is the umbrella
term. SCADA is a component of ICS, but is more widely recognized and used than ICS or other ICS terms. For standardization
nurnoses. the report used the term ICS/SCADA

TOP SECRET//SI/TATE LE//NOFORN
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(b)(1)
(b)(3)
(U) Third, NRO ICS/SCADA systems (b)(3)
For example, national security systems may contain classified
information or information that involves intelligence activities related to
national security and require a high level of security; whereas, a federal
information system, which does not contain classified information, may
require a lower level of security.] (b)(3)
f (b)(5)
(b)(1)

(U) The National Security Directive 42, National Policy for the Securify of National Securfty Telecommunications and Information
Systems, defines National Security Systems as those telecommunications and information systems operated by the U.S.
Government, its contractors, or agents, that contain classified information or...that involves intelligence activities, involves
cryptologic activities related to national security, involves command and control of military forces, involves equipment that is an
integral part of a weapon or weapon system, or involves equipment that is critical to the direct fulfillment of military or intelligence
missions. The National Institute of Standards and Technology Special Publication 800-18, Guide for Developing Security Plans for
Federal Information Systems, defines federal information systems as information systems used or operated by an executive agency,
by a contractor of an executive agency, or by another organization on behalf of an executive agency.
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(b)(1)
(b)(3)
(U) Table 1 includes details on Significant Recommendations #1, #2,
and #4, which address these findings. The Director, NRO (DNRO) and
Director, MS&O concurred with these recommendations.
(U) TABLE 1: SIGNIFICANT RECOMMENDATIONS:
OCTOBER 2016—-MARCH 2017
Recommendation Office Status
Significant Recommendation #1 for the DNRO: . DNRO | COsED
‘ (b)(3)
(U;’? (0} Significant Recommendation #2 for the DNRO-appointed MS&O Estimated
MS&O/COMM ICS/SCADA Working Group/Coordination | Completion Date
Committee/Program: L (ECD):

25 May 2017 (b)(3)

/] Significant Recommendation 24 for the DNRO-Gppointed . MS8O  ECD:
Moo LOMM TS50 MDA Workng Group/Loordination 8 August 00n

Committes/Prograny

Table is UNCLASSTFITENR

(U) STATUS OF PRIOR SIGNIFICANT RECOMMENDATIONS

(U) In its prior semiannual report, the OIG reported three significant
findings and made four corresponding recommendations to address
them. During this reporting period, the NRO completed actions to satisfy
one significant recommendation in its entirety, and part of another
recommendation.

(S//TRTRECTOUSARMEY) Each of the significant findings and

corresponding recommendations in the OTG's nrior Semiannual Renort
was associated with one report (b)(1)
The status of these prior recommendations is shown in Table 2. (b)(3)

TOP SECRET//S1TRNE (HOLE//NOFORN
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(U) SUMMARY OF COMPLETED AND ONGOING PROJECTS

(U) Table 3 identifies the completed projects for this semiannual
reporting period. Following the table are short descriptions of the

conclusions and recommendations for each project.

(U) TABLE 3: COMPLETED PROJECTS — OCTOBER 2016-MARCH 2017

Tite

(W) Final Memorandum Report: Audit of the Transition of the
MOUNTAINVIEW Facility to the National Reconnaissance Dffice

(U) Final Report: Audit of Project Management within the Ground
Enterprise Directorate

(Lh) Memorandum Report; Inspection of 222nd Command and
Control Sguadron

(U) Final Report: Audit of the NRO's Transition to an Enterprise IT
Audit Capability

{U) Office of Inspector General Audit of the National Reconnaissance
Office Fiscal Year 2016 Financial Statements

(U) Final Report: Inspection of NRO Supervisory Control and Data
Acquisition Systems (SCADA)

(Lh Memorandum Report: Office of Inspector General Audit of the
Acquisition Strategy Council Process and Activities

(U) Joint Inspectors General Inspection Report: Aerospace Data
Facility Colorado

{U) Final Report: Inspection of the NRO Defense Civilian Intelligence

Personnel System Performance Management Process
(LD Final Report: Inspection of the

Date Completed
21 November 2016

30 November 2016
5 December 2016
6 December 2016
19 December 2016
28 December 2016
18 January 2017
8 February 2017

17 Eebruary 2017

23 March 2017

(U) COMPLETED PROJECTS — FINDINGS AND RECOMMENDATIONS

(U) Final Memorandum Report: Audit of the Transition of the
MOUNTAINVIEW Facility to the National Reconnaissance Office.

(U//FO8Q) The OIG found that

('TS/]']K#NH—FErst, the OIG found that Industrial Control

Systems/Supervisory Control and Data Acquisition (ICS/SCADA) systems

8w 0O) Matters of Concern — MOUNTAINVIEW Facility, 28 April 2016.
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(U) The OIG recommended that the NRO
» (LW'FO'H@Q.document the determination of the NRO t

»  (UFeUQ) contingent on the NRO’s determination of the necessity of

> (UWFSLQ) implement coordination between the ADF-C Office of
Security and Counterintelligence and

(U) Final Report: Audit of Project Management within the
Ground Enterprise Directorate.

(U/JFOY6)-The OIG found that the Ground Enterprise Directorate (GED)
project offices that adapted engineering, oversight, and monitoring
practices to the complexity of their project development had positive
interaction between the Government and contractor to attain project ‘
goals.

|

(U) The OIG recommended that the NRO

» (U/7PSLQ) (1) expand adaptive software development training
such that GED staff maintains the knowledge necessary to verify
and validate the contractor teams are appropriately applying the
adaptive development, skills, tools, and techniques throughout the
project; and (2) implement collaboration tools among GED project
teams and contractors to verify and validate that the teams
understand and properly apply the principles throughout the
projects (OPEN);

> (U//FOYQ)implement and document government pre-determined
control gates that complement and align with the nature of the
development and software development methodology (CLOSED).

10
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> (LWFOU@;.conduct and document a reassessment of selected
projects’ capability estimates and determine if adjustments of rate
of progress and schedule are needed (OPEN); and

> (LWPG-UQLassess and document the WBS format and content for
selected projects to determine the best approach for maintaining
visibility of the products, services, and mission applications and
enable effective tracking of cost, schedule, and performance
(OPEN).

(O77F6UQ) In addition, the OIG observed that the NRO\ (b)(3)

expectations for project offices;

» (U/JFOHQ) assess its groups’ functional alignment and collaboration
tools to ensure provisioning specifications are understood and
properly applied; and

» (U/7F®BQ.)_establEsh government pre-determined control gates that
complement and align to the project offices’ capability development
plans and procedures.

(U) Memorandum Report: Inspection of 222nd Command and
Control Squadron.

(U Q) The OIG determined that (1) the 222" Command and Control

Squadron (CACS) is meeting or exceeding expectations; (2) the 222™

training program is robust, comprehensive, and surpasses NRO

requirements; (3) the Memorandum of Agreement covering

administrative support of the 222™ CACS is overdue for review; (b)(5)

\ The results of this

inspection did not warrant any recommendations or considerations.

(U) Final Report: Audit of the NRO’s Transition to an Enterprise
IT Audit Capability.

11
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and (3) limited resources challenge COMMJ

Jéccomplishment of activities and milestones.

(U) Office of Inspector General Audit of the National
Reconnaissance Office Fiscal Year 2016 Financial Statements.

(U) The OIG contracted with the independent public accounting (IPA)
firm of to audit the financial
statements of the NRO for FY 2016. For FY 2016, the NRO received an
unmaodified opinion on its financial statements. Slso described
one material weakness—inaccurate recording of funds to others
expenditures—and made seven recommendations associated with that
material weakness. NRO management concurred with the finding and
recommendations.

(U) Final Report: Inspection of NRO Supervisory Control and
Data Acquisition Systems (SCADA).

S/A-IN addition to the significant findi
report, the OIG found tha

12
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(LWFDHQ)\The OIG issued five recommendations, three of which are
significant, as reported earlier in the “Significant Findings and
Recommendations” section of this report. The remaining two
recommendations are to

>

(U) Memorandum Report: Office of Inspector General Audit of
the Acquisition Strategy Council Process and Activities.

(U/FOUQThe OIG determined that the Acquisition Strategy Council (ASC)
is executed in accordance with NRO guidelines by providing the NRO
Acquisition Executive and NRO senior leadership with sufficient insight
into the acquisition strategy to assess whether the acquisition strategy
will meet user requirements. Accordingly, the OIG curtailed its fieldwork
and issued a memorandum report to identify areas wherein the NRO
Corporate Secretariat may enhance the effectiveness of the ASC’s process
and activities. As such, the OIG did not offer any recommendations.

(U) Joint Inspectors General Inspection Report: Aerospace Data
Facility Colorado.

(U/TF@UQ) Inspectors from the NRO OIG joined with Inspector General
staffs from the NSA/Central Security Service; the National Geospatial-
Intelligence Agency (NGA); the 25th Air Force; the U.S. Fleet Cyber
Command; Director of National Intelligence; and the U.S. Army
Intelligence and Security Command to conduct an inspection of the ADF-C,
National Security Agency Colorado, and the National Geospatial-
Intelligence Agency-Denver. This joint inspection included the evaluation
of mission accomplishment, policy and guidance, and general climate.
Functional review areas related to the NRO included command topics;
intelligence oversight; mission systems and engineering; facilities and
safety; resource programs; security; IT and systems; and training.

(UM With respect to the NRO, the OIG identified numerous
findings as well as several commendable areas that other sites could
emulate. It issued 60 NRO recommendations to the site, a number of
which were closed prior to the issuance of the final report. The OIG also
issued 40 recommendations to NRO headquarters elements.

13
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(U) Final Report: Inspection of the NRO Defense Civilian
Intelligence Personnel System Performance Management
Process.

(U) The OIG found the NRO did not execute the FY 2015 Defense Civilian
Intelligence Personnel System (DCIPS) End-of-Year Performance
Evaluation Review or Reconsideration Processes in compliance with the
Department of Defense (DoD) prescribed timelines. In addition, the OIG
noted other matters of concern that may impact the overall effectiveness
and value of the Performance Management Process including (1) a wide
discrepancy between rating/reviewing officials and the NRO Performance
Management Performance Review Authority (PM PRA) regarding
consistency, understanding, and execution of the performance standards
in rating decisions; (2) a lack of diversity representation on some
Performance Review Boards (PRB) and Bonus Pool Panels, and (3) the
lack of finalized NRO DCIPS performance management policies and
procedures.

(U) The OIG recommended that the NRO

» (U) issue and/or update internal DCIPS policies and procedures to
align with DoD’s prescribed timelines and enforce those requirements
(OPEN);

» (U) develop and document a process to enable the PRB and the rating

and reviewing officials to address discrepancies prior to the PRB’s
finalization of a change of rating (OPEN);

» (U) establish a minimum mandatory training and refresher training

program focused on consistency, understanding, and execution of the

performance standards in rating decisions (OPEN);

» (U//?J'D‘S;~ establish metrics to measure the delta between
performance evaluation ratings and PM PRA approved ratings,
develop a plan to reduce the delta, and track the progress, with a
goal of eliminating the ratings gap (OPEN);

» (U) determine diversity representation requirements for Performance
Review Boards and Bonus Pool Panels (OPEN);

» (U) update relevant performance management processes and
procedures accordingly (OPEN); and

A7

(U) finalize NRO DCIPS performance management policies and
procedures (OPEN).

14
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(U) Final Report: Inspection of

|

(U) The OIG recommended that the NRO

»

(U) perform a desk audit OD to determine appropriate staffing
level and mix required to fulfill mission requirements and implement
recommended staffing changes if warranted. Deliver a written report
to the OIG documenting the results (OPEN);

(U) assign a subject matter expert to provide a technical review of
contract deliverables prior to Contracting Officer Representative
approval (CLOSED);

(b)(3)

>

»

»

>

(U7TFOHQ) fill the Deputy Direct@osition to ensure
h

appropriate government oversig D);
(U) update and publish COOP-related policy and guidance, to include

(OPEN);

(U) update and publish thé Strategic Plan/NRO COOP

\ hnsuring changes are
coordinated via TIER with the relevant NRO Directorates and Offices
(OPEN);

(U/) (A) officially updatDtitle, organizational structure, roles
and responsibilities, and other relevant information within th‘{j
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website; (B) develop a written process to ensure that th
website is updated regularly on at least a semiannual basis (OPEN);

(U) officially update thDosition descriptions and associated
NRO staffing documents (CLOSED);

U) update, coordinate, and publish the |
harter to reflect the current operating environment and
requirements (OPEN);

(U) implement and document a training program foDmembers,
to include initial and periodic training as COOP processes evolve.
Include a mandated standard template for component COOP plans in
the training package (OPEN);

(UT7POUQ) develop and document a methodology to ensure] |
assessments of component plans consider an enterprise focus so that

all plans are integrated, do not conflict with other plans, Tﬂdjagﬁ are
identified, mitigated, and tracked. In addition, update th

office’s internal procedures stating the will provide
assessment results within a specific timeframe after the completion of
assessments (OPEN);

(U//?DHQ) evaluate and document the need for MS&O to contract for
additional resources to support NRO components i inuity plan
development and mitigation of issues identified iﬂssessments
(OPEN);

implement and document a process for coordinating/documenting
eeting schedules/substantive agendas/minutes as well as
continuity policy changes and continuity concerns/resolutions (OPEN);

(UM) implement and document a process for the development
of and follow-through for NRO continuity performance metrics
(OPEN); and

(U/L[E©0) identify and address current concerns with the NRO
MR/COOP Plan, to include (A) documenting a comprehensive process

W_‘/’Jthat gaps and conflicts are mitiaafted:
eveloping and documentin j
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(U) ONGOING PROJECTS - OVERVIEW

(U) Table 4 identifies the ongoing projects for this semiannual reporting
period. Following the table are short descriptions of the objectives for
each project.

(U) TABLE 4: ONGOING PROJECTS — OCTOBER 2016 —

MARCH 2017

Tite _ Date Initiated
;%é;onsohdated Facilities Uperation ang Maintenance Performance 23 Aprll 2016
g:{}) f:ggit of the National Reconnaissance Office Insider Threat 4 November 2016

(b)(1)
Hdmberaols 1o

{U) Inspection of NRO Mission Resiliency 5 December 2016

(113 Follow-up Inspection of the NRO Departroent of
Dofense Cadie
U) Evaluation of NRO FY 2016 Improper Payment Compliance i 26 January 2017

s (b))
b February 2017 (b)(3)
6 February 2017

13 December 2016

(L) Office of Inspector General Fiscal Year 2017 Independent
Evaliiation of National Reconnsissance Office Compliance with
Federal Information Security Modemization Adt

(U} National Reconnaissance Office GEOINT-Financials Service
Organization Controls Examinations

(L) Office of Inspecior General Audit of the National
Reconnalssance Office Fiscal Year 2017 Financial Statements

{U) Audit of Management Oversight of Federally Funded Research
and Development Centers throughout the National Reconnaissance 21 February 2017
Office

(18 Special Review of the National Reconnaissance Oifice
Consolidated Facilities Operations and Maintenance Enterprise
Procurement Contract

{U) Audit of National Reconnaissance Office Supply Chain Risk
Management

7 February 2017

7 February 2017

| 8 February 2017

21 February 2017

10 March 2017

TW
(U) ONGOING PROJECTS - OBJECTIVES

(U) Consolidated Facilities Operation and Maintenance
Performance Audit. Objective: Evaluate NRO's oversight of the
Consolidated Facilities Operation and Maintenance contractor
performance; review how the NRO verifies the contractor’s costs, staffing,
and performance in accordance with contract requirements.

17

....... JINGFORN
Approved for Release: 2018/08/16 C05109044



T,S\pproved for Release: 2018/08/19 C05109044

WL o R U L W I e S F A N Y M | [ AV LW 0

(U) Audit of the National Reconnaissance Office Insider Threat
Program. Objective: Determine whether the NRO has established an Insider
Threat Program that (1) complies with federal program requirements and

(2) is positioned to prevent, detect, and deter insider threats.

(U) Inspection of NRO Mission Resiliency. Mission resiliency—to
include space protection and ground resiliency—will be examined in

a series of inspections. The objective of this first inspection is to
determine the process, if any, used by the NRO to identify threats and
risks to NRO’s two Mission Essential Functions (MEFs). The OIG will then,
as appropriate, evaluate implementation of this process to determine its
inclusiveness of the NRO enterprise and its effectiveness in identifying
threats and risks that could inhibit execution of the two MEFs; and
determine whether NRO programs are enhancing the enterprise’s current
end-to-end resiliency posture, as required by the Director, NRO's
Strategic Program Brief.

(U) Foliow-up Inspection of the NRO Department of Defense (DoD)
Cadre. Objective: Assess the NRO's progress in such areas as the
issuance of policies needed to provide necessary guidance and support to
the NRO DoD Cadre and the determination of the NRO'’s future workforce
composition, to include size and skills mix. In addition, the inspection
team will evaluate NRO DoD Cadre career and professional development
programs, recruitment and retention processes, mobility opportunities,
and rank-in-position versus rank-in-person advantages and
disadvantages.

(U) Evaluation of NRO FY 2016 Improper Payment Compliance.
This evaluation is required by the Improper Payments Information Act of
2002, as amended by the Improper Payments Elimination and Recovery
Act of 2010 and the Improper Payments Elimination and Recovery
Improvement Act of 2012. Objective: Fulfill requirements established by
Office of Management and Budget (OMB) Circular A-123, Management’s
Responsibility for Internal Control, Appendix C, Reguirements for Effective
Estimation and Remediation of Improper Payments, and OMB Circular A-136,
Reporting Requirements, for the fiscal year ended 30 September 2016.
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(U) Office of Inspector General Fiscal Year 2017 Independent
Evaluation of National Reconnaissance Office Compliance with
Federal Information Security Modernization Act. Objective:
Independently assess NRO compliance with Federal Information Security
Modernization Act requirements, implementation regulations, and
guidance; review compliance with laws and regulations related to the
NRO information security program and practices; and follow up on the
status of prior-year findings and recommendations related to information
security.

(U) National Reconnaissance Office GEOINT-Financials Service
Organization Controls Examinations. Objective: Report on the
fairness of the presentation of management’s description of the GEOINT-
Financials application and the suitability of the design and operating
effectiveness of the controls to achieve the related control objectives
included in the description.

(U) Office of Inspector General Audit of the National
Reconnaissance Office Fiscal Year 2017 Financial Statements.
Objective: Determine whether the financial statements and related notes
are presented fairly in all material respects, in accordance with guidance
issued by the Federal Accounting Standards Advisory Board, OMB, and
other authoritative guidance. The auditors will also review internal
controls and compliance with laws and regulations, and follow up on the
status of prior-year audit findings.
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(U) Audit of Management Oversight of Federally Funded
Research and Development Centers throughout the National
Reconnaissance Office. Objective: Determine whether the NRO
implemented additional management oversight controls of Federally
Funded Research and Development Centers (FFRDC) based on the
findings and recommendations of prior audits.

(U) Special Review of the National Reconnaissance Office
Consolidated Facilities Operations and Maintenance Enterprise
Procurement Contract. Objective: Evaluate whether the Enterprise
Procurement Contract provides the most economical method for NRO
procurements of commercial goods.

(U) Audit of National Reconnaissance Office Supply Chain Risk
Management. Objective: The objective of this audit is to determine
whether NRO Supply Chain Risk Management procedures are designed
and implemented to ensure the integrity of the NRO supply chain.
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(U) INVESTIGATIONS

(U%BQ)\The OIG Investigations Division conducts criminal, civil, and
administrative investigations into alleged violations of federal law,
regulation, and policies involving NRO funds, operations, and programs.
During this reporting period, the Investigations Division produced 14
Reports of Investigation, 11 of which the OIG referred to the Department
of Justice (DOJ). DOJ declined prosecution and/or litigation for each of
the referred cases. The OIG referred one of the 11 cases to local
authorities who also declined prosecution. In aggregate, these cases
identified and/or supported the recovery of over $1.4 million for the NRO
or the United States Treasury.!® These investigative metrics were derived

d comniled using the Investigation Divisions’ (b)(3)

Hﬁ)ntains all electronic investigative

records and is capable of providing the OIG with statistical reports
regarding case categories, recoveries and actions, productivity, and other
forms of compiled data used by managers.

uy/ Of the 14 Reports of Investigation reported to the NRO, seven
involved contractor employees reported by the OIG to the Office of
Contracts (OC) exclusively for suspension and debarment consideration.
The OIG reported these seven cases as Summary Reports of
Investigation, which do not require a response as the NRO had already
acted to recover lost funds and/or to remove the employees as
warranted. Summary reports commonly involve lower levels of labor
mischarging by contractor employees where the NRO and the company
have come to terms regarding resolution contemporaneous to the OIG's
investigation. In these cases, the OIG only publishes the report after
verifying that the NRO has been made whole. The summary reports
provide OC with the necessary findings of fact to consider suspension and
debarment. During this period, the OIG also issued an eighth summary
report regarding a GS-13 government employee involved in time and
attendance abuse. The details are provided further in this section.

(U/MThe OIG reported the remaining six investigations as follows:

» A senior Government employee'! allegedly engaged in a conflict of
interest; action pending before the NRO Office of General Counsel for
determination. This case is detailed further in this section.

» A contractor employee involved in computer misuse and labor
mischarging; action pending.

» A GS-12 government employee involved in time and attendance
abuse; action pending.

1 (UM) Approximately $1.15 million recovered was related to investigations concluded during the previous period, but for
which settlement and recovery was finalized during the first half of FY 2017.

1 (U) For purposes of this reporting, the term “senior Government employee” means — (A) an officer or employee in the executive
branch (including a special Government employee as defined in section 202 of title 18, United States Code) who occupies a position
classified at or above G5-15 of the General Schedule or, in the case of positions not under the General Schedule, for which the rate
of basic pay is equal to or greater than 120 percent of the minimum rate of basic pay payable for GS-15 of the General Schedule;
and “(B) any commissioned officer in the Armed Forces in pay grades 0-6 and above.”
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» Two claims filed by contractors under the Whistleblower Protection
Act found to be without merit.

» A senior Government employee alleged to have violated the Fly
American Act. The OIG investigation did not substantiate the
allegations. The OIG provided the report to the employee’s
management for informational purposes only.

(U//?OUQ) In the first half of FY 2017, the Investigations Division
responded to 155 allegations. Figure 4 illustrates the types and
percentages of these cases opened during this reporting period. These
figures were generally consistent with the past reporting period with
Regulatory/Administrative cases making up the majority of the complaints
received. Many of these cases were addressed as referrals to NRO
management when possible so that investigative resources could be
applied to more critical matters such as gu/ tams, procurement integrity,
public corruption, and non-conforming parts cases. While these
significant investigations make up a small percentage of the total number
of intakes, they are typically the most complex matters with the greatest
potential impact to the NRO mission.
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(U) FIGURE 4: SUMMARY OF ALLEGATIONS RECEIVED BY THE
NRO OIG INVESTIGATIONS DIVISION

Conflictofinterest  Theft  paice Statement
Child Exploitation__ 2% ~3% / 1% Procurement
4% e h / / 7 Integrity

Reprisal

OtherCrime™.._____
12%

3%

- Product Substitution
1%

False Claims(laybor \
mischarges, quitam, A
other)

25%

N Regulatory/
Administrative
48%

*(U/m “Other Crime” includes a broad category of alleged criminal wrongdoing reported to the
OIG. Allegations that do not fall into the category of fraud, waste, and abuse affecting NRO
programs are referred to the appropriate investigative agency. Other crimes subject to investigation
by the OIG may include, but are not limited to, wire fraud, counterfeit and forgery of official
documents, private conversion of NRO resources, or deliberate damage to NRO property.
Figure s UNCLASSIFIED/ /P

(U) SELECTED INVESTIGATION SUMMARIES

(U/m The Investigations Division completed seven investigations of
false claims by NRO contractor personnel during this reporting period.
The United States Attorney’s Office (USAQ) declined prosecution for each
of these cases. Six of these cases were subsequently resolved as an
administrative action by OC. In total, the six cases accounted for over
$253,000 returned to the NRO. The seventh case involved a subject who
the OIG initially investigated for both misuse of an NRO computer
system, which involved potential sexual enticement of a minor, and labor
mischarging. The investigation did not produce information sufficient for
criminal interest by the USAO or local law enforcement. As a result, the
OIG reported its findings to OC with a recommendation for administrative
settlement to account for the contractor employee’s mischarging of labor
to an NRO contract. The labor mischarging is valued at approximately
$64,000, and a recovery and settlement is pending further action by OC.
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(U) Particularly significant investigations include the following:

»

A7

(U) The Investigations Division completed an investigation involving
an NRO senior Government employee who allegedly engaged in a
conflict of interest when he inappropriately provided assistance to a
personal acquaintance who was seeking a contract from the NRO on
behalf of the acquaintance’s employer, a state university. The
successful acquisition resulted in a personal benefit to the
acquaintance valued at approximatel ~ n salary. The
university subsequently gave the NRO senior Government employee a
non-monetary award citing the financial benefits of the NRO contract
as a partial justification. The employee also received dinner
accommodations for himself and his guests valued at $281 and in
excess of that which is permissible under the Code of Federal
Regulations. The senior Government employee also failed to report
that he had received an offer of employment from the university
during the planning or performance of the contract. The OIG briefed
the case to the Department of Justice, which declined interest in favor
of administrative action by the NRO. The NRO Office of General
Counsel’s determination on this matter is pending.

(U) The OIG completed an investigation of a GS-13 NRO Cadre
employee working as a security officer who mischarged official time.
The investigation identified that the employee had mischarged 652
hours from 2012 through 2015 with an aggregate value of
approximatel The NRO took action based on a preliminary
review of the OIG's initial information, at a time when the case had
been declined for prosecution by the USAO, but before the final report
with recommendation was complete. The NRO issued the employee a
letter of reprimand and required repayment of #o the
government in the form of approximately 161 hours of annual leave.
The employee was not required to reimburse the remainin

(U) The OIG completed an investigation involving a GS-12 Central
Intelligence Agency (CIA) officer assigned to the NRO as a project
manager who mischarged time. The investigation identified that the
officer had mischarged 868 hours from 2012 to 2106 with a value of
approximatel The USAQ declined this case for prosecution.
The employee has since \pending

based on the QIG's recommendation for administrative action as
appropriate.

(U) The OIG completed two investigations filed under the Intelligence
Community Whistleblower Protection Act. Both cases involved
contractor personnel whose claims were found to be without merit.
The OIG advised the complainants of the OIG's findings and of their
appeal rights.
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(U) REVIEW OF LEGISLATION AND REGULATIONS

(U) The Inspector General Act of 1978, as amended, requires federal
agency OIGs to review existing and proposed legislation and regulations
relating to their agencies’ programs and operations. Based on these
reviews, the OIGs are required to make recommendations in their
semiannual reports concerning the impact of the legislation and
regulations on (1) the economy and efficiency of programs and
operations of their agencies and (2) the prevention and detection of fraud
and abuse in programs and operations of their agencies.

(U) The NRO OIG conducts such reviews and provides comments and
recommendations to Congress, when warranted, through a variety of
means including reports and coordination with the Council of the
Inspectors General on Integrity and Efficiency (CIGIE). For example,
during this reporting period the NRO OIG reviewed all pertinent draft
legislation to include the Inspector General Empowerment Act of 2015
and the Intelligence Authorization Act for Fiscal Year 2017. The OIG also
submitted a legislative proposal for repeal of §8H(g)(1) of the Inspector
General Act of 1978, as amended, which currently mandates annual
reporting by the NRO OIG.
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(U) FINANCIAL SYSTEMS COMPLIANCE

(U) As required by the Inspector General Act of 1978, as amended, this
Semiannual Report provides information regarding the NRO's compliance
with the requirements of the Federal Financial Management Improvement
Act of 1996 (FFMIA). Specifically, the FFMIA requires organizations to
implement and maintain financial management systems that are
substantially in compliance with federal accounting standards and with
federal financial management systems requirements.

(U) For FY 2016, the NRO OIG contracted witi ~ |to assess the
NRO's financial systems for compliance with applicable laws and
standards as part of its Audit of the National Reconnaissance Office Fiscal
Year 2016 Financial Statements. |  |assessment disclosed no
instances in which the NRO'’s financial management systems did not
comply substantially with the Federal financial management system’s
requirements, applicable Federal accounting standards, or application of
the United States Standard General Ledger at the transaction level.

27
TOP SECRET//SI/TAME EXHOLE//NOFORN

Approved for Release: 2018/08/16 C05109044




‘;Approved for Release: 2018/08/16 05109044
§% 1 T - i

R W L L4 oaf b FA e il YW Wit

(U) THIS PAGE INTENTIONALLY LEFT BLANK

28
TOP SECRET//o4/ 1AL e LE//NOFORN

~nved for Release: 2018/08/16 05109044




“Approved for Release: 2018/08/&16 C05109044

LAY DAL B 73] PRI Eof f INAFATLITAIN

(V) PEER REVIEWS

(U) The Inspector General Act of 1978, as amended, requires that OIGs
report on peer reviews conducted during this semiannual reporting
period. The purpose of a peer review is to determine whether an
organization’s system of quality control is suitably designed and whether
its staff is effectively implementing those quality controls and conforming
to applicable professional standards. Generally Accepted Government
Auditing Standards issued by the Comptroller General of the United
States require that audit organizations performing audits, attestation
engagements, or both, undergo a peer review at least once every three
years by reviewers independent of the audit organization to determine if
an appropriate internal quality control system is in place. Similarly, CIGIE
established Quality Standards for Inspection and Evaluation

(CIGIE Standards) for maintaining quality assurance that includes having
external quality assurance reviews of audits, investigations, inspections,
evaluations, and other OIG activities.

(U) PEER REVIEW OF THE NRO OFFICE OF INSPECTOR GENERAL:

(U) The CIA OIG, with assistance from the Defense Intelligence Agency
OIG, is leading a peer review of the NRO OIG Audits Division. The
objective of this peer review is to determine whether, for the period
under review, the NRO OIG Audits Division’s system of quality control is
suitably designed and whether the audit organization is complying with its
system of quality control to provide it with reasonable assurance of
conformance with applicable professional standards. As applicable, the
peer review will also determine whether controls over monitoring of
contracted audits performed by IPAs, where the IPA serves as the
auditor, are suitably designed and complied with.

(U) The peer review covers audit reports issued during the three-year
period that ended 30 September 2016. Fieldwork has been completed,
and the final report is expected to be issued during the next semiannual
reporting period.

(U) PEER REVIEW OF OTHER AGENCIES' INSPECTORS GENERAL

(U) The NRO OIG did not conduct any peer reviews of other agencies’
OIGs during this reporting period.
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(U) The Inspector General Act of 1978, as amended, established Offices
of Inspector General to create organizationally independent and objective
units to support agency oversight, effectiveness, and accountability. To
assist the OIGs in maintaining independence, CIGIE developed Quality
Standards for Federal Offices of Inspector General,'? and the Government
Accountability Office (GAQ) established guidance for evaluating and
ensuring the statutory independence for each OIG organization as well as
the independence of individual staff members.”* In accordance with the
CIGIE and GAO guidance on maintaining independence, the OIG has
established significant controls to ensure that its staff members are “free
both in fact and appearance from personal, external, and organizational
impairments to independence.”**

(U) The NRO OIG encountered no threats to its independence during this
semiannual reporting period. The OIG continues to maintain its
independence while working cooperatively with NRO senior leadership,
staff, and contractor personnel to carry out its oversight responsibilities.

(U) One key to the OIG’s effectiveness is the cooperative working
relationship it holds with the NRO leadership and staff. The Director,
NRO; NRO leadership team; and staff continue to be forthcoming with
information and access to records and other documentation the OIG
needs to carry out its mission. In addition, the NRO leadership is actively
engaged in addressing open recommendations and implementing
corrective actions.

2 (W) CIGIE, Quality Standards for Federal Offices of Inspector General, August 2012.
3 (U) GAQ, Government Auditing Standards 2011 Revision, GAO-12-331G, December 2011.
¥ (Uy CIGIF Quality Standards, August 2012, page 10.
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(U) APPENDIX A: SEMIANNUAL REPORTING REQUIREMENTS

(U) The National Reconnaissance Office (NRO) Office of Inspector
General (OIG) conducts audits, inspections, investigations, and special
reviews in accordance with the requirements of Inspector General Act of
1978, as amended. Those requirements include promoting economy,
efficiency, and effectiveness; detecting and preventing fraud and abuse;
and supporting the mission of the NRO. The Act also establishes
semiannual reporting requirements that highlight activities and significant
issues that arise during the reporting period that may be of interest to
Congress. Table A1l identifies the semiannual reporting requirements
and the location of the corresponding information in this report.

(U) TABLE Al: SEMIANNUAL REPORTING REQUIREMENTS
(U) Reporting Requirement (U) Page

SEC 4oy Legisietion and regulalion review 25

SEC5(a)(1-2) Significant problems, abuses, and deficiencies;
recommendations for corrective action

SEC Blpy 4 Prior signiiicant recommendal one not vet >
implemented

SEC 5{a)(4) Matters referred to authorities resulting in
prosecutions and convictions

5

N/A

SEC Blai(h) Sumimary of refusale 1o piovide information NA

SEC 5(a)(6-7) List and summary of reports issued during the 9
reporting period

SEC BiaB .6 dables showing duestinned coets and fnds il

should be pu 1o beller Use NA

SEC 5(a)(10-12) Summary of reports with no management
decision; Description and explanation of revised
management decisions; Management decisions
with which Inspector General disagrees

SEC Blain Emancial systerne compliance with federal 27
reguirements

SEC 5(a)(14-16) Peer review reporting -

SEC B8 Information sbout investigative tepoits, referrals

for procecution, indictments, and a descrintion of 24
the supporting mettics

SEC 5(a)(19-20) Investigations of empioyee misconduct and
descriptions of whistleblower retaliation
SEC Blagial) Descriptions, #f any, of NRO mnterference with
; 3l
OIG independence

SEC 5(a)(22) Descriptions of audits, inspections, evaluations,
and investigations not disclosed to the public

N/A

22
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(U) APPENDIX B: RECOMMENDATIONS OLDER THAN ONE YEAR

(U) Table B1 summarizes all open recommendations described in
previous National Reconnaissance Office (NRO) Office of Inspector
General (OIG) semiannual reports for which corrective action has not yet
been completed within a year of issuance. Details on each open
recommendation are included in Tables B2-B12.

(U) TABLE B1: RECOMMENDATIONS OLDER THAN ONE YEAR

Report Title , Report Date  Total Open

(L Audit of the Management of Iniormation
Systems Privileged Users 19 November 2010 4 1

(U Audit of Chief Information Officer
Management of National Reconnaissance Office 20 December 2013 7 3
Information Technology

Qi;ﬁigs cction of the Spedial Conmmunitations  SRbuavools | 1 .

{U) Joint Inspection of Aerpspace Data Facility
East and National Geospatisl-Intelligence Agency- 11 February 2014 55 2
Franconia

() Insnechion of the Survivability Assiirance
Office (SAD) 3 November 2014 6 1

(L) Audit of NRO Cyber Incident Detection and
Response

17 December 2014 10 5

25 March 2015 59 1 (b)(3)

(U) Final Report Audit of the National
Reconnaissance Office Management of the Silver 29 September 2015 8 1

Eagle Contract
{1 Joinl Inspection of Aerospace Data Faciity

Southwest and National Geospatie Intelligence 30 September 2015 16 5
Agenty Southwest

{U) Inspection of the Mission Intearation
Directorate’s Support to Users

{11} Suspension of joint Inspection of the NRO 12 February 2016 & 3

29 October 2015 9 2

SIGINT Compliance Program
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(U//FOUOQ) Table B2: Audit of the Management of Information Systems Privileged

Users

Recommendation

Office
oMM

Status

WCQMM nas estaniched and communicalod an
enternrize Wide modiie for centralized Priviensd lser
tracking

nibal By Sesternher OO0
Curtent ECD dune 2017

(U) Table B3: Audit of Chief Information Officer Management of National
Reconnaissance Office Information Technology

Recommendation
iy %QZ Recommendation 40 o the DNEG: Diect

(5E0), Bushiess Plns and Onerations Diredtotate (BP0
and the Oftice of Polcy and Shrateay (OPRS) in
cootdination with other Diectorates and Offlces ac
anprooriate, eotablich clear and authoritative lines of
informatien technoloay (T related rolee, recooneinilitee
ownershib, and accountability by Undating relevant NRD
Boicies, dirertves insbructinne covernance plane ang
Letters of Inatruction o cladly the (10 s responaibiiitios

(UJ/FC Recommendation #5 for the CIO: Review and
update the investment management Concept of
Operations (CONOPS) to ensure that the investment
management process aligns with federal guidance and
best practices.

TOP SECRE

Office

. Director, NRO
ared ensire that (10 the Syaleme Enaincoring Diroclorale

(DhRoy
delagated 1o
oMM LD

COMM/CIO

Comiio

36

Status

(Uf/MCBMM{Cm Has satieiiod the teeamienddation o
tzrate roeyane [ ralated dortments dpiier ds purview (NRO)
Business Funchion 501 This recammentaation remaing onon
pending receint Band review of the updaiec o the NBD
Businecs Burction 10 currenthy beire cocrdinated by the
Corporate Secretariat (08 5c Bap of the tranciblion of
acoisiion oversinht reaaonceibilibiee. Arcording to the (6 the
undates are completed and awating tinal review and
sichiatiie,

inibal POl dupe JO18
Cirrent BOD: Decenber M1

U7/ COMM/CIO has satisfied the recommendation to
update the CONOPS, However, the updated CONOPS refers
£o NRO acquisition policies and instructions that have not
been updated per recommendation #2. This
recommendation remains open pending receipt and review of
the updates to the NRO Business Function 10--currently being
coordinated by the Corporate Secretariat (CS) as part of the
fransition of acquisition oversight responsibilities. According
o the C5, the updates are completed and awaiting final
review and signature.

Initial ECD: September 2015
Updated £CD: March 2016
Current ECD: December 2017

U/ Un 19 danuary J01) oM TG niovided the
016 with updated stats formation indicating that It s
Making nodrecs e addrescing this recomimendation
Adoitional information will be fottheoming

Inibial BOLe Apdl 201 .
Current B0 une D01
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(U) Table B4: Inspection of the Special Communications Office

Recommendation

(U/EQEET Recommentation 210 for b Divector, Special
Lomminications Ortiee (00 Review ol Ealernay
Agteements (B4 for cutraney and relavanee. Work with

OPRS o upoate and convert Memprands of Aoreement i

Ideranency Adiesinenis gs anntubtiate.

Office

Status

500

(U) Table B5: Joint Inspection of Aerospace Data Facility East and National
Geospatial-Intelligence Agency-Franconia

Recommendation

@wa Rocommencaation AE-FINGE 10 101
Estaniich of Undate a vaiten orocess Bl tinely rennetinn
and reimbirsement for supblies and sepvices i

accordancs with the NROYNationa!l Geospatialinielligence
Agency (LAY (b)(3)

mewmmendation ADF-E/NGA-F-12-205:
Finalize and publish NRO Directive (ND) 10-2, Facilities
Acquisition Planning and Execution and associated NRO
Instructions.

Upberations
Uiecloane

Office
Mission

aoh)

Ossll

Status

(UMThE agreemen s sbll in drall form. NRO ang

MGA are in the process of resolving one oustanding jssiie
Urelated o this onen tecommendation. Reaolubion of the
oulstanding soue 8 anticioaied 0 June.

nital EODe iy J014
Updated 50D une 201/

(U//F NRO Directive 10-2 is undergoing hardcopy
coordination for Principal Deputy Director, NRO signature.
Coordination of the package is on hold due to the Office of
General Counsel concerns with language. The associated
NRO Instructions (NI) (NI 10-2-1, Real Estate Acquisition
and disposal, and NI 10-2-2, Maintenance, Repair,
Improvement, and Construction Acquisition were submitted
to Corporate Secretariat in January and are expected to be
processed for action officer review late March. OIG expects
formal approval process with Ds and Os to be completed by
the summer of 2017.

Initial ECD: July 2014
Current ECD: August 2017

(u/ /M) Table B6: Inspection of the Survivability Assurance Office (SAO)

Recommendation

{U/f%&} Recommendation #3H for the DNRGE [ace
SED with the recponabiliny T enclre that pratection and
resiliency are addressed as 8 nadt of reairementsdesion
reviews for each maior system acallisibion

TOP SECRETITS:

Office
DhRO

37
NT KEYHO

Status

(U Dn 22 Sentember D06 SE D complered NRO wide
review of the deatt Nid Directive (M) |50 6 NRO
Architectie Reslliency In Jfe current fopm some
compients cotid ot be adindicated this the draft
Coclment renuires rowriting. An undated dralt ND wil
rediite anoter round of internal 58D review. Onee
ahproved wathin BED the undated drait ND Wil be relescen
Tor NEO review and soproval. Belimaied completion caie o
obtain WRU review ard anproval and o subsequently

pubiisn ND 1300 e 31 Decomber 201

Initial BUDe Mareh D018
Chrent EOD December 701

....... /INOFORN
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(U) Table B7: Audit of NRO Cyber Incident Detection and Response

Recommendation : Office Status
(mtﬁlewmm&ﬁdaﬁm S0 o e Directy, (O comd (U) COMM has requested closure. The OIG is currently

Foviewing the docimeniation nrovided (o delorinine
whether (OWM hae mel the inteal of thie
recommencation,

Ensiire that

i accordance wih Intellinence Communily (b)(3)
Standare (105 500 01 and intelinenes Compiunity : Tritial ECO- March 2015
i . i

Directive (10D 50
Lurent BCD: THD

iz O inn i ‘ COMM (UTPeuQ) The coMmise |

Initial ECD: December 2016

Loy

intlal B0 Decepbier 20 5
Lumrent ECD: THD

U/TTDMS Recommendation #7 for the Director, COMM: COMM (U/m COMM i (b) (3)

iCD 502,

Initial £CD: Apri

Current £CD: March 2019

(U LUMM Bae recniester cinsire. The DG e currently
reviewing the documentation proviced o determine
whather (UM hoe met the intent of thie
tacommencation

COMM

intlal BELD Aorl J01S
Lurreni B 1ED

TOP SECRET/TOITREE e BN OFORN
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(U) Table B9: Final Report Audit of the National Reconnaissance Office Management
of the Silver Eagle Contract

Recommendation Office Status

(i%&}. Recommendation #10 for bhe Divocior, (UMM LOMM (Umhe Dl metwith tOMb an 8 and oo
i contdination with the Directay. (S8BT Diayeing ang March JUl  mdisciss the (O &

Imislemient & sk mibaation nlan Lo combly with RO and | recommendations. COMM provided
contract reciizement o '

A. monitor Silver Bacie chivites: ano

(b)(3) | | Al ECD: June 2016
! | Cutrent BOD: December 201

42
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(U) Table B10: Joint Inspection of Aerospace Data Facility Southwest and National

Geospatial-Intelligence Agency Southwest

Recommendation Office
MOD/MGSRD
(b)(1)
(b)(3)
(W Recommendation ADFEW-15-2002 for D/MOD: MOD/MS&O

Develop and publish directorate-level guidance and/or
policy for all of the NRO Innovation Centers for inclusion
in the NBF 60 and/or ND 60-1.

(U//FONQ) Recommendation ADESW-15-2004 for D/MOD: |
Develon and suplich diteciorate level aiidance and/on

MOb/MeRO

b inclusion in

(b)(3)

tie N bUandior ND a0 -1

(MRecommendation ADFSW-15-2005% for D/MOD:
In NI 60-1-1, clarify the definition and intent of the term
“event awareness” in association with submitting written
SITREPs.

MOD/MS&O

{sm Recommendation ADESVW. 150008 for D/MOD: |
NG deflne o bhoten svsten ollace the
freciency of peauied undates and th woom ths tmidatee
will be renerer

MO /MsRO

43
TOP SECRET//SI/TATE

Initial ECD: Maech 0017
L Current BCD: Avgust 010

LRNOFORN

, Status

(U] The ADESW Commancer and the LISAP continae
| boowork i coordination with NROJOBES o update the

; the OIG Bdua 18 Anel D01Y Thie recompneniation
S Oben nending recelbt of the Tnalized

(U) MOD is working with the NRO Innovation Centers
on the guidance fo be included in NBF-60/ND 60-1.
MOD's next status to the OIG is due 19 April 2017,
This recommendation remains open pending receipt
of approved directorate-level guidance and/or policy
for all of the NRO Innovation Centers.

! Current ECD: March 2017

(b)(3)

coftinge to work Wity
DD o develon anc ouheh diteriorsie loynl

auidance and/or bolicy for NRO Enternree
Coliabmratiaﬂ,\_:r

S e nrocess of milbalone (b)(3)

 development and anlicioates an ECD LT

Gl December 2017 MUODE s stane to the O1G 10
L due 19 Agpl 2010 This socommenaalion roimaing

L open pending reae‘gt o anoroved direciorates
 guidance and/orpol

i ECD: Mareh 2017
L Cutrent BODy Decanber 0017

{U) NROC is currently rewriting the NI 60-1-1
document. MOD's next status to the OIG is due

19 Aprit 2017, This recommendation remains open
pending receipt of the approved updated NI 60-1-1
that contains the clarified definition and intent of the
term “"event awareness.”

Initial ECD: February 2017
Current ECD: July 2017

- (1) NROC is currently rewriting the NI 60-1-1

| ducumient. MODe next sialus o the OIG s due

L 1S Aprt 20 7 it BUD chanoed B0 mciude Hme foF
| toomdination. {his recommendation remains open

| pending receipt of the approved defition of 8 long

| termosystem outace, the Brequeney of reqiired

| Updates, ond b0 whom the unoates will be teporied

L tonmped o analzed N 601

- Initial ECD: February 2017
 Uurrent BOD By 017
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(U) Table B11: Inspection of the Mission Integration Directorate’s Support to Users

Recommendation Office _ Status
Uk comiiendation & o the Dhector MiD {L}Mm delivarer o concolicated NED resnonce

othe Holse Parnoniedl Saleal Conitiee o
inteliconce reciies radarding the Intellicence
Authorization Act for Bleeal vear 2010 artions on
Spnort o Lsers. MDD alee srovided (G wich NRL)
Ulitreach and Enoagerment Goals ane Ublechives o
Satiaty the aualitative needs. MID intende o deveop &
detaiied pian for auantitalive metrics develonmont
ciuding senedlie Budoet, and deliverables by the eing
o this vear

lnibal BLD: December 2010

(U} Director, MID signed NRO Business Function 140,
Customer Engagement and Support, NBF 140 in
November 2016. NBF 140 setf the framework for
updating the remaining governance documents, which
are expected to be completed in June.

Initial ECD: August 2016

Ml Poiablich and dovuient measies of nrodeam
petfotmance that are abortant to idenbifving progran
tisies and stecesciilly achiovinn the Leer epcanement
Mussion (e.o, monioring/assessiba stariing levels ang
reguitemienis

(U%‘U-@;.Recommendation #1c for the Director, MID:
Update NI 140-1-1 and NI 140-1-2 based on the
evaluation of the CIS tool for continued use.

MID

44
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(U) Table B12: Suspension of Joint Inspection of the NRO SIGINT Compliance
Program

Recommendation . Office _Status

(e e cnmendation 1 i NEO) ang NGA oeo (U1 NBA UG ane NRO OGL oollaborated and submitted
Oftices of Coneral Coumsel b conrdination with Director, i 8 resnonce bn both soendies. OGS reliien resnonce

overhead SIGINT arltivities found i Annew A and outlined
in tiading 1 of e memorandon

(U) EINDING 1 Varlaus concents phracas, and ternie

L and tespond I8 dune D017
inibal 0D hne 018

NRO/Office of Policy and Stateqy and Chisf, mdicates thal the meseane renuires hirther corificatinn
N ety the i b)(3 Pand new feres need Lo be defined. NRD OGE wil e
concenls TermE and BRraeED Genaroted Uih e ! ( )( ) i bigage NG OG0 1o initale another ciication effort
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(b)(3)
(b)(5)
MRecommendation #2 {for NRO and NSA OGC
Offices of General Counsel, in coordination with Director,
NR: i i ief,
NSAJ Add to Annex A (b)(3)

{or supplemental documentation) explanations of the
terms and phrases associated with overhead SIGINT
activities outlined in Finding 2 of this memorandum.

(U} FINDING 2: Explanations of the following terms are
not found in Annex A but are needed.

: 1 Are the llowing SIGINT of pon SIGINT
Missione’ Do bhe AG aprroved brocedires apoly b theee
fissions? Wayl

June 2017.
Initial ECD: 30 December 2018
(b)(3)
(b)(5)
GEOULS Becormmendation 20 (for NBU and NEA ot . NEA 0L and NEO 000 colisborated and
Offices of Geaerdl Counsel in cootdmation With Diretior,. Submitted B resnonce o both acencies. UGS retuen
NRO/Otice of Policy and Strateny and Chier, ! resaonce indicated that clariication & ronired and that
mm Gaytne | e Gicarice Brovides by Sacton 35 of the o
apiEDly T A o D g D ovenhean ! S2A0 M shond be ronsidered. NRO OGL will reyview
SIGINT activities as ey aoply 1o the NG outined in ! (b)(3) thic guidarce and respond in June 017
Hinding 2 o this memorabdun, Tntial BeD 30 uee 2010
(UM FINDING 3 Guidance tecarding the
anplicabiity of AG aprrover procedures to oyernean !
SHCINT activities neens dailication
(D))

€. (UTTTOMSs the NRO patt of the LUSSS? Ifse what |
are the clicamstances Under Which this occes? Waat !
efect doee thic have on WROY D guvernead SIGINT i
dctivitios?

46
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